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Abstract— In this paper, we propose a new three-tier satellite
multicast security protocol based on ECMQV (Elliptic Curve
Menezes-Qu-Vanstone) and IMC (Improved Merkle Cryptosys-
tem). We make contribution to the satellite multicast security
protocols in two major points. These are protocol architecture
design and cryptographic methods aspects. Our protocol is
specifically designed for multicast systems having very large
number of members and highly dynamic member join leave
characteristic. Our protocol minimizes the rekeying workload of
satellite layers and shows high performance for many criteria
using three independent key distribution layers. In addition,
our protocol uses a different cryptographic method for each
layer and achieves major cryptographic goals together that are
not provided in implementations of some other protocols. Using
ECMQYV and especially IMC based methods in satellite multicast
security protocols is a novel approach and has many advantages.

Index Terms— Multicast Security Protocol, Satellite Com-
munication, ECMQV (Elliptic Curve Menezes-Qu-Vanstone),
Layered Protocol Architecture, IMC (Improved Merkle Cryp-
tosystem).

I. INTRODUCTION

Satellite multicast applications gain significant importance
in today’s applications such as pay-per-view programs, multi-
media (video and audio conferences), file sharing and specific
applications for mobile users. In addition to these, one of
the most important application areas of satellite multicast is
military command-control. All of these applications require
secure and reliable multicast protocols. However, providing
security in a satellite multicast system is a difficult task without
creating significant performance deterioration. Especially, for
a multicast system having very large number of members
and highly dynamic member join-leave characteristics (such
as mobile environments), providing security causes significant
workload on the overall system. In order to provide forward
and backward security, the group key must be updated for
each member join leave event, in satellite multicast security
systems. This requirement creates significant workload on
satellites, which are the most resource limited components of
satellite multicast systems. Also, cryptographic methods used
in satellite multicast security protocols must be selected so
that they achieve major cryptographic goals (confidentiality,
authentication, integrity and unforgeability) and do not cause
significant workload on the multicast system.
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In this paper, taking into consideration these problems, we
propose a new three-tier satellite multicast security protocol
based on ECMQV (Elliptic Curve Menezes-Qu-Vanstone)
[1], IMC (Improved Merkle Cryptosystem) [2] and ECPVSS
(Elliptic Curve Pintsov-Vanstone Signature Scheme) [3] cryp-
tographic protocols. Our protocol can be applied to very
large multicast groups with 106 members or more without
creating performance and security problems. Our protocol
is also suitable for highly dynamic multicast groups having
mobile members.

We use three independent key distribution layers to provide
scalability and modularity to handle very large multicast
systems. The satellite layers of our protocol consists of a GEO
satellite layer as the general manager of system and a LEO-
MEO satellite layer for bulk data multicast and key distribution
purposes. The third layer of our protocol includes terrestrial
units (TU), non-trusted servers (NTS) and members. Each
layer uses appropriate cryptographic algorithms and key estab-
lishment protocols with their alternatives. Using this layered
architecture provides many benefits such as decentralization
of the multicast and key distribution workloads as well as the
centralization of security control.

We use alternative cryptographic methods in our protocol
such as ECMQYV, IMC and ECPVSS to the naive key exchange
and classical RSA and DLP (Discrete Logarithm Problem)
based signature approach [4]. The reason is that ECMQV
provides efficient and secure collaborative (fair) key exchange
between layers when compared to the classical approaches.
IMC and IMC based methods are novel approaches and have
not been used before in satellite multicast security protocols.
ECPVSS provides bandwidth and security advantages in third
layer.

Our protocol provides significant advantages for the rekey-
ing workload of the satellite layer, which is one of the most
important parameters for satellite multicast systems. It also
provides advantages to reduce the number of keys which
are stored in satellites and TUs. Apart from these, central
security management with decentralized multicast workload
is an important advantage.

II. RELATED WORKS

Key management protocols use hierarchical approaches
to reduce workload of the key management process. These
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approaches can be divided into two major categories [5]: key-
based hierarchy and group-based hierarchy. Group-based ap-
proaches create hierarchical groups to manage large multicast
systems such as [6], [7]. Key based hierarchy approaches use a
tree-structured hierarchy for cryptographic keys such as LKH
(Logical Key Hierarchy) [8], OFT (One-way Function Tree)
[9] and ELK (Efficient Large group Key) [10]. Finally, there
are also hybrid approaches such as Mykil [11].

A multicast security protocol, which is specifically designed
for satellite multicast systems, is given in [12]. This protocol
also uses hybrid approaches. It uses natural hierarchical struc-
ture of satellite multicast systems to reduce the workload of
the satellite. The basic idea of [12] is providing independency
of layers in satellite multicast systems. Consequently, rekeying
workload of the satellite can be reduced significantly. When-
ever member join-leave event occurs, key update is only done
in a local TU or member group and the whole system is not
affected from modification. Study in [12] uses LKH protocol
in all its layers.

Since we mention Flat and LKH protocols in the following
sections, here we give some of their properties. Flat protocol
uses a straightforward approach as a key management method.
In the Flat system, each member is directly connected to the
group manager and a unique key is assigned to a member.
Whenever a key update occurs, the group key is sent to each
member one by one after being encrypted with unique keys of
each member. Thus, the key update cost of the Flat system is
N, which is the number of members in the multicast system.
LKH protocol, designed for handling moderately large and
dynamic groups, uses a logical key tree structure to reduce
rekeying cost. In the LKH protocol, each member stores a
key vector to reach the group key. This key vector contains the
keys which take place on the path of the member to reach the
root of the tree. Using this method, for each member join-leave
event, only keys that are on the affected paths are updated. This
structure reduces rekeying cost of LKH from NV to klog;, N,
where k is the branching factor of the tree. This provides a
significant advantage when compared to the Flat protocol.

III. CRYPTOGRAPHIC TECHINQUES USED IN OUR
PrOTOCOL

In our protocol, we essentially use elliptic curve cryptog-
raphy (ECC) based techniques. ECC has many advantages
over factorization based [13] and classical DLP [14] based
approaches for both computational and key bit length aspect
[15]. An application of ECPVSS algorithm to the satellite
multicast security can be found in [12]. In this paper, we use
ECMQV key agreement protocol [16] as a major cryptographic
primitive. Also, as a novel approach, we show that it is possible
to use IMC or STAKE (Signcryption type Authentic Key
Agreement) alternatively. We give brief descriptions of these
protocols and present their advantages.

A. The ECMQV Protocol

The ECMQV protocol is an authenticated key agreement
protocol, proposed by Law, Menezes, Qu, Solinas and Van-

stone [1], based on the standard authenticated Diffie-Hellmann
(DH) key agreement protocol on EC. The ECMQV protocol
provides known-key security (KK-S), forward secrecy (FS)
and key-compromise impersonation resilience (KCI-R) under
the assumption of the intractability of ECDLP (Elliptic Curve
DLP). In KK-S, even if sessions are revealed to an adversary,
each execution of the key agreement protocol must generate
unique and matching session key. In FS, even if long term
private keys are revealed to an adversary, the secrecy of previ-
ously established session keys should not be affected. In KCI-
R, even if one of the instances of communication is corrupted
due to private key loss, then an adversary can not masquerade
Alice as another principal [17]. Notice that these properties
can not be achieved by classical DH based approaches. The
ECMQYV protocol is also standardized by IEEE P1363. Details
can be found in [4]. Moreover, some improvement for MQV,
HMQV (Hashed MQV) is also proposed in [18]. It uses hash
functions and challenge-based signatures derived from Schnorr
Identification Scheme. The study in [19] gives a different
approach to HMQV.

The ECMQV protocol is given in Table 1. F' is a finite
field, E is an elliptic curve, #E(F') is the number of points
on elliptic curve and ¢ is the prime divisor of #FE(F') and
also is the order of the curve point G on subgroup of order
q. Let z the binary representation of the first coordinate of ().
Let Q be defined as Q =z mod 2L//2) +2l//2] (Q < R and
@ < R in Table 1).

TaBLE]

THE ECMOY EEY ESTABLISMENT PROTOCOL
Alice Bab

I. Alice generates a static
private key w={l--:g-1},
computes W, = w, -G and
Publishes static public W,

1. Bob generates a static

private key w,={l.--.g—1}
computes W, = w,G and
Publishes static public W,

2. Alice generates the
ephemeral private key
r,={L---.g— 1}, computes
corresponding ephemeral
public key R, =r, -G and
sends this value to Bob

2.Bob generates the
ephemeral private key

e {l--.g—1}, compules
corresponding e phemeral
public key R, =r,-G and
sends this value o Alice

3. Alice computas
5, =(r, +Rw, jmodq and
R, +RW, =5, G

3. Bob compules
5, = (r, + B,w,) mod g and
R +RW, =s,-G

4.Alice computes

_#E(F)

z -5, (R, + BW,)

4. Bob computes

#EF)

Z= - (R, +RW,)

3. Both Alice and Bob generates shared secret key Z
Z=FEF)lq)s5, 5 G

B. The IMC and STAKE

In section III, we have mentioned well-known public key
cryptosystems. Generally, key agreement methods including
digital signatures are based on these public key cryptosystems.
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However, the first cryptosystem, which provides a solution
to the secure communication problem over insecure channels
without pre-established secrets, is the Merkle Cryptosystem
(MC) [20]. In this paper, as an alternative key establishment
method, in addition to ECMQV and ECPVSS, we offer to
use IMC that has been proposed in [2]. IMC increases the
security of the original MC and its variants (VMC) in [21]. In
IMC, cryptographic hash functions and a new puzzle structure
are used together in order to increase the security of MC and
VMC. The key agreement value, which is sent as clear text in
VMG, is hidden using a cryptographic hash function in IMC.
Also, in order to increase the security of the key agreement
value, auxiliary keys are used. In addition to IMC, STAKE
protocol is proposed achieving major cryptographic goals such
as confidentiality, authentication, integrity and unforgeability
together. STAKE is based on IMC and signcryption type key
establishment schemes. Most important property of STAKE
is that it only relies on symmetric cryptosystem and crypto-
graphic hash functions while achieving major cryptographic
goals. IMC based approaches do not need any trusted third
party even if it relies on only symmetric cryptosystems and
cryptographic hash functions.

IMC and STAKE are novel approaches having these prop-
erties and we propose them as alternative methods to use in
key establishment steps in a satellite multicast system. These
methods are especially suitable for applications that require
high security and prefer to use a symmetric cryptosystem. IMC
can provide approximately 3000 bit RSA equivalent and 2500
bit sub group DLP equivalent security. However, as an inherent
property of MC, IMC and STAKE have non-neglible storage
requirements. For this reason, if enough storage is not available
then implementing only ECMQV can be more appropriate.
However, IMC and STAKE are quite applicable for today’s
standard hardware systems under usual conditions. Details of
STAKE can be found in [2]. We give notations, which are
used in IMC:

P : Public key vector (puzzles), K : Secret key vector which
is used to generate P. P, € P, K; € K for 1 < i < N
where N = 2™. m: The parameter which determines the
number of elements in the P and K vectors. || denotes
concatenation operation. (F— D) x: Symmetric encryption and
decryption functions using secret key K. H : Cryptographic
hash function. y; : Auxiliary secret key which is used to
increase bit length security of the hashed message transmitted
over the network, P;" : Public key which is generated using y;
auxiliary keys. K, and K, denote session keys, which are
generated by Alice and Bob, respectively. h : Secret hashed
vector where h; € h, for all 7, 1 <7 < N where N = 2™,
PRNG : Pseudo Random Number Generator.

The brief description of IMC is given below:

1.Alice generates auxiliary secret keys y; and puzzle pairs
P, = Ek,(X), P = Ek,(y;) for1 <i <N where N = 2.
Alice sends (P;, P;*, X) for all i to Bob and stores (K;,y;)
pairs as secret key pairs.

2. Alice generates hashed secret key vector h, h;, =

H(K;|ly;) for 1 <4 < N where N = 2™. Alice stores
h as secret key vector.

3. Bob obtains (P;, P, X) for 1 <i < N where N = 2™,
Then, he generates random keys /; such that while(v, search
on P){l; = PRNG(), v = E;;(X), move indices}. If
(P; == Ej,(X)) then K; = I; and Bob finds one of the
secret keys K;. Using K;, Bob decrypts P;* and obtains secret
auxiliary key y; = D, (P ).

4. Bob calculates h" = H(K;||y;) and sends R’ to Alice.
Notice that, only Alice knows K; and y; and using these secret
key pairs, only Alice can calculate and verify A" Due to one-
way properties of H, Oscar can not find K; and y; from A’

5. Session key agreement can be done in three different
ways:

o Alice determines the session key: Bob sends K’ to Alice.
Alice searches i in vector h. If she finds it then
Alice and Bob agree on key (K;||y;). Alice generates
session key K, and calculates K, = FEg, 5, (Ks,)
and sends K ~to Bob. Bob decrypts K, and obtains
K, = Dg,|y, (Ks,).Alice and Bob agree on session key

Ss*

e Bob determines the session key: Bob generates K, and
calculates K,'= Ek, ||y, (Ks,). Bob sends (R, K,) pair
to Alice. Alice searches h”in vector h. If she finds then
Alice and Bob agree on key (K;||y;).Alice decrypts K,
and obtains K, = Dk, ||, (Ks,).Alice and Bob agree on
session key Kj, .

o Alice and Bob jointly determine the session key: Alice
and Bob agree on (K;||y;) similar to above and they
exchange K_ and K, session keys. They calculate their
joint session key K= K, ® Kj,.

IV. ARCHITECTURE AND DESIGN PROPERTIES OF OUR
THREE-TIER PROTOCOL

A. Major Design Properties

We design a new satellite multicast security protocol having
three independent LKH layer. Each layer uses appropriate
cryptographic algorithms and key establishment protocols to-
gether with their alternatives. These cryptographic methods
and protocols provide solutions for key establishment between
layers. Each protocol is selected taking the properties of each
layer into consideration .

Our protocol utilizes the major design principles of the
layered architecture, which are the independency and mod-
ularity principles. Hybrid key distribution protocols use the
divide-and-conquer approach to tackle high rekeying and
cryptographic workload of multicast security systems. As we
mention in section II, to handle systems having very large
number of members and high member join-leave activitiy rate,
a combination of key hierarchy and group based hierarchy
approaches has been proposed such as [11]. These protocols
are designed for general multicast security systems. Applying
the independency and modularity principles specifically on
satellite multicast systems; the study in [12] provides ad-
vantages in terms of both computational effort and rekeying
workload.
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We use the design principle of [12] in our three-tier ap-
proach while improving it in many aspects. We utilize existing
layered structure of satellite networks, which is not studied
in [12]. LEO, MEO and GEO satellites, already having a
hierarchical structure, can be used to design more efficient key
distribution protocols. Using different properties of these satel-
lite layers, the overall system performance can be increased
and the workload of the individual satellites can be reduced.

B. Architecture of Our Protocol

Our protocol consists of three layers: GEO satellite layer,
LEO-MEO satellite layer and terrestrial unit (TU) — member
layer. Communication among layers is realized in hierarchical
manner taking modularity principle into consideration . In each
layer, whenever a member join-leave event occurs, LKH is
applied to the related local group. The GEO satellite applies
LKH to its LEO-MEO satellite layer. Each LEO-MEO satellite
has its own TU group and applies LKH this local TU group.
Similarly, each TU has its own member group and applies
LKH to this local member group. LKH is preferred like pro-
tocol [12] since it has computational and storage advantages
for multicast systems as described in section II.

NTS are used to store public key parameters for the
ECMQV and IMC protocols. Public keys are transmitted
to NTS only once and whenever they are needed, they are
obtained from NTS. Consequently, the satellite layer is not
affected by future key agreements that will be realized with
the same public keys.

The detailed description of our protocol for each layer is
given in the next section. Now, we briefly explain properties
and responsibilities of each layer.

1) GEO Satellite Layer: GEO satellite layer is responsible
for general key management of the overall multicast system.
The group keys, which are generated by the GEO satellite, are
transmitted to each layer in encrypted form. In this protocol,
group keys of the lower layer are known by only the upper
layers and keys are only determined by the GEO satellite.
This way, the GEO satellite can always control and manage
the overall multicast system.

Firstly, the GEO satellite(s) realizes ECMQV key exchange
to transmit group keys and seeds to the LEO-MEO satellite
layer. Secondly, it generates and transmits group key seeds,
which will be used between the LEO-MEO satellite and
TUs, to the LEO-MEO satellite layer. Thirdly, it generates
and transmits group key seeds that will be used between
TUs and members to realize a secure communication. These
session keys and seeds should be generated by a CPRNG
(Cryptographic PRNG) like Blum-Blum-Shub [22] because
they will be used for long term security as a principle of batch
keying. Also, as an option, if needed, the GEO satellite may
involve data multicast.

2) LEO-MEO Satellite Layer: This layer is mainly respon-
sible for bulk data multicast to TUs and distributing group
keys to the TUs and NTS. LEO-MEO satellites obtain shared
secret keys from the GEO satellite. Each LEO-MEO satellite
uses these shared secret keys to obtain the related group key

to communicate with the upper layer. The group key seeds are
used to generate group keys. Then, they distribute the group
keys and session key seeds to the TU using either ECMQV
or IMC-STAKE protocols also involving NTS if necessary.

3) TU-Member Layer: In this layer, TUs are responsible
for decrypting the data coming from the LEO-MEO satellite
layer and multicasting it after encrypting it with required
group keys. TUs obtain and use group keys to realize secure
communication with the LEO-MEO satellite layer using either
ECMQV or IMC-STAKE protocols also involving NTS if
necessary. TUs use seeds to generate group keys that will
be used for secure bulk data multicast. Figure 1 shows the
architecture of our protocol.

GEO Satellite

—=CK for LEO-MEO Satellite

Unique keys for each
\ LEO-MEO Satelliteto

\ cowte GEO Satellite

GEO Satellite
LKH Layer

””””” L L]
E e == = GKs for -
=5 —.— lm .- each TU E
od = ogE
fffffffffffff 5=
5Z D R . =
o= T W TR T T T T T T Ty - z
=tk i
D f\rfjlw =
T [ —— [
o - o\ N _ =
ESEE IR IR AN — 2 iR
27 JHHU\ JUUUX VB

Unique keys for each member

Fig. 1 Architecture of the our satellite security protocol

V. DETAILS OF OUR THREE TIER PROTOCOL

In each layer, there is a hierarchical key exchange and trans-
mission from top to down. The GEO satellite is responsible
for generating and distributing seed values sa; and sg3;. These
seed values are used to generate group key vectors «; and [3,.
Each sa; seed value is assigned to a LEO-MEO satellite by
the GEO satellite. Each LEO-MEO satellite generates group
key vector «; using seed sa;. Elements of group key vector o
are oy ; where j > . So, «y; jdenotes 5 group key which is
used by i satellite in LEO-MEO satellite layer. Each satellite
realizes bulk data multicast using these group keys «; ; to
their local TU groups and also transmits seed values s3; to
the related TUs.

Each TU realizes the ECMQYV key exchange with the upper
layer to obtain and transmit the required keys. Each sf3; seed
value is assigned to a TU. Each TU generates the group key
vector 3; using seed s3; . Elements of group key vector 3; are
B, ; where j > ny. 3, ; denotes j™ group key for i TU in TU-
Member layer. TUs use group keys «; ; to decrypt multicast
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data and seed values s3;. Using ECPVSS, different from upper
layers, TUs transmit /3, ; keys to members and realize bulk
data multicast using these group keys «; ;. Members, using
ECPVSS, obtain group keys and decrypted bulk multicast data
securely. ECPVSS is preferred in this layer because “fair key
exchange” may not be preferred in TU-Member hierarchy.
Thus, only key transport is realized by ECPVSS like [12].

Seed vectors s and s3 are used for batch keying: Thus,
instead of sending group key vector elements in «; and j3;
one by one, only their seed values are transmitted. LEO-MEO
satellites generate group keys using these seeds and important
bandwidth and rekeying cost advantages are gained. Details of
each step for layers are given in the following part, where:

ns : Number of satellites in LEO-MEO satellite layer. [ :
Number of TUs in TU-Member layer. N : Total number of
members in multicast system. n; =~ N/I :Average number of
members in one TU local group. ECMQV KG : Static Key
Generation for ECMQYV protocol.

A. GEO Satellite Layer

The GEO satellite generates required group keys and seeds
for overall system. Also, if it is necessary, the GEO satellite
may realize bulk data multicast.

A.1) GEO satellite generates the group key seed:

sa; = CPRNG(> ns), sf; = CPRNG(>1).

A.2) GEO satellite generates static public-private key pairs
from EC curve E and validates them. ECMQV key exchange
is done using public keys of lower layer Wj, and required
private keys. Using these, GEO satellite has shared secret keys
(unique keys) with each satellite at the lower layer:

(Wa,,we;) = ECMQVKG(E,ns), NTS; — W,, and
Wy, «— NTS;, Z; = ECMQV (W, ,w,,, required private
keys) unique keys for each satellite in LEO-MEO satellite
layer.

A.3) GEO satellite generates and distributes group key GK
to the all satellites in LEO-MEO satellite layer using secret
shared key Z;. This group key is used to transmit group key
seeds and bulk data multicast if necessary:

GK/= Ez, (GK), for each satellite in LEO-MEO layer.

A.4) GEO satellite multicast seed vectors sa and s3 using
GK. Vector sa is used to generate group keys «; ; that LEO-
MEO satellites will use to communicate with TUs. Vector sf3
is used in TU-Member layers. Optionally, bulk data multicast
can be realized.

A.5) During each member join-leave, LKH protocol is
applied to the LEO-MEO satellite layer using GK to update
the required keys.

Optionally, If IMC or STAKE is used; GEO satellite(s)
generates seed vectors st, sz and transmits them to the LEO-
MEO satellite layer. These seed vectors are used to generate
private-public keys for IMC based cryptosystem:

sti = Egk(st;), sxi = Egk(sx;).

B. LEO-MEO Satellite Layer

LEO-MEO satellites, using satellite inter-networking, deter-
mines which TUs are managed by which satellite. Group key

and group key seed distribution are done according to this
agreement.

B.1) LEO-MEO satellites generate static public-private key
pairs from EC curve E and validate them. ECMQV key
exchange is done using public keys of upper and lower layers
using required private keys. Z; secret keys are shared with
the GEO satellite and Z;” secret keys are shared with TUs.
NTSs are used to store and obtain public keys. Using Z;, each
satellite obtains group key GK:

(Wy,,wp,) = ECMQVKG(E,n,), NTS; «— W, and
W,, <« NTS;, Z; = ECMQV (W,,,w, required private
keys).

GK = Dy, (GKj) realized for each LEO-MEO satellite.

Wy, wp,) = ECMQVKG(E,l), NTS; «— W, and
Wy, «— NTS;, Z; = ECMQV (W,,,wy, required private
keys) realized for each TU.

B.2) Using GK, LEO-MEO satellites obtain group key
seeds sa and sf3. Each satellite uses its seed sa; to generate
vector cy;. Suppose that, ;™ satellite uses group key o ; at the
current state. After that, whenever a key update occurs, the i
satellite uses next group key such that a; ; — «; j41. This
group key is used to manage the TU group which the satellite
is responsible for.

sa; = Dak(say), sB8; = Dar(sB;). If the GEO satellite
sends message, M = D¢ (M). Using sa;, sufficient number
a;j = CPRNG(sa;, > 1) group key is generated (j > 1).

B.3) Each LEO-MEO satellite sends group key to the TUs
that are responsible for using shared secret key Z;. Also, seeds
sp3,; are transmitted to the related TUs:

Qi = EZ{(O‘i,j)v 5B = Ez:sB;).

B.4) Bulk data multicast is done to the TUs using group
keys: M'= E,, ;(M).

B.5) Each LEO-MEO satellite applies LKH its local TU
group independently for each member join-leave event.

Optionally, If IMC or STAKE is used, only MEO satellites
obtain seed vectors st, sz and generate IMC secret key vector
K using st. Then using K and sz, satellite generates public
key vectors and transmits them to the NTSs. Only MEO
satellites are involved in this process since they have higher
computational and bandwidth resources.

C. TU-Member Layer

TUs are responsible for realizing the bulk data multicast
to the members. Each TU belongs to a TU group, which is
managed by a LEO or MEO satellite. Also, each TU has a
large member group.

C.1) Like the upper layer, TUs generate static public-private
key pairs from EC curve F and validate them. ECMQV key
exchange is done using public keys of the upper layer using
the required private keys. Z;” secret keys are shared with the
LEO-MEDO satellite layer. NTSs are used to store and obtain
public keys. Note that TU sends group keys to the members
using ECPVSS, which has advantages if collaborative (fair)
key exchange is not needed. The following steps are performed
for TU and members:
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(Wi, ,we,) = ECMQVKG(E,l), NTS; «— W;, and
Wy, «— NTS,;, Z = ECMQV (W, w, required private
keys).

a;; = Dz ;) and sB8; = DzAsp;) realized by LEO-
MEO satellite. Each TU generates group keys from seeds sg3;,
Bi; = CPRNG(sB;,> ni), j > my. Each TU decrypts the
bulk multicast data using group key from which they obtain
LEO-MEO satellite. Then, TUs realize bulk data multicast to
the members using group keys:

M = D, (M) and M= Eg, (M). Each TU transmits
group key Bi’j to the members by using NT'S; «Public
parameters for ECPVSS.

C.2) Members obtain group keys and decrypt bulk multicast
data securely:

Each member obtains group key fS;; from TU.
(Public key parameters for ECPVSS)«— NTS;,
B;; = ECPVSS Unsign(B,;, PVSS_Parameters).

Members decrypt multicast data M = Dg, _(M).

VI. PERFORMANCE COMPARISON AND RESULTS

In this paper, two aspects of satellite multicast security
protocols are analyzed and improved. Firstly, appropriate
cryptographic methods are selected and integrated to our
satellite multicast security protocol. Secondly, architecture and
design properties of the satellite multicast security protocol
are improved. We firstly focus on the performance gain and
advantages of our protocol for its design and architecture
aspects. Then, we give advantages of cryptographic methods,
which are used in our protocol when compared to classical
approaches.

A. Performance Comparison of Architectural and Design As-
pects of Protocols

Table II shows performance comparison of our protocol
to Flat, LKH and our previous protocol given in [12]. The
comparison is based on five major criteria: Rekeying workload
for satellite layer and TU, number of keys stored in satellite
layer, in TUs and members on the average.

The most important criterion is the average rekeying work-
load of the satellite layer. Since the most resource limited
part of the satellite multicast system is the satellite layer,
we aim to minimize rekeying workload of this part. For this
criterion, among the compared protocols, the most efficient one
is our proposed protocol: In Flat and LKH, for each member
join-leave event, the key update cost is N and klog, N
respectively. Notice that, the major parameter that determines
the rekeying workload of the system is the rekeying factor r,
which is the total number of member join-leave events for a
certain time period. In Flat and LKH, since the satellite directly
controls all members, a rekeying occurs for each member join-
leave event, according to the key update rule of the protocol.
Thus, total rekeying workload for Flat and LKH are N-r and
(klog;, N)-r respectively. For the protocol in [12], satellite
layer is not affected from member join-leave events due to
independency of layers principle. Thus, rekeying of workload
of the satellite layer in our previous protocol is klog, I/m;

where [ is the number of TUs in the related local TU group
and m is the batch keying factor. In our proposed protocol,
rekeying workload of the LEO-MEO satellite determines the
average rekeying workload for all satellite layers. g is the
average number of TUs, which are controlled by a single LEO
or MEO satellite. Thus, rekeying only occurs for a satellite if
one of the TUs is down or violates the security policy. Notice
that, these events occur rarely. Also, the batch keying factor
becomes mo > m; since only seed values are transmitted.
This makes possible to realize more batch keying. In addition
to this, parameter mo reflects the advantages of lower packet
loss and propagation delay values of LEO-MEO satellites
when compared to our previous protocol. Thus, the rekeying
factor of LEO-MEO satellite layer is (klogy, ¢)/ms. Notice
that the independency principle is also valid for our proposed
protocol and rekeying factor r does not affect the satellite
layer. The rekeying workload of the GEO satellite is small
and neglible: klog; ns < 10. As a result, since ¢ << [ and
me > myq, our proposed protocol is more efficient than our
previous protocol.

For average number of keys stored in satellite layer criterion,
Flat and LKH require N unique keys for each member. In
our previous protocol, the satellite only contacts with TUs
and the storage requirement is [. In the proposed protocol, in
order to obtain performance gain for the rekeying workload,
we slightly increase the number of keys stored in the satellite
layer. Notice that the major parameter that determines average
number of keys stored in the satellite layer is the storage
requirement of the GEO satellite. In ECMQV protocol, key
pairs Wy, , Wq,,7a;, Ra; Z; and seed values sa; and sf3; are
stored in GEO satellite. Thus, the average number of keys
stored in the satellite layer is 61, +7+1 ~ 2[. The number of
keys stored in the LEO or MEO satellite is small and neglible:
q<l

Rekeying workload of TUs is only analyzed for previous
and our proposed protocol. For Flat and pure LKH, TUs
are not specifically mentioned and are not considered in this
comparison. Rekeying workload of the TU is the same for
both our previous and proposed protocols, that is log;, n;. The
reason is that, in both protocol, TUs are only responsible for
their own local member group for rekeying processes. Also,
the number of keys that TU and a member stores are the same
for both protocols and is n; + log,, | and log; [, respectively.
The number of keys that a member stores is log;, N in LKH
and one in Flat (directly communicates with satellite).

B. Advantages of Cryptographic Methods Used in Our Pro-
posed Protocol

In our proposed protocol, ECPVSS, ECMQV and alterna-
tively IMC-STAKE algorithms are used. Table III shows a
comparison of these algorithms and other prevalently used
approaches in key exchange methods. DH-ECDH protocols are
frequently used for key exchange. However, pure implementa-
tion of these protocols is insecure. Man-in-the-middle attack is
the most well-known attack used againts these protocols. Also,
these protocols do not provide KK-S, FS and KCI-R security
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properties. Notice that for signature variants and ECPVSS;
KK-S, FS and KCI-R are not compared because signature
variants and ECPVSS are not key exchange protocols.

In table III, taking into consideration the properties of
algorithms, it is shown whether the algorithm provides the
mentioned property (authentication, integrity, unforgeability)
or not. Also, for three criteria, bandwidth efficiency, compu-
tational effort and confidentiality, VL (very low), L (low),
M (moderate), H (High) and VH (very high) levels are
assigned. These assignments are done comparing algorithms
with each other for their computational efforts, storage require-
ments and provided security (equivalent bit length security).
Bandwidth efficiency assignment is done according to the
required packet bit length to realize a cryptographic method.
Computational efforts are assigned according to the compu-
tational complexity of algorithms and various implementation
considerations. Confidentiality comparison is done according
to the cryptoanalysis properties of algorithms. For different
metrics, comparison and properties of these protocols can be
found in [1], [3], [15], [23], [24]. For instance, signature
variants provide authentication, integrity and unforgeability
but they require transmission of signature together with the
message. For small messages, this situation causes significant
bandwidth consumption. ECPVSS is a message recovery type
signature and solves this problem efficiently. IMC-STAKE
also achieves major cryptographic primitives and provides
high security. However, it is not appropriate for bandwidth
constraint applications.

VII. CONCLUSION

In this paper, we propose a new satellite multicast security
protocol that provides many advantages compared to some
well-known multicast security protocols and as well as our pre-
vious protocol. Using three independent LKH layers provides
significant performance gain for rekeying workload of the
satellite layer and reduces the number of keys that are stored
in satellites. Our protocol makes possible the centralization
of security management and the decentralization of multicast
workload at the same time. Moreover, using LEO-MEO satel-
lite inter-networking, the delay problem is minimized and the
workload of the individual satellite is reduced. Another benefit
of our protocol is that it increases batch keying factor. Using
ECMAQYV in the satellite layer provides “fair key exchange”. It
also achieves many cryptographic primitives, which can not be
achieved by some other protocols. IMC and STAKE methods
are newly proposed and have not yet been used in satellite
multicast security protocols providing some advantages. Also,
advantages of ECPVSS in our previous protocol remain the
same in the third layer of our protocol. Advantages of our
proposed protocol to the Flat, LKH and our previous protocol
can be observed in Table II and Table III.
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TABLE 1II
Performance comparison of our protocol to Flat, LKH and our previous protocol is given for five major criteria.

Avg. rekeying workload and number of keys in satellite layer (SL) only applicable to our protocol for GEO and LEO-MEO SL.
N > 105, 7~ 10°, [ = (500 — 1000), n; = N/ns > 2048,n, ~ 100, mg > my, q=l/ns

Avg. rekeying Avg. # keys Avg. rekeying Avg. # keys Avg. # keys
workload for SL stored in SL workload for TU | stored in TU | stored in member
Flat N-r N - - 1
LKH (klog, N)-r N - - logr, N
Previous Protocol | (klog1)/m; l logxny n; + log, 1 loginy
Proposed Protocol | (klogrq)/ma | 6ng+1+4+ 1~ 2] logxny n; + log, 1 loginy
GEO klogins <10 | 6n;+1+ 1~ 2]
MEO-LEO (klogrq)/ma g<l
TABLE III

Comparison of cryptographic protocols with regard to nine essential critera. RSA-S denotes RSA Signatures and DSA-V denotes DSA Variants

DH | ECDH | RSA-S & DSA-V | ECPVSS | IMC Based | ECMQV
Authentication No No Yes Yes Yes Yes
Unforgeability No No Yes Yes Yes Yes
Integrity No No Yes Yes Yes Yes
KK-S No No - - Yes Yes
FS No No - - Yes Yes
KCI-R No No - - Yes Yes
BW Efficiency M H L VH VL H
Computational Efficiency | M H M VH M H
Confidentiality H H H H VH H
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