
I. I NTRODUCTION

COGNITIVE radio networks (CRNs) have emerged as
a key technology for addressing the problem of spec-

trum utilization inefÞciency [2]Ð[8]. CRNs allow unlicensed
users, also referred to assecondary users (SUs), to access
licensed frequency bands opportunistically, so long as doing
so does not harm licensed users, also referred to aspri-
mary users (PUs). In order to enableSUs to identify
vacant frequency bands, also called white spaces, the fed-
eral communications commission (FCC) has adopted two
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main approaches:spectrum sensing-based approachandgeo-
location database-driven approach.

In the sensing-based approach [9], SUs themselves sense
the licensed channels to decide whether a channel is available
prior to using it so as to avoid harmingPUs. In the database-
driven approach,SUs rely on a geo-location database (DB)
to obtain channel availability information. For this,SUs are
required to be equipped with GPS devices so as to be able
to query DB on a regular basis using their exact locations.
Upon receipt of a query,DB returns toSU the list of available
channels in its vicinity, as well as the transmission parameters
that are to be used bySU. This database-driven approach has
advantages over the sensing-based approach. First, it pushes
the responsibility and complexity of complying with spectrum
policies toDB. Second, it eases the adoption of policy changes
by limiting updates to just a handful number of databases, as
opposed to updating large numbers of devices [10].

Companies, like Google and Microsoft, are selected by
FCC to administrate these geo-location databases, follow-
ing the guidelines provided byPAWS (Protocol to Access
White-Space)[10]. PAWSprotocol deÞnes guidelines and oper-
ational requirements for both the spectrum database and the
SUs querying it. These requirements include:SUs need to
be equipped with geo-location capabilities,SUs must query
DB with their speciÞc location to check channel availability
before starting their transmissions,DB must registerSUs and
manage their access to the spectrum,DB must respond toSUsÕ
queries with the list of available channels in their vicinity along
with the appropriate transmission parameters.

Despite their effectiveness in improving spectrum utilization
efÞciency, database-drivenCRNs suffer from serious security
and privacy threats. The disclosure of location privacy ofSUs
has been one of such threats toSUs when it comes to obtaining
spectrum availability fromDBs. This is simply becauseSUs
have to share their locations withDB to learn about spec-
trum availability. The Þne-grained location, when combined
with publicly available information, can lead to even greater
private information leakage. For example, it can be used to
infer private information like shopping patterns, preferences,
behavior and beliefs, etc. [11]. Being aware of such potential
privacy threats,SUs may refuse to rely onDB for spectrum
availability information. Therefore, there is a critical need
for location-privacy preserving schemes for database-driven
spectrum access.
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A. Our Contribution

In this paper, we propose two location privacy-preserving
schemes for database-drivenCRNs with different performance
and architectural beneÞts. The Þrst scheme,location privacy
in database-driven CRNs(LPDB), provides optimal location
privacy to SUs within DBÕs coverage area by leveragingset
membership data structures(used to test whether an element
is a member of a set) to construct a compact version ofDB.
The second scheme,LPDB with two servers(LPDBQS), min-
imizes the overhead atSUÕs side at the cost of deploying an
additional entity in the network. The cost-performance trade-
off gives more options to system designers to decide which
topology and which approach is more suitable to their speciÞc
requirements.

Both approaches exploit two important facts: (i) Spectrum
databases are highly structured [10]; and (ii) SUs queries
contain always the same device-speciÞc characteristics (e.g.,
device type, antenna hight, frequency range, etc.) [10]. The
highly structured property of the database refers to the fact
thatDBÕs structure is usually agreed upon by the FCC and the
database administrators, like Google, Microsoft, etc, and that
the queries and messages exchanged byDB and SUs have
a speciÞc format in terms of what data they include. This
well-deÞned information is available to both database admin-
istrators andSUs which allows them to have an idea on what
kind of data the other party will include in its query/response,
and also to compact bothDBÕs content and the queries using
probabilistic data structures. In fact, and as recommended by
the PAWSstandard, the database should always reply toSUs
with a set of predetermined information. This allowsDB to
compact its content to include only this information, which
signiÞcantly reduces queried data sizes, and enablesSUs to
emulateDBÕs response when querying the probabilistic data
structure as we show next.

A desirable property of our schemes is their simplicity that
is expected to facilitate their applicability in real-life applica-
tions. Our proposed schemes offer various cost-performance
trade-offs that can meet the requirements of different appli-
cations. We study these tradeoffs and show that high privacy
and better performance forSUsÕ can be achieved, but at the
cost of deploying an additional architectural entity in the sys-
tem. We show that our proposed schemes are secure and more
efÞcient than their existing counterparts. In addition, we study
the impact of system parameters on the performances of our
proposed schemes, and compare them against those obtained
via existing approaches.

Compared to our preliminary work [1], this paper provides:
(i) A new scheme,LPDBQS, with multiple deployment sce-
narios, that improves the overhead onSUsÕ side by relying
on an extra architectural entity; (ii) An improvement to our
previously proposed scheme,LPDB, by incorporating spec-
trum sensing to reduce the impact of the false positive rate of
the usedset membership data structureon spectrum availabil-
ity informationÕs accuracy; (iii) A detailed security analysis
of the proposed schemes; and (iv) More detailed performance
analysis with more evaluation metrics.

The remainder of this paper is organized as follows: We
discuss related work in SectionII . We present our system

and threat models along with our security assumptions in
Section III . Section IV provides a brief overview of the
set membership data structurethat we use in this paper. In
SectionV-A, we present our Þrst schemeLPDB. We describe
our second schemeLPDBQS in Section V-B. We evaluate
and analyze the performance of the proposed schemes in
SectionVII , and conclude our work in SectionVIII .

II. RELATED WORK

Despite its importance, the location privacy issue inCRNs
only recently gained interest from the research commu-
nity [12]. Some works focused on addressing this issue in
the context of collaborative spectrum sensing [13]Ð[17] while
others focused on addressing it in the context of dynamic spec-
trum auction [18]. However, these works are not within the
scope of this paper as we focus on the location privacy issue
in database-drivenCRNs.

ProtectingSUsÕ location privacy in database-drivenCRNs
is a very challenging task, sinceSUs are required to pro-
vide their physical locations toDB in order for them to be
able to learn about spectrum opportunities in their vicini-
ties. Recently developed techniques mostly adopt either the
k-anonymity[19], Private Information Retrieval (PIR)[20],
or differential privacy[21] concepts. However, direct adapta-
tion of such concepts yield either insecure or extremely costly
results. For instance,k-anonymityguarantees thatSUÕs loca-
tion is indistinguishable among a set ofk points, which could
be achieved through the use of dummy locations by generat-
ing k− 1 properly selected dummy points, and performingk
queries toDB using both the real and dummy locations. For
example, Zhanget al. [22] rely on this concept to make each
SU queryDB by sending a square cloak region that includes
its actual location. Their approach makes a tradeoff between
providing high location privacy and maximizing some util-
ity, which makes it suffer from the fact that achieving a high
location privacy level results in a decrease in spectrum utility.

PIR, on the other hand, allows a client to obtain information
from a database while preventing the database from learn-
ing which data is being retrieved. Several approaches have
used this approach. For instance, Gaoet al. [23] propose a
PIR-based approach, termedPriSpectrum, that relies on the
PIR scheme of Trostle and Parrish [24] to defend against a
newly identiÞed attack that exploits spectrum utilization pat-
tern to localizeSUs. Troja and Bakiras [25], [26] propose two
otherPIR-based approaches that try to minimize the number of
PIR queries by either allowingSUs to share their availability
information with otherSUs [25] or by exploiting trajectory
information to makeSUs retrieve information for their cur-
rent and future positions in the same query [26]. Despite
their merit in providing location privacy toSUs thesePIR-
based approaches incur high overhead especially in terms of
computation.

Using differential privacy, Zhang et al. [27] rely on the
ε-geo-indistinguishabilitymechanism [28] to makeSUs obfus-
cate their location. However, such a mechanism introduces
noise toSUÕs location which may impact the accuracy of the
spectrum availability information retrieved.
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V. PROPOSEDSCHEMES

In this section, we describe our proposed schemes. The Þrst
scheme,LPDB, is simple as it involves only two parties,SUs
and DB, and provides unconditional location privacy toSUs
within the coverage area ofDB. The second scheme,LPDBQS,
offers computational privacy with a signiÞcantly reduced over-
head onSUsÕ side compared toLPDB, but at the cost of
introducing an extra architectural entity.

Since we are unable to access the actual spectrum database,
we relied on two sources to have an estimate of this structure:
First, we have relied on the recommendation of the PAWS
standard [10], which deÞnes the interaction betweenSUs and
DB and what information they should exchange. Second, we
used graphical Web interfaces provided to the public by white
space database operators like Google [35], Microsoft [36],
iconectiv [37], etc. These Web interfaces comply with PAWS
recommendation and allow an interested user to specify a loca-
tion of interest and learn spectrum availability in that location
to emulate the interaction between aSU andDB in real world.
While the purpose of these interfaces was initially to pro-
vide a working platform as a showcase for FCC to acquire
approval for operating spectrum database, we believe it has
enough information to enable us to estimate the structure of
the database andSUsÕ queries.

As required by PAWS,SUs must be registered withDB to
be able to query it for spectrum availability. Registered
SU starts by sending an initialization query toDB which
replies by informing theSU of speciÞc parameterized-rule
values. These parameters include time periods beyond which
theSU must update its available-spectrum data, and maximum
location change before needing to queryDB again. Afterwards,
SU queriesDB with an available spectrum query which con-
tains its geolocation, device identiÞer, capabilities (to limit
DBÕs response to only compatible channels) and antenna char-
acteristics (e.g., antenna height and type).DB then replies with
the set of available channels in theSUÕs location along with
permissible power levels for each channel.

Based on these interactions betweenSU andDB, which we
learned fromPAWSand the database Web interfaces, we esti-
mate the structure ofDB to be as illustrated in TableI. Each
row corresponds to a different combination of location pairs
(locX,locY) and channelchn. One location may contain sev-
eral available channels at the same time. Note that even if
the real structure deviates from the one illustrated in TableI
(e.g., more/different attributes, more tables, etc), our schemes
can be adapted to the new structure of both the queries and
the database by designing or using a different probabilistic
data structure(s). Also, even in this case, thePAWSstandard
requires thatDB always replies to spectrum availability queries
with a set of predetermined values that have to be in the
database no matter what structure it has. In that case,DB only
needs to insert these values in the cuckoo Þlter and this could
be done independently from the database structure.

A. LPDB

In this section, we describe our basic scheme, which
is referred to as location privacy in database-driven

TABLE I
SIMPLIFIED EXAMPLE OF DBÕS STRUCTURE

CRNs(LPDB). The novelty ofLPDB lies in the use of set
membership data structures to construct a compact (space efÞ-
cient) representation ofDB that can be sent to queryingSUs to
inform them about spectrum availability.

In our scheme, instead of sending its location, aSU sends
only its characteristics (e.g., its device type, its antenna type,
etc.), as speciÞed by PAWS [10], to DB, which then uses them
to retrieve the corresponding entries in all possible locations.
DB then puts these entries in acuckoo Þlterand sends it toSU.
Upon receiving this Þlter,SU constructs a query that includes
its characteristic information, its location, and one of the pos-
sible channels with its associated parameters.SU then looks
up this query in the receivedcuckoo Þlterto see whether that
channel is available in its current location.

Parameters that are inserted in the response ofDB may
include the location, time stamps, the available channels, and
the transmission power to be considered when using those
channels.SUÕs characteristics andDB parameters could be
agreed upon beforehand betweenDB and SUs to make sure
that SU queries the cuckoo Þlterwith the right parameters.

The proposedLPDB scheme is illustrated in Algorithm1,
and brießy described as follows: First, eachSU starts by
constructingqueryto be sent toDB by including a set of char-
acteristics, which are speciÞc to the querying device, along
with a time stampts. DB then retrieves the entries that cor-
respond toquery and constructs acuckoo Þlter CF(which
could be done ofßine). SinceDB contains availability status
for each channel in each location, the number of entries sat-
isfying querywill still be huge and one way to further reduce
it is to retrieve only the information about available channels
and ignore the other ones. Afterwards,DB concatenates the
data in each row to constructxj as illustrated in Step6, inserts
it to CF and sendsCF to SU.

SU constructs a stringy by concatenating its location coor-
dinates with a combination of one channel and its possible
transmission parameters and tries to Þnd whethery exists in
CF by using theLookupoperation ofCF. SU keeps changing
the channel and the associated parameters until it Þnds the
string y in CF or until SU tries all possible channels. Note
that, depending on the false positive rateε of CF, even if the
Lookup operation returnsTrue it does not necessarily mean
that the speciÞed channel is available. Settingε to be very
small makes the probability of having such a scenario very
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Algorithm 1 LPDB Algorithm
1: SU queriesDB with query← f (char, ts);
2: DB retrievesrespcontainingr entries satisfyingquery;
3: DB constructsCF;
4: for j = 1, . . . , r do
5: if avlj = 1 then
6: xj ← (locXj‖locYj‖chn‖ts‖ . . .);
7: DB insertsxj into CF: CF.Insert(xj);
8: DB sendsCF to SU;
9: SU initializes decision← Channel is busy

10: for all possible combinations of par do
11: SU computesy← (locX‖locY‖chni‖ts‖ . . . ‖parn);
12: if CF.Lookup(y) then
13: SU senseschn;
14: if Sensing(chn)← availablethen
15: decision← chn is available;break;

return decision

small, thus reduces the risk of using a busy channel, but this
cannot be done without increasing the size ofCF. To further
reduce the risk of falling into this case, we have also included
an additional sensing step to conÞrm the queryÕs result and
give more accurate information about the status of the chan-
nel of interest. IfSU Þndsy in CF, then it needs to sense the
speciÞc channel found iny to conÞrm its availability.SU can
conclude that this channel is free and thus can use it only if
the sensing result coincides withCFÕs response.

If, after trying all possible combinations,SU does not Þndy
in CF, this means that no channel is available in the speciÞed
location ascuckoo Þltersdo not incur any false negatives.

When the size ofDB is not large, thenLPDB works well
(as will be shown SectionVII ) by providing unconditional pri-
vacy with reasonably small amounts of overhead. However, a
scalability issue may arise when the location resolution is very
small (resolution used inDB could be as small as 50 meters)
and/or the area covered byDB is large (e.g., at the scale of a
country). In this case, the number of locations, and thus the
number of entries inDB, can be large, and then even after rely-
ing on thecuckoo Þlter, the size of the data to be transmitted
may still be impractical (e.g., in the order of gigabytes). This
depends on the desired resolution andDBÕs covered area. Next,
we present a discussion about a possible way to deal with this
scalability issue in the case of a very largeDB.

Performance-Privacy Tradeoff: As discussed before,
LPDB may suffer from a scalability issue when the size
of DBÕs coverage area is very large. We can address this
issue through the following observation. When the covered
area is large and/or the location resolution is small, allowing
DB to learn one ofSUÕs coordinates can drastically reduce
the number of entries thatDB retrieves. This leads to
considerably reduce the size ofCF to be transmitted, thus
making the approach scalable. Interestingly, in the case of
large areas, revealing one ofSUÕs coordinates does not make
it any easier forDB to infer SUÕs location. To illustrate this,
letÕs for example assume thatDB covers the entire surface
of the United States, as shown in Figure2. Allowing DB to

Fig. 2. Location Leakage.

learn one coordinate (e.g., the latitude) means that it can
only learn thatSU is located somewhere on the blue line that
spans the latitude of the whole country. But sinceDB does
not know the longitude ofSU, then knowing the latitude only
does not offer any practical information aboutSUÕs location.

This, as shown in SectionVII-A , drastically reduces the size
of CF transmitted byDB at the cost of loosing the uncondi-
tional location privacy ofSUs. However, when the coverage
area ofDB is large, even revealing one of the coordinates still
achieves high location privacy ofSUs. Indeed, since databases
(like those managed by Microsoft and Google) may cover an
entire nation of the size of the United States, the revealed infor-
mation is not sufÞcient to localizeSU, yet, this reduces our
schemeÕs overhead substantially. The example of the United
States in Figure2 shows that our scheme can offer high privacy
even when one of the coordinates is revealed. Throughout, we
refer to this variant of our scheme asLPDB with leakage.

It is worth reiterating that when the covered area is not too
large, then the size of thecuckoo Þlteris practical and there
is no need to reveal one ofSUÕs coordinates. In this case, our
scheme,LPDB, provides unconditional privacy without incur-
ring much overhead. The system regulator can decide about
which approach to follow depending on the system constraints
and the sizeDBÕs covered area.

B. LPDBQS

In this section, we propose a new scheme,LPDBQS, which
offers better performance atSUsÕ side than that ofLPDB. This
comes at the cost of deploying an additional entity, referred
to as query server(QS), and having a computational secu-
rity as opposed to unconditional.QS is introduced to handle
SUsÕ queries instead ofDB itself, which preventsDB from
learning information related toSUsÕ location information.
QS learns nothing but secure messages sent bySUs to check
the availability of a speciÞc channel.
• Intuition: We introduceQS to avoid sendingCF, which

might be large, toSU. Instead,CF, that containsHMAC secure
entries inserted byDB using a secret key provided bySU, is
sent toQSthrough a high throughput link pre-established with
DB. SU just needs to query, usingHMAC messages,QSwhich
looks for its queries inCF. Using HMAC, SU can hide the
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TABLE II
COMMUNICATION AND COMPUTATION OVERHEAD OF PROPOSED ANDEXISTENT SCHEMES

Fig. 3. Communication Overhead.

on the number of entries inDB that satisfyqueryand on the
space needed to store each of these entities inCF. The num-
ber of entries forLPDB is given by� · s · m and reduces to
� · s · √m when one of the coordinates is revealed bySU.
s · m and s · √m provide the number of entries inDB that
satisfy the query ofSU for both scenarios.� gives the per-
centage of those entries with available channels.LPDBQS
incurs a slightly higher communication overhead thanLPDB
from a system point of view, asSU needs to additionally
send a maximum ofs · σ HMAC to QS. However, most of
this overhead is incurred betweenDB and QS as SUs do
not have to downloadCFs from DB anymore. For illustration
purpose, we plot in Figure3 the system communication over-
head of the different schemes using the expressions established
in Table II .

As shown in Figure3, and as expected,LPDB is clearly
more expensive than the other schemes in terms of commu-
nication overhead even when�, determined experimentally,
is equal to 6.8%. However, revealing one of the coordi-
nates brings a huge gain and makes our scheme even better
than existing approaches, yet without compromising the loca-
tion privacy. LPDBQS has almost the same communication
overhead asLPDB but with the difference that most of this
overhead is incurred betweenDB andQS.

We study also the impact of varying the target false posi-
tive rate,ε, on the cost of inserting one record in theCF in
bits as illustrated in Figure4. This has a direct impact on the
size of the Þlter and thus the communication overhead of our
schemes. We do this for multiple values ofβ, which is the

Fig. 4. False positive rate vs. space cost per element.

number of slots per bucket in the cuckoo Þlter. As shown in
Figure4, targeting a smaller value ofε costs more bits to store
an item in the Þlter and subsequently increases the communi-
cation overhead. Increasing the value ofβ will require more
bits per item to achieve the same targetε as illustrated in the
Figure. However, cuckoo Þlter still achieves signiÞcantly bet-
ter than other probabilistic data structures like space-optimized
bloom Þlter as shown in the Figure, which again justiÞes our
choice of the cuckoo Þlter technique.

2) Computational Overhead:We also investigate the efÞ-
ciency of our proposed schemes in terms of their computa-
tional overhead. We evaluate the computation required at each
entity separately, and we provide the corresponding analytical
expression of the overhead as shown in TableII . Again we
provide two estimated costs for both scenarios ofLPDB. The
computation ofDB is given in terms of the number of inser-
tions it has to perform intoCF. This depends on the number of
DB entries that comply withqueryconsidering only the avail-
able channels. This number is equal to� · s ·m in LPDB and
reduces to� · s · √m in LPDB with leakage. For the com-
putational cost at theSUÕs side,LPDBÕs overhead depends
solely on the number of possible channels,s, and the cost of
one Hash and oneLookupoperations, as shown in TableII .
One of the reasons that motivated our use of thecuckoo Þl-
ter, as we mentioned earlier, is that it is characterized by an
extremely fastLookup operation. This allowsSUs to check
whether a speciÞc combination,y, exists in the Þlter, i.e.,
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Fig. 7. a. Lookup performance when a Þlter achieves its capacity. b. Insertion throughput for different load factorsα.

TABLE III
LOCATION PRIVACY

or less ofDB entries have available channels, there is no need
to reveal one of the coordinates to reduce the overhead.

B. Location Privacy

We compare our schemes to existing approaches in terms
of location privacy level by presenting the security problems
on which they rely as illustrated in TableIII . We also precise
the localization probability ofSUs under these schemes. The
best probability that could be achieved is 1/m, i.e., SUs are
within DB coverage area. If one of the schemes is broken then
this probability increases considerably.

LPDB offers unconditional security, asSUs do not share
any information that could reveal their location.LPDB could
be seen as a variant ofPIR in which the server sends a whole
copy of the database to the user and this is the only way to
achieve information theoretic privacy (i.e., cannot be broken
even with computationally unbounded adversary) in a single-
server setting. Even if one of the coordinates is intentionally
revealed by aSU, its location is still indistinguishable from√

m− 1 remaining possible locations.
The approaches in [23], [25], and [26] rely on computa-

tional PIR protocols to preserveSUsÕ location privacy. The
security of ComputationalPIRprotocolsÕ is established against
a computationally bounded adversary based on well-known
cryptographic problems that are hard to solve (e.g., dis-
crete logarithm or factorization [43]). This means that these
approaches offer lower security level thanLPDB.

The approach proposed by Zhanget al. [22] relies on the
concept ofk-anonymity, which offers very low privacy level as
the probability of identifying the location of a queryingSU is
equal to 1/k. Also, an approach cannot be proved to satisfy
k-anonymityunless assumptions are made about the attackerÕs
auxiliary information. For instance, dummy locations are only
useful if they look equally likely to be the real location from
the adversaryÕs point of view. Any auxiliary information that
allows the attacker to rule out any of those locations would
immediately violate the deÞnition.

As we have shown in SectionVI , LPDBQSis as secure as
its underlyingHMAC which is breakable only with probability
of 1/2κ , whereκ is the security level. For the same security
level, HMAC incurs much less communication overhead than
that of the computationalPIR protocols in [23], [25], and [26].

Zhang et al. [27] propose an approach whose privacy
depends on theε-geo-indistinguishability [28] mechanism,
which is derived from thedifferential privacyconcept. In this
mechanism, aSU sends a randomly chosen pointz close to
its location, but that still allows it to get a useful service.
An informal, deÞnition of this mechanism as given in [28] is
as follows: A mechanism satisÞesε-geo-indistinguishability
if and only if for any radiusr > 0, the user enjoys�-privacy
within a radiusr, where � = εr and ε is the privacy level
per unit of distance. A user is said to enjoy�-privacy within
r if, by observingz, the adversaryÕs ability to Þnd the userÕs
location among all points withinr, does not increase by more
than a factor depending on� compared to the case whenz is
unknown [28]. The smaller� the stronger the privacy the user
enjoys.SU can specify its privacy level requirement by pro-
viding the radiusr it is concerned about, and the privacy level
that it wishes for this speciÞc radius. Relying on this mech-
anism in the context ofCRN, is problematic because, Þrst,
it introduces some noise toSUÕs location which may cause
erroneous spectrum availability information and, subsequently,
interference with primary transmissions. Second, to avoid fac-
ing the previous issue,SU may need to pick the radius that
can still give it accurate information which means necessar-
ily that r <<

√
m. Hence, even though the adversary will be

unable to pinpoint the exact location of theSU, it will be able
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