main approachespectrum sensing-based approaatd geo-
location database-driven approach
In the sensing-based approad, [SUs themselves sense
the licensed channels to decide whether a channel is available
prior to using it so as to avoid harmirgUs. In the database-
driven approachSUs rely on a geo-location databadeB)
to obtain channel availability information. For thiSUs are
required to be equipped with GPS devices so as to be able
to query DB on a regular basis using their exact locations.
Upon receipt of a quenpB returns toSU the list of available
channels in its vicinity, as well as the transmission parameters
that are to be used b$U. This database-driven approach has
advantages over the sensing-based approach. First, it pushes
the responsibility and complexity of complying with spectrum
policies toDB. Second, it eases the adoption of policy changes
by limiting updates to just a handful number of databases, as
opposed to updating large numbers of devicHd.[
Companies, like Google and Microsoft, are selected by
FCC to administrate these geo-location databases, follow-
ing the guidelines provided byAWS (Protocol to Access
White-Space]10]. PAWSprotocol dePnes guidelines and oper-
ational requirements for both the spectrum database and the
SUs querying it. These requirements includgUs need to
be equipped with geo-location capabiliti€sls must query
I. INTRODUCTION DB with their specibc location to check channel availability
OGNITIVE radio networks CRNs) have emerged asbefore starting their transmissiori3B must registeiSUs and
a key technology for addressing the problem of spetianage their access to the spectr@B,must respond t&UsO
trum utilization inefpciency Z]D[8]. CRNs allow unlicensed queries with the list of available channels in their vicinity along
users, also referred to asecondary users (SUs)o access with the appropriate transmission parameters.
licensed frequency bands opportunistically, so long as doingDespite their effectiveness in improving spectrum utilization
so does not harm licensed users, also referred tpras efPciency, database-drivélRNs suffer from serious security
mary users (PUs) In order to enableSUs to identify and privacy threats. The disclosure of location privacystk
vacant frequency bands, also called white spaces, the féds been one of such threatsSids when it comes to obtaining
eral communications commissioFGC) has adopted two spectrum availability fromDBs. This is simply becaus8Us
have to share their locations withB to learn about spec-
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A. Our Contribution and threat models along with our security assumptions in

In this paper, we propose two location privacy—preservir@ec'[ion Ill. Section IV provides a brief overview of the
schemes for database-driveiRNs with different performance S&t membership data structuteat we use in this paper. In
and architectural benebts. The brst schelmeation privacy S€ctionV-A, we present our Prst scherh®DB. We describe
in database-driven CRN&PDB), provides optimal location 0ur second schemePDBQSin SectionV-B. We evaluate
privacy to SUs within DBOs coverage area by leveragaeg and analyze the performance of the proposed schemes in
membership data structurdssed to test whether an elemen®€ctionVIl, and conclude our work in Sectiovill .
is a member of a set) to construct a compact versioDBf
The second scheme&PDB with two server§LPDBQS, min-
imizes the overhead &UQs side at the cost of deploying an Il. RELATED WORK
additional entity in the network. The cost-performance trade- Despite its importance, the location privacy issueCiRNs
off gives more options to system designers to decide whidnmly recently gained interest from the research commu-
topology and which approach is more suitable to their specibity [12]. Some works focused on addressing this issue in
requirements. the context of collaborative spectrum sensiag|ip[L7] while

Both approaches exploit two important facts: (i) Spectrummthers focused on addressing it in the context of dynamic spec-
databases are highly structurediO] and (i) SUs queries trum auction 18]. However, these works are not within the
contain always the same device-specibc characteristics (esggpe of this paper as we focus on the location privacy issue
device type, antenna hight, frequency range, ettd). [The in database-drive@RNs.
highly structured property of the database refers to the factProtectingSUsO location privacy in database-driv@RNs
that DBOs structure is usually agreed upon by the FCC and ihea very challenging task, sinc8Us are required to pro-
database administrators, like Google, Microsoft, etc, and thatle their physical locations t®B in order for them to be
the queries and messages exchangedByand SUs have able to learn about spectrum opportunities in their vicini-
a specibc format in terms of what data they include. Thies. Recently developed techniques mostly adopt either the
well-debned information is available to both database admikranonymity[19], Private Information Retrieval (PIR)20],
istrators andSUs which allows them to have an idea on whabr differential privacy[21] concepts. However, direct adapta-
kind of data the other party will include in its query/responséipn of such concepts yield either insecure or extremely costly
and also to compact bothBOs content and the queries usingsults. For instance-anonymityguarantees thasUOs loca-
probabilistic data structures. In fact, and as recommended tiyn is indistinguishable among a setlopoints, which could
the PAWSstandard, the database should always replgltls be achieved through the use of dummy locations by generat-
with a set of predetermined information. This alloB8 to ing k — 1 properly selected dummy points, and performing
compact its content to include only this information, whiclgueries toDB using both the real and dummy locations. For
signibcantly reduces queried data sizes, and endillissto example, Zhangt al. [22] rely on this concept to make each
emulateDBOs response when querying the probabilistic d&& query DB by sending a square cloak region that includes
structure as we show next. its actual location. Their approach makes a tradeoff between

A desirable property of our schemes is their simplicity thairoviding high location privacy and maximizing some util-
is expected to facilitate their applicability in real-life applicaity, which makes it suffer from the fact that achieving a high
tions. Our proposed schemes offer various cost-performaroeation privacy level results in a decrease in spectrum utility.
trade-offs that can meet the requirements of different appli- PIR, on the other hand, allows a client to obtain information
cations. We study these tradeoffs and show that high privatgm a database while preventing the database from learn-
and better performance f@UsO can be achieved, but at theg which data is being retrieved. Several approaches have
cost of deploying an additional architectural entity in the sysised this approach. For instance, Getoal. [23] propose a
tem. We show that our proposed schemes are secure and niRdRebased approach, termdé®fiSpectrum that relies on the
efbcient than their existing counterparts. In addition, we stuIR scheme of Trostle and ParrisB4] to defend against a
the impact of system parameters on the performances of oawly identiPed attack that exploits spectrum utilization pat-
proposed schemes, and compare them against those obtaiaadto localizeSUs. Troja and Bakiras2b], [26] propose two
via existing approaches. otherPIR-based approaches that try to minimize the number of

Compared to our preliminary worl], this paper provides: PIR queries by either allowin@Us to share their availability
() A new schemeLPDBQS with multiple deployment sce- information with otherSUs [25] or by exploiting trajectory
narios, that improves the overhead 8kisO side by relying information to makeSUs retrieve information for their cur-
on an extra architectural entity; (i) An improvement to ourent and future positions in the same queB6][ Despite
previously proposed schemePDB, by incorporating spec- their merit in providing location privacy t&Us thesePIR-
trum sensing to reduce the impact of the false positive rate lidised approaches incur high overhead especially in terms of
the usedset membership data structuom spectrum availabil- computation.
ity informationOs accuracy; (iii) A detailed security analysis Using differential privacy Zhanget al. [27] rely on the
of the proposed schemes; and (iv) More detailed performanicgeo-indistinguishabilitynechanism28] to makeSUs obfus-
analysis with more evaluation metrics. cate their location. However, such a mechanism introduces

The remainder of this paper is organized as follows: Weoise toSUOs location which may impact the accuracy of the
discuss related work in Sectiolh. We present our systemspectrum availability information retrieved.
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TABLE |

V. PROPOSEDSCHEMES SIMPLIFIED EXAMPLE OF DBG STRUCTURE
In this section, we describe our proposed schemes. The brst
scheme.PDB, is simple as it involves only two partieSUs locX | locY |ts | chn | avl | par' | --- | par"
and DB, and provides unconditional location privacy $Js | row; | locX, | locY, | t | chny | O | part |- - | par}
within the coverage area &fB. The second schemePDBQS |, [ 1oeX, | locY, | t | chng | 1 part | - | pary

offers comput~ational privacy with a signibcantly reduced over-—
head onSUsO side compared tdPDB, but at the cost of :

introducing an extra architectural entity. row; | locXy | locYy | t | chny | 1 | par} pary
Since we are unable to access the actual spectrum database, : . .

we relied on two sources to have an estimate of this structure:— : : : - —

First, we have relied on the recommendation of the PAWS?%r | locXy | locYy | t | chny | O | pary | --- | pary

standard 0], which debnes the interaction betwegbls and

DB and what information they should exchange. Second, we
used graphical Web interfaces provided to the public by white
space database operators like Goo@g],[ Microsoft [36], o
iconectiv B7], etc. These Web interfaces comply with PAWS-RNS(LPDB). The novelty ofLPDB lies in the use of set
recommendation and allow an interested user to specify a lo8¢mbership data structures to construct a compact (space efp-
tion of interest and learn spectrum availability in that locatiofi€Nt) representation @B that can be sent to queryirgjs to

to emulate the interaction betweerSt andDB in real world. inform them about spectrum availability. _

While the purpose of these interfaces was initially to pro- [N Our scheme, instead of sending its locatiorbd sends

vide a working platform as a showcase for FCC to acquiRJﬁ'y its charaptensucs (e.g., its device t_ype, its antenna type,
approval for operating spectrum database, we believe it I§-). as specibed by PAWE(], to DB, which then uses them
enough information to enable us to estimate the structure tgfretrieve the corresponding entries in all possible locations.
the database an8Us® queries. DB then puts these entries ircackoo blteland sends it t&U.

As required by PAWSSUs must be registered withB to  UPON receivi_ng_ tr_\is blterS_U constructs a query that includes
be able to query it for spectrum availability. RegisteretiS characteristic |.nfo.rmat|on, its location, and one of the pos-
SU starts by sending an initialization query @B which Sible _channel; with its a;ssomated paramet8itd.then looks
replies by informing theSU of specibc parameterized-ruleUP this query in the receiveclickoo blterto see whether that
values. These parameters include time periods beyond whidinnel is available in its current location.
the SU must update its available-spectrum data, and maximumParameters that are inserted in the respons®®fmay
location change before needing to quBig again. Afterwards, include the_logatlon, time stamps, th_e available chan_nels, and
SU queriesDB with an available spectrum query which conthe transmission power to be considered when using those
tains its geolocation, device identiber, capabilities (to limfhannels.SUOs characteristics amB parameters could be
DBOs response to only compatible channels) and antenna ci@fieed upon beforehand betweB and SUs to make sure
acteristics (e.g., antenna height and tyjB.then replies with that SU queries the cuckoo Pltemwith the right parameters.
the set of available channels in t§)Os location along with ~ The proposedPDB scheme is illustrated in Algorithr,
permissible power levels for each channel. and briey described as follows: First, eaBly starts by

Based on these interactions betwegandDB, which we Cconstructinggueryto be sent tdB by including a set of char-
learned fromPAWSand the database Web interfaces, we esfiteristics, which are specibc to the querying device, along
mate the structure ddB to be as illustrated in Table Each With a time stampts. DB then retrieves the entries tha_t cor-
row corresponds to a different combination of location paif§SPond toguery and constructs @uckoo blter CF(which
(locX,locY) and channethn One location may contain sey-could be done of&ne). SchS contains availability stfatus
eral available channels at the same time. Note that evenfaf €ach channel in each location, the number of entries sat-
the real structure deviates from the one illustrated in TabldSTying querywill still be huge and one way to further reduce
(e.g., more/different attributes, more tables, etc), our scheniel$ t0 retrieve only the information about available channels
can be adapted to the new structure of both the queries &t ignore the other ones. AfterwardsB concatenates the
the database by designing or using a different probabilisﬁ'@ta in each row to construgt as illustrated in Step, inserts
data structure(s). Also, even in this case, BfVSstandard It 10 CF and send<F to SU. o _
requires thaDB always replies to spectrum availability queries SU constructs a string by concatenating its location coor-
with a set of predetermined values that have to be in tiéhates with a combination of one channel and its possible
database no matter what structure it has. In that d@Begnly ~ transmission parameters and tries to Pnd wheyhexists in

needs to insert these values in the cuckoo blter and this coftld PY using theLookupoperation ofCF. SU keeps changing
be done independently from the database structure. the channel and the associated parameters until it Pnds the

string y in CF or until SU tries all possible channels. Note
that, depending on the false positive ratéf CF, even if the
A. LPDB Lookup operation returnslrue it does not necessarily mean
In this section, we describe our basic scheme, whithat the specibed channel is available. Settintp be very
is referred to aslocation privacy in database-drivensmall makes the probability of having such a scenario very

avl = 1 means chn is available and avl = 0 means chn is not available.
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Algorithm 1 LPDB Algorithm LPDB w/ Leakage
. SU queriesDB with query < f(char, ts); ) =

2: DB retrievesresp containingr entries satisfyingjuery,

3: DB constructsCF;

4 forj=1,...,r do

5: if avl = 1 then

6

7

8

9

=

Xj < (locXj||locYjlchnts]| . ..);
DB insertsx; into CF: CF.Insert(x;);

: DB sendsCF to SU;

: SU initializes decision<« Channel is busy
10: for all possible combinations of par do p
11: SU computesy < (locX||locY|chn]ts] ... |[par");

12: if CF.Lookugy) then

13: SU senseshn Fig. 2. Location Leakage.
14 if Sensin§chn) < availablethen
15: decision<« chnis available;break;
return decision learn one coordinate (e.g., the latitude) means that it can

only learn thatSU is located somewhere on the blue line that
spans the latitude of the whole country. But sirfigB does

not know the longitude o8U, then knowing the latitude only

small, thus reduce_s the _risk of L_Jsing a pusy channel, but thygeq ot offer any practical information abdsit)Os location.
cannot be done without increasing the sizeGs. To further This, as shown in Sectiovill-A , drastically reduces the size

reduce the risk of falling into this case, we have also included ~c .ansmitted byDB at the cost of loosing the uncondi-
an additional sensing step to conpPrm the queryOs result Al location privacy ofSUs. However, when the coverage

glvle ;n_oie actcul;gtj Ilanfgrmgtltg:nFaﬁ]out _tthe Stj‘tuts of the (t:::aaﬂ'ea ofDB is large, even revealing one of the coordinates still
net ot Interest. nasyin &, then It needs 10 SeNSe M€, qpieves high location privacy &Us. Indeed, since databases
specibc channel found yto conbrm its availabilitySU can

lude that this ch Lis f d th it onl (like those managed by Microsoft and Google) may cover an
conciude that this ¢ annetis free an thus can use it Onlyglfire nation of the size of the United States, the revealed infor-
the sensing result coincides wi@FOs response.

It af . " ol binati Ud b mation i§ not sufpcient to localiz8U, yet, this reduces our
I, after trying all possible com |n_at|on$ oes not my_ schemeOs overhead substantially. The example of the United
in CF, this means that no channel is available in the speciPetliaq in Figure shows that our scheme can offer high privacy

Iocil?/trl]on ars]cuc_koo DDItgr_sjo nolt mcurr?ng_;%za negstlvesil even when one of the coordinates is revealed. Throughout, we
en the size oDB is not large, the WOTKS WEl - yefer to this variant of our scheme &BDB with leakage.

(as wiII.be shown SectioWll ) by providing unconditional pri- It is worth reiterating that when the covered area is not too
vacy with reasonably small amounts of overhead. However1aqge, then the size of theuckoo blteris practical and there
scalability issue may arise when the location resolution is VelY ho need to reveal one &UOs coordinates. In this case. our

sm(;ll (r(:]solutlon used :DB CO.UIId be as small T}S =0 ”I]etefrs%chemeLPDB, provides unconditional privacy without incur-
and/or the area covered B is large (e.g., at the scale o ing much overhead. The system regulator can decide about

country). In th|_s case, the number of locations, and thus t ich approach to follow depending on the system constraints
number of entries iDB, can be large, and then even after rely:

ing on thecuckoo Pblterthe size of the data to be transmitte(ij‘nd the sizeDBOs covered area.

may still be impractical (e.g., in the order of gigabytes). This

depends on the desired resolution &80s covered area. NextB. LPDBQS

we present a discussion about a possible way to deal with thign this section, we propose a new scheit@DBQS which

scalability issue in the case of a very larDé. offers better performance 8UsO side than that bPDB. This
Performance-Privacy Tradeoff: As discussed before, comes at the cost of deploying an additional entity, referred

LPDB may suffer from a scalability issue when the sizé asquery server(QS, and having a computational secu-

of DBOs coverage area is very large. We can address thijsas opposed to unconditionaQSis introduced to handle

issue through the following observation. When the cover&@UsO queries instead BB itself, which preventsDB from

area is large and/or the location resolution is small, allowirgarning information related t&®&UsO location information.

DB to learn one ofSUOs coordinates can drastically redud@S learns nothing but secure messages serBly to check

the number of entries thaDB retrieves. This leads to the availability of a specibc channel.

considerably reduce the size QfF to be transmitted, thus e Intuition: We introduceQS to avoid sendingCF, which

making the approach scalable. Interestingly, in the case rafght be large, t&U. Instead CF, that containdiMAC secure

large areas, revealing one 8tJ0s coordinates does not makentries inserted bypB using a secret key provided I8U, is

it any easier forDB to infer SUOs location. To illustrate this,sent toQSthrough a high throughput link pre-established with

letOs for example assume ti# covers the entire surfaceDB. SUjust needs to query, usingMAC messagesQSwhich

of the United States, as shown in Figi2zeAllowing DB to looks for its queries inrCF. Using HMAC, SU can hide the
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TABLE Il
COMMUNICATION AND COMPUTATION OVERHEAD OF PROPOSED ANDEXISTENT SCHEMES

Scheme Communication DB Computai(;;) op
LPDB Oquery + 05 -m - (loga(1/€) + loga(28)) ) ax 0+ s-m-insert s+ (Hash + lookup) -
LPDB w/ leakage Oquery + 0+ 5 - /m - (loga(1/€) 4+ l0g2(206)) /v 0+ 8- +/m-insert s - (Hash + lookup) -
PriSpectrum [23] (2y/m + 3)[log p] O(m) - Mulp 4y/m - Mulp -

LPDBQS Oquery + 05 -m - (loga(1/€) +1oga(28)) /ac+ s - ogyac | o+ s+ m-insert s- HMAC s - lookup

Troja et al [26] (2+d)-loga N O(m) - Mulp 4y/m v - Mulp -
Troja et al [25] ng - b-logy ¢ + (2¢/m + 3)[log p] O(m)-Mulp | ng-b- (2Expp + Mulp) + 4y/m - Mulp -

Variables: insert and lookup denote the cost of one Insert and Lookup operations in the Cuckoo Filter. 5 is the number of entries in a
bucket of the cuckoo filter. p is a large prime used in the blinding factor of PriSpectrum, q is a large prime used in [25], b denotes the
number of bits that an SU shares with other SUs in [25], ng is the number of SUs within a same group in [25], v is the size of a block in
DB [26], and d is the umber of DB segments in [26]. Mulp and Expp denote a modular multiplication and a modular exponentiation
operations over modulus p. o, denotes the amount of data exchanged during a process u, where u € {query, HMAC'}.
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< 700|--LPDB w/ Leakage ¢ = 6.8% g
2 600 (@ PriSpectrum [23] |
2 -+ LPDBQS ¢ = 6.8%
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Fig. 4. False positive rate vs. space cost per element.
on the number of entries iDB that satisfyqueryand on the

space needed to store each of these entiti€@HnThe num-

ber of entries forLPDB is given by [-1s- m and reduces to number of slots per bucket in the cuckoo blter. As shown in
[C1s- ./m when one of the coordinates is revealed 8. Figure4, targeting a smaller value dfdosts more bits to store
s-mands- /m provide the number of entries iDB that an item in the blter and subsequently increases the communi-
satisfy the query ofSU for both scenarios[_gives the per- cation overhead. Increasing the valuepofwill require more
centage of those entries with available channeBDBQS bits per item to achieve the same tardgais illustrated in the
incurs a slightly higher communication overhead th&tDB  Figure. However, cuckoo blter still achieves signibcantly bet-
from a system point of view, aSU needs to additionally ter than other probabilistic data structures like space-optimized
send a maximum of - dymac to QS However, most of bloom Plter as shown in the Figure, which again justibes our
this overhead is incurred betweddB and QS as SUs do choice of the cuckoo blter technique_
not have to downloac€Fs from DB anymore. For illustration  2) Computational OverheadWe also investigate the efp-
purpose, we plot in Figur8 the system communication over-ciency of our proposed schemes in terms of their computa-
head of the different schemes using the expressions establisti@tal overhead. We evaluate the computation required at each
in Tablell. entity separately, and we provide the corresponding analytical
As shown in Figure3, and as expected,PDB is clearly expression of the overhead as shown in TdbleAgain we
more expensive than the other schemes in terms of comnpuevide two estimated costs for both scenariot BDB. The
nication overhead even wheh Hetermined experimentally, computation ofDB is given in terms of the number of inser-
is equal to 63%. However, revealing one of the coorditions it has to perform int€F. This depends on the number of
nates brings a huge gain and makes our scheme even bdd@rentries that comply witlyueryconsidering only the avail-
than existing approaches, yet without compromising the locable channels. This number is equallfes- min LPDB and
tion privacy. LPDBQShas almost the same communicatiomeduces tol[-Is- ,/m in LPDB with leakage For the com-
overhead asd.PDB but with the difference that most of thisputational cost at th&UOs sidel. PDBOs overhead depends
overhead is incurred betwedB and QS solely on the number of possible channedsand the cost of
We study also the impact of varying the target false posine Hash and oneLookup operations, as shown in Tablk
tive rate, [[Jon the cost of inserting one record in tl# in  One of the reasons that motivated our use of ¢hekoo bl-
bits as illustrated in Figurd. This has a direct impact on theter, as we mentioned earlier, is that it is characterized by an
size of the Plter and thus the communication overhead of cextremely fastLookup operation. This allowsSUs to check
schemes. We do this for multiple values @f which is the whether a specibc combinatiog, exists in the Pplter, i.e.,
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Fig. 7. a. Lookup performance when a blter achieves its capacity. b. Insertion throughput for different loadafactors

TABLE IIl .
L OCATION PRIVACY The approach proposed by Zhasgal [22] relies on the
concept ofk-anonymity which offers very low privacy level as
Scheme Security level Localization probability the probability of identifying the location of a queryirglJ is
LPDB Unconditionally secure Lm equal to Zk. Also, an approach cannot be proved to satisfy
LPDB w/ leakage | Uncond. within 1 coordinate V1/m . . =~
- A k-anonymityunless assumptions are made about the attackerOs
riSpectrum [23] Computational PIR 1/m o . ) A )
Troja et al [26] Computational PIR m auxiliary information. For instance, dummy locations are only
Troja et al [25] Computational PIR 1/m useful if they look equally likely to be the real location from
LPDBQS K — HMAC 1/m the adversaryOs point of view. Any auxiliary information that
Zhang et al. [22] k-anomymity 1/k allows the attacker to rule out any of those locations would
Zhang et al. [27] Geo-Indistinguishability 1/r Immedlately Violate the deDnition.

Variables: r is the radius of the e-geo-indistinguishability mechanism in [27]. As we have shown in Sectiovil, LPDBQSis as secure as
its underlyingHMAC which is breakable only with probability
. _ . of 1/2¥, wherek is the security level. For the same security
?or :iizsfgr?eeg;rlﬁz 2?)‘(’)? d?:}'g'tfflg ﬁzzzgglir’];hg\r/zrﬁer;%neFeQ/el, HMAC incurs much less comml_mication overhead than
" that of the computation® IR protocols in R3], [25], and [26].
) . Zhang et al. [27] propose an approach whose privacy
B. Location Privacy depends on the=geo-indistinguishability 28] mechanism,
We compare our schemes to existing approaches in termisich is derived from thelifferential privacyconcept. In this
of location privacy level by presenting the security problenmmechanism, é&U sends a randomly chosen pointlose to
on which they rely as illustrated in Tabl#. We also precise its location, but that still allows it to get a useful service.
the localization probability oSUs under these schemes. Thé\n informal, dePnition of this mechanism as given 28] is
best probability that could be achieved igni, i.e., SUs are as follows: A mechanism satisbésgeo-indistinguishability
within DB coverage area. If one of the schemes is broken th&rand only if for any radiusr > 0, the user enjoy$-privacy
this probability increases considerably. within a radiusr, where [+ [fland [is the privacy level
LPDB offers unconditional security, aSUs do not share per unit of distance. A user is said to enj@privacy within
any information that could reveal their locatidd®DB could r if, by observingz, the adversaryOs ability to Pnd the userOs
be seen as a variant 8iR in which the server sends a wholdocation among all points within, does not increase by more
copy of the database to the user and this is the only waytten a factor depending ondompared to the case wheris
achieve information theoretic privacy (i.e., cannot be brokamknown R8]. The smallerCihe stronger the privacy the user
even with computationally unbounded adversary) in a singlenjoys.SU can specify its privacy level requirement by pro-
server setting. Even if one of the coordinates is intentionalfding the radiug it is concerned about, and the privacy level
revealed by aSU, its location is still indistinguishable from that it wishes for this specibc radius. Relying on this mech-
/M- 1 remaining possible locations. anism in the context ofCRN, is problematic because, brst,
The approaches in2p], [25], and [26] rely on computa- it introduces some noise t8UOs location which may cause
tional PIR protocols to preserv&UsO location privacy. Theerroneous spectrum availability information and, subsequently,
security of ComputationdIR protocolsO is established againstterference with primary transmissions. Second, to avoid fac-
a computationally bounded adversary based on well-knowrg the previous issueSU may need to pick the radius that
cryptographic problems that are hard to solve (e.g., disan still give it accurate information which means necessar-
crete logarithm or factorizatio4B]). This means that theseily that r << /m. Hence, even though the adversary will be
approaches offer lower security level thaRDB. unable to pinpoint the exact location of tB&), it will be able
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