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Abstract—Authentication and integrity are foundational
security services for trustworthy systems and the prerequisite
of privacy preservation. At the heart of these services lies
digital signatures, widely deployed in real-life applications and
supported by various standards. Yet, newly emerging next-
generation (NextG) networked systems are vastly distributed,
include many resource-limited components, and demand advanced
features such as privacy, anonymity, and post-quantum (PQ)
security. However, the current signature standards and specialized
signatures only meet some of these important requirements in
isolation. Hence, there is a significant gap in the state-of-the-
art in identifying the needs of emerging networked systems and
synergizing them with the features of advanced signatures.

In this work, we strive to mitigate this gap by uniting
burgeoning ubiquitous systems with advancements in digital
signatures and then envisioning the trust via signatures with
extended features for NextG networked systems. We investigate
the current signature standardizations and advanced constructions
for their potentials and drawbacks in three essential aspects of
NextG networks - decentralized, privacy-preserving, and resource-
constraint settings. We first analyze threshold cryptography efforts
proffered by NIST, both from secure multi-party computation
and custom design constructions, with applications on distributed
systems like blockchains, federated cloud, and NextG Public
Key Infrastructures (PKIs) in mind. We then investigate the
intersections of distributed signatures and privacy-preservation
techniques for privacy-sensitive NextG applications (e.g., medical,
cryptocurrency). We also focus on research gaps for resource and
time-limited systems and identify suitable signatures to remedy
this gap for security-critical applications (e.g., vehicular networks,
smart grids). Finally, we discuss potential directions for these
ubiquitous NextG systems and advanced signatures in the PQ
era. We expect that our vision contributes to the narrowing of
the gap in NextG networked applications and emerging digital
signatures, thereby aiding practitioners and field experts to lay
the foundations of authentication services for NextG systems.

Index Terms—Next generation networks; digital signatures;
distributed systems; post-quantum cryptography; authentication.

I. INTRODUCTION

Digital signature underpins the foundation of trust in
information technologies by permitting data integrity,
authentication, and non-repudiation properties. Therefore, they
found utility in diverse domains, such as PKIs, communication
protocols (e.g., TLS, VPNs), smart contracts and blockchains,
supply chain integrity, healthcare, and electronic voting. To
set frameworks for general-purpose (GP ) digital signatures,

the National Institute of Standards and Technology (NIST)
offers comprehensive guidance [1] encompassing a range
of algorithms and suggested curves [2] to facilitate the
development of standardized digital signatures (e.g., ECDSA
[3], EdDSA [4], RSA [5]). Despite their merits, these standards
cannot meet the requirements of emerging NextG networked
systems and applications. Below, we elaborate on some of
the most critical challenges of NextG networked systems that
need novel digital signatures to mitigate these challenges.

Most existing networked systems and applications rely
on centralized approaches, wherein entities centrally manage
both the storage and executions of cryptographic schemes.
However, this approach is susceptible to single-point of
failures (e.g., system compromises) and breaches (e.g.,
root certificate breaches in PKI). In pursuit of heightened
security and resiliency, there is an effort to shift from
centralized to distributed architectures such as federated
cloud, ubiquitous IoTs, and blockchains. Yet, the standard
signatures are not designed for distributed computation,
leading to a critical weakness in emerging NextG networked
applications. Threshold cryptography permits confidential and
distributed execution of cryptographic operations among
multiple parties and therefore is an ideal approach to mitigate
these weaknesses. A recent attempt at NIST’s Multi-Party
Threshold Cryptography (MPTC) project [6] underscores
the importance of this research direction [6]. Yet, there is
a significant gap in the state-of-the-art needs, properties,
and integration of threshold digital signatures into emerging
NextG systems and applications such as distributed PKIs,
vehicular/autonomous networks, and other critical cyber-
infrastructures (e.g., federated cloud).

Privacy preservation is necessary for various NextG
networked applications (e.g., blockchains, e-voting), but GP
signatures are not designed with privacy in mind. Privacy-
preserving authentication has been an active research area for
decades, yet deployment of privacy-enhanced signatures (e.g.,
group [7], ring [8], and blind signatures [9]) are lacking at best
in current systems. The consideration of privacy and anonymity
for digital signatures also has been discussed in NIST’s MPTC
project [6], and balancing between performance, robustness,
and privacy are mentioned as major challenges. Hence, there



is a critical need for identifying the requirements, features,
and potential integration means of privacy-preserving signatures
into NextG applications.

Another critical challenge of NextG networks from a digital
signature perspective is the high-performance demands of low-
end and/or mobile components of IoT systems and applications.
Given the limited resources (e.g., computation, bandwidth),
the principal factors for instilling trust via digital signatures
revolve around various cost metrics, implementation efficiency,
and execution flexibility. Hence, it is necessary to investigate
lightweight and fast solutions that can address the needs of low-
end (embedded) IoT devices and delay-aware NextG networked
systems (e.g., vehicular, smart-grid).

The expected emergence of quantum computers poses a
severe threat to the existing public key cryptography standards
that rely on conventional-secure intractability assumptions
such as Integer Factorization (IF) and Discrete Logarithm
Problem (DLP) [10]. NIST has taken the lead in developing
Post-quantum Cryptography (PQC) standards [11] to mitigate
such quantum computing threats. However, akin to their
conventional-secure counterparts, new PQC standards also
do not consider the aforementioned advanced features that
are solely needed by NextG networked systems such as
distributed security, privacy enhancement, and lightweight/fast
performance. Moreover, they are significantly costlier than
their classical counterparts, compounding the challenges of
designing and integrating them with advanced features into
NextG networked applications.

A. Our Contribution

In this work, we systematically investigate current and
emerging digital signature standardization efforts along
with advanced signature constructions through lenses of
distributed authentication, privacy preservation, lightweight
performance, and PQ security for NextG networked systems.
We identify potential research directions and layout visions
toward synergizing suitable digital signature solutions and
NextG networked applications to address the aforementioned
limitations. We further outline our contributions below.

• Envisioning the Foundational Trust in Distributed
NextG Networks and Applications: It is of significant
importance to identify gaps and potential solutions for
integrating distributed signatures with decentralized NextG
networked systems. Hence, we first concisely examine the
existing threshold signature landscape by capturing both
generic (secure Multi-Party Computation (MPC) [12]) and
custom threshold signatures. We identify the shortcomings
of these approaches for decentralized NextG settings such
as their computational/communication complexities versus
performance needs of target applications (e.g., PKIs, IoT, and
healthcare systems), and threat models of applications versus
security features of different threshold signatures. We then map
out potential visions and research directions that might remedy
some of these gaps. Among important research directions, we
emphasize synergizing NIST’s MPTC [6] and NIST’s PQC [13]
projects, efficient transparent thresholding of Elliptic Curve

(EC)DLP schemes (e.g., [14]) for standard compliance, and
custom thresholding of selected signatures (e.g., Schnorr-based
[15], Attribute-based [16]) for high-performance deployments.
• Towards Privacy and Anonymity Preserving Authentication

for NextG Networked Systems: Considering the essential
need to integrate privacy-preserving authentication into NextG
networked systems, we first provide a concise analysis of state-
of-the-art privacy-enhancing digital signatures [17]. We identify
important gaps such as consideration of privacy features in
isolation, lack of thorough feasibility for specific applications,
and limited employment in privacy-critical domains (e.g.,
healthcare, federated learning). In light of these insights, we
present a forward-looking course outlining the forthcoming
signatures suitable for NextG networked systems. This analysis
lay out Group [7], Ring [8], and Blind signatures [9] in terms of
efficiency and outlines potential synergies among them. Further,
it highlights the need for constructing PQ secure privacy-
preserving signatures and the need for distributed constructions
as recommended by the NIST’s MPTC project.
• Analysis of Lightweight and Delay-aware Signatures for

Performance Demanding NextG Networks: Various NextG
networks harbor a vast number of resource-limited IoT
devices yet still demand energy-efficiency (e.g., wearables,
medical devices) with minimum delay to ensure application
safety (e.g., for vehicular networks). We first examine key
criteria and approaches to achieve time-critical, computation-
aware, and efficient signatures for such applications. We
then explore advanced constructions aiming for lighter
communication, optimum tag/key sizes, and higher security
levels, identifying computational gaps in current signatures.
We scrutinize aggregate [18], certificateless [19], and forward-
secure signatures [20] in this context, and then present potential
future work for lightweight PQ-secure signatures.
• Envisioning Practical Signatures with Advanced Features

in the Post-quantum Era: We present potential PQ signatures
for NextG networks through current and in-progress NIST
standardization efforts by assessing their applicability in real-
world settings (e.g., pre versus post-quantum performance).
Exploring the recent additional PQC signature competition
[11], we discuss advanced designs such as MPC-based
techniques [21]. These form the foundation for GP signatures
using symmetric key-based primitives [22] or combined
PQC approaches, as well as thresholding PQ signatures.
We delve into advanced signature constructions tailored
for distributed systems and privacy-enhancing technologies,
highlighting their inherent characteristics. Considering factors
like omitted properties, security gaps, and vulnerabilities, we
discuss potential combinations of security solutions, along with
projections for applications.
• Taxonomy and Organization: Fig. 1 illustrates the paper’s

taxonomy, methodology, and prospective trust framework,
including identified gaps, possible trajectories, and potential
visions. The paper comprises Section 2 on trust evaluation
in distributed systems, Section 3 on signatures with advanced
properties in privacy-enhancing technologies, Section 4 on
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Fig. 1: Taxonomy and Relation of Critical NextG Networked Systems and Applications through the Lenses of Emerging Digital Signatures

resource and time-limited systems, and Section 5 on analysis,
vision, and projections in the post-quantum era. The paper
concludes with Section 6.

II. FUTURE OF TRUST IN DISTRIBUTED SYSTEMS

Most cryptographic schemes rely on a single party to carry
out cryptographic operations and store confidential information,
making them vulnerable to potential compromises or malicious
actions. Threshold cryptography enhances security, resilience,
and robustness by distributing secrets and computations
among multiple parties, necessitating collaborative efforts from
enough of them to conduct cryptographic operations. These
advantages have prompted NIST to solicit proposals [6] of
multi-party threshold schemes for cryptographic primitives,
encompassing both NIST-standardized and non-standardized
signature schemes with succinct and verifiably-deterministic
signatures. This call aims to identify effective approaches, best
practices, and reusable components for future guidelines.

(t, n) threshold digital signature (TS ) is a scheme where the
confidential values are distributed secretly among n parties such
that collaboration of at least t parties is required to generate
a signature on a message. A TS is achievable through two
methods: Utilizing secure MPC [12] as the generic approach
or adopting custom approaches.

1) Generic approaches: MPC allows a group of mutually
distrustful parties to jointly compute a function using their
private inputs, guaranteeing that no further information apart
from the function’s output is disclosed during the computation.

Hence, NIST considers MPC [23] as an ideal tool for
implementing transparent thresholding in which the properties
of the underlying signature remain unchanged, even when
parties’ inputs are not shares of secrets. This is extremely
useful from the standardization point of view since the threshold
versions of NIST standards, whether conventional-secure or
PQC, will retain their provable security arguments.

This has the capacity to lead to prime adoption of threshold
versions in some industrial settings where standard compliance
is a critical requirement. In this line, there are various generic
thresholding efforts of prominent signature schemes with MPC
such as Schnorr [24], ECDSA [25], and EdDSA [14].

2) Custom approaches: Despite its merits, transparent
thresholding can be costly for some applications due to
MPC’s significant communication and computational overhead.
While ongoing research like NIST’s Circuit Complexity project
[26] aims to improve MPC protocols, custom thresholding
approaches are essential for constructing efficient schemes for
performance-aware NextG networked systems.

The Schnorr signature [27], and its elliptic curve variants, is
a seminal construction that not only inspires ECDSA [3] and
EdDSA [4], but also amenable to custom thresholding. Starting
with the notable work of FROST [15], which introduced a
round-optimized Schnorr TS , multiple endeavors have been
made to enhance existing schemes. These encompass proposals
for concurrent signing sessions, parallel signing, independent
signing w.r.t parties, generating stateless signatures, and
utilizing an offline party when the signing party is unavailable.



Since the prominent work [28], subsequent research enhanced
threshold ECDSA schemes with a focus on bandwidth
efficiency via multi-round preprocessing and non-interactive
signing techniques. Additionally, there are efforts to enhance
resilience by involving an offline party when the signing
participant is unavailable. Thresholding EdDSA also received
attention by reducing MPC operations during the signing and
bolstering resilience by incorporating an offline signing.

There are also threshold signatures that rely on IF and
cryptographic pairing [29], [30]. The notable example of
pairing-based signatures is BLS [31] with its threshold
variants (e.g., [32]). Subsequent work enhanced it by offering
features like constant-size signatures, non-interactive signing,
and proactive and forward security. Furthermore, there are
also RSA-based threshold schemes (e.g., [33]), which are later
improved by reducing the required number of participants,
eliminating trusted parties, and enabling dynamic groups.

Multi-Signatures: Multi-Signatures (MS s) [34] enable
cooperative generation of signatures involving a group of
participants. Each member holds a set of private and public
keys, and the verifier can verify the participation of all the
members. MS s resemble (n, n) TS s, but they differ from
the constraint on the participant count n. In the context of
MS , they offer the flexibility to form groups, enabling the
participation of any number of participants without being
restricted by a predetermined setup with a fixed n. Significant
enhancements have been made to augment the efficacy of
current schemes. These include eliminating the requirement
for prior subgroup composition before signature computation,
facilitating concurrent signing processes, and introducing order-
independent signature aggregation techniques. Additionally,
methods have been developed to guarantee constant-time
signing and verification operations. Prominent works [35]–
[37] have contributed to constructing Schnorr MS with
improvements via enabling key aggregation, having a
deterministic signing with constant size signature, and
providing constant time signing operation.

Vision: Previous TS constructions have pursued either a full
private approach to protect signers’ identities or an accountable
approach to enable signer identification. Achieving a balance
between privacy and accountability holds significance across
applications such as Blockchain. This pursuit has led to the
development of a new signature scheme called Threshold,
Accountable, and Private Signatures (TAPS) [38]. The lack of
research on TAPS presents a notable opportunity to develop
TAPS implementations using standard assumptions. These
implementations could offer shorter public keys and signatures,
enabling complete tracing and efficient verification procedures.

Standard EC-based signatures are favored over RSA-based
ones due to their faster signing and smaller keys. ECDSA
is favored for multi-party environments like Blockchain due
to lesser use of hash computations, simplifying its threshold
implementation in such scenarios. Conversely, multi-party
EdDSA requires fewer message exchanges among participants
than threshold ECDSA. Hence, constructing and deploying

threshold constructions of these signatures is application-
dependent. Extensive research on threshold ECDSA highlights
various distinctions. These differences include the utilization
of the Paillier cryptosystem [39] for securely sharing the
private key and facilitating the addition of encrypted shares
without requiring prior decryption. Furthermore, the validation
of operations through Zero Knowledge Proof (ZKP) and the
application of Oblivious Transfer (OT) for generating and
distributing random values and exchanging partial signatures
are part of the differences. Despite efforts to enhance efficiency
like having online-offline signing phases, using ElGamal
commitments [40] instead of Paillier, and replacing Paillier with
OT, a lasting trade-off exists between performance benchmarks
of computation, communication, and storage. The trade-off
challenges stem from incorporated techniques like Paillier
encryption, ZKP, and OT.

In contrast to standard EC-based signatures, the (EC) Schnorr
signature offers several advantages in thresholding, including
security, effectiveness, malleability resistance, linearity, batch
verification, and multi-signature functionality. These advantages
suggest the Schnorr signature’s capability to substitute current
signatures, as evidenced by the shift from ECDSA to Schnorr
by Bitcoin [41] and various other systems. Given this trajectory
and prominent works of FROST [15] for Schnorr TS s and
Musig2 [36] for Schnorr MS s, it is advisable to improve and
create distributed Schnorr signatures for future systems. These
constructions should incorporate properties like unlinkability,
resilience, adaptive security, and strong unforgeability.

Federated clouds influenced the rise of distributed electronic
healthcare systems and the expansion of IoT networks.
Some of them use Attribute-Based Signatures (ABSs) with
pairings, whose inefficiency impedes the effectiveness of data
sharing in such healthcare applications. Constructing ABSs
designed for the IoT-Cloud continuum, where the utilization
of heterogeneous signatures [42] is feasible, may mitigate the
performance challenges in existing applications by offloading
resource-intensive computations to capable devices.

NIST’s MPTC project offers researchers a plethora of
opportunities in developing multi-party threshold constructions,
covering both standardized and non-standardized signatures.
Moreover, given the NIST’s current PQC standards and its
recent call for additional PQC signatures, thresholding such
constructions holds equal importance to their conventional-
secure alternatives. We will discuss threshold PQ-secure
schemes in Section V.

III. PRIVACY AND ANONYMITY MEETS TRUST

Besides security, resilience, and robustness offered by
TS , alternative special-purpose signatures offer distinctive
characteristics, primarily focused on enhancing privacy and
anonymity via Group, Ring, and Blind Signatures.

Group Signatures: Group signatures (GS s) [7] enable a
group of parties, each possessing a private signing key, to
individually generate digital signatures on behalf of the group
such that it can be further verified by any member using the
group’s single public key. A trusted party, the group manager,



carries out the group administration, empowered to trace the
signer’s identity during a dispute (i.e., anonymity revocation),
consequently facilitating traceability. Numerous endeavors have
been undertaken to develop GS s relying on IF or DLP
improving previous schemes by allowing for dynamic group
formation, multi/verifier-local revocation, concurrent signing,
constant sizes (public key and signature), etc. Moreover,
additional security notions have been incorporated into GS s,
like full anonymity and full traceability, that encompass security
notions of unlinkability, exculpability, and non-frameability.

Ring Signatures: Ring signatures (RS s) [8] stand apart
from GS s for not requiring setup procedures, group managers,
and revocation mechanisms. When signing a message, each
participant, possessing a private and public key set, selects a
subset of other participants’ public keys, including their own, to
form an anonymous group known as a ring. Considerable efforts
have been made to develop RS s based on IF and (EC)DLP
with undeniable and ID-based signatures. Further improvements
encompass trustless ad hoc group formation, maintaining
constant sizes signatures and keys, and presenting hierarchical
security definitions for anonymity and unforgeability.

Blind Signatures: Blind signatures (BS s) [9] allow a user
to receive a signature from the signer without revealing
information about the signed (blinded) message. There are
different BS schemes permitting fairness and removal of
anonymity and unlinkability through a trusted entity when
a fraud is suspected. Partial BS s enables signers to include
agreed-upon common information in the signature. Some BS s
allow the recovery of partial or full messages, while others
contribute to the realization of stateless signatures with less
computation overhead.

Vision: The existing GS s and RS s focus on either anonymity
or traceability, but not both with a balanced performance.
This gap matters in scenarios where revoking anonymity
is necessary such as fraud detection, electronic auctions,
and private blockchains. Specifically, the tracing mechanism
used in existing methods is centralized and lacks identifying
malicious tracers. Moreover, in specific applications like
software attestation, solutions like Intel’s Enhanced Privacy
ID (EPID) use GS but with costly revocation, limiting their
scalability. Therefore, a possible avenue of research involves
designing signatures that incorporate efficient revocation with
integrated anonymity and decentralized traceability, while also
detecting malicious tracers.

Linkable ring signatures (LRSs) [43] offer valuable
assurance in recognizing signatures from the same signer,
particularly used in electronic voting and cryptocurrency
applications. Notable research directions are investigating
biometric cryptosystems alongside existing methods to establish
link tags in LRSs. Other focus areas might be better scalability
by reducing signature sizes while improving security against
third-party pressure for denying the signatures.

The integration of BS s with pairings to create ID-based and
non-interactive BS s has posed challenges to their practicality
due to the pairings’ heavy computations. Although non-

interactive BS s are inefficient without pairings, due to the
general-purpose use of proof systems, enhancing existing
schemes by either creating pairing-free alternatives or refining
the underlying pairings is vital. Moreover, current BS s face
challenges in executing effectively in parallel. Additionally,
there has been no introduction of a round-optimal ID-based
BS with message recovery. Future constructions could address
these efficiency gaps in BS schemes.

Another vital aspect of privacy-preserving signatures is their
potential integration into NextG networked applications that
involve sensitive data to be collected and analyzed such as
electronic healthcare and Internet of Medical Things (IoMT)
applications [44]. For example, consider data-driven learning
in medical contexts like Federated Learning (FL) [45]. The
information exchange among participants must be protected
with signatures, but this may also make FL applications
vulnerable to Source Inference Attacks (SIAs) [46], which
can disclose the participants’ identities through inferences
made between the training dataset and FL nodes. Practical
integration of privacy-preserving signatures into such AI tools,
especially for medical systems, is expected to be a prominent
research direction. The other important application is Tor-
like technologies to usher anonymous networks that can aid
users in protecting their communication and privacy. However,
its focus on anonymity and lack of identity verification pose
challenges [47]. Allowing the computing nodes to join and
leave voluntarily leads to the presence of unreliable nodes in the
network. Additionally, the absence of traceability mechanisms
contributes to the vulnerability of nodes to denial-of-service
(DoS) attacks. Thus, there is an interest in researching digital
signatures to maintain anonymity while introducing traceability
in Tor-like networks so that these illegal activities and DoS
attacks can be mitigated. Finally, PQ-secure versions of privacy-
preserving signatures will be a vital research direction, which
will be discussed in more details in Section V.

IV. TRUST IN RESOURCE AND TIME LIMITED SYSTEMS

IoT is comprised of an array of low-end devices ranging from
medical devices (e.g., implants), personal gadgets (e.g., smart-
watch), and military equipment (e.g., aerial drones). Hence,
there is a need to develop efficient cryptographic algorithms
that can meet the stringent requirements of IoT applications.
As a result, the battery life of these IoT devices lasts longer,
providing more flexibility to execute their core application-
specific operations. Herein, our primary focus centers on
lightweight authentication tools, specifically digital signatures.

Computation/Energy-Aware Signatures: Low-end IoT
devices require lightweight computations and low bandwidth
overhead. There exist numerous digital signatures offering fast
signature generation, small signatures, and compact keys. For
instance, there are digital signatures that rely on third-parties
(e.g., secure hardware-supported server [48], non-colluding
distributed servers [49]) in order to remove the burden of
public-key supply and their certification from the resource-
constrained signers. In a similar line, Certificateless digital
signatures (e.g., [19], [50]) remove the certification overhead



from the signer side by introducing a public-key generator
(PKG) (e.g., cloud server). This latter also enhances the security
guarantees at the signer side by computing the private keys on
demand with partial private input from PKG.

Delay-Aware Signatures: Delay-aware digital signatures are
different from energy-aware variants in the way that they
can compromise the signer’s energy usage to reduce end-to-
end delay. This is of paramount importance for time-critical
and real-time applications. There exist digital signatures (e.g.,
CEDA [51], SCRA [52]) that precompute a table of messages
and their corresponding signatures during the key generation
to allow an efficient signature generation. There is also
other lightweight digital signatures offering aggregation and
anonymous signing (e.g., [53]) that are designed for resource-
constrained devices. Despite their merits, they are based on
seminal signature algorithms (i.e., BLS) which have expensive
signing operations [54].

Bandwidth-Aware Signatures: Bandwidth-aware digital
signatures are mainly aggregate and certificateless signatures
having a compact and small-size signature and public key
sizes, respectively. Aggregate signature (AS ) schemes attempt
to reduce the cryptographic payload by combining multiple and
distinct signatures into a constant-size signature. A constant-
size signature translates into a significantly lower bandwidth
usage. The primary AS schemes can be classified into pairing-
based (e.g., BLS [31]) which have the highest compression
ratios across multiple signers but with expensive signing
operations. Factorization-based: (e.g., C-RSA [55]) have an
efficient batch verification but with a costly signature generation
and large key sizes. EC-based: (e.g., BAF [20], [42], [56]) has
the best balance between signing efficiency and key sizes. It
is important to note that such lightweight signatures can also
play an important role in projecting cognitive wireless network
services and their surrounding data structures (e.g., [57]–[59]).

Vision: Lightweight digital signatures find applications in
various real-world scenarios, notably in IoT networks and
digital twin frameworks. The digital twins involve replicating
physical systems ranging from living (e.g., human) or non-
living (e.g., smart city) beings. These systems are empowered
by low-end IoT devices that actively monitor and transmit
authenticated and/or encrypted data streams to remote cloud
servers for long-term storage and analytical purposes. Thus,
it is critical to devise cryptographic solutions that are highly
efficient, yet still offering long-term security with exotic
security features such as signature aggregation.

Delving into long-term security, PQ-secure lightweight
signature is still an open issue. For instance, the selected
NIST PQC signature standards (e.g., Dilithium [60]) remain
impractical for deployment in IoT devices due to the costly
computations and large key sizes. Note that PQC standards do
not offer essential security features namely aggregation which
is suitable in bandwidth- or storage-limited applications, such
as wireless sensor networks and medical devices. However, PQ
signature schemes that do allow aggregation often suffer from
processing slowdown, low compression ratios, and interactive

signing. Currently, utilizing lattice-based hard problems, we
can attain AS s with provable security in the Quantum Random
Oracle Model (QROM), logarithmic growth in signature size,
and additional features like identity-based capabilities or
sequential aggregation [18]. This sequential aggregation results
in reduced data transmission and makes the scheme more
practical for applications like routing protocols, certification
chains, and blockchains.

The security challenges for low-end IoTs extend beyond
quantum attacks, encompassing the vulnerability to physical
malware attacks, such as side-channel and timing attacks [61].
To mitigate these risks, forward-security [20] is a feature
that periodically evolves the private key, thus preventing the
recovery of past key iterations. Although NIST recommends
XMSSMT [62] as a stateful signature scheme, it is more
computationally expensive compared to PQC standards with
similar large keys and unsuitable for lightweight IoT networks.

There are only a few signature schemes that provide PQ
security with the above-listed evaluation metrics. For example,
ANT [63] relies on a set of distributed third-party servers
to construct one-time keys and commitments. However, it
assumes non-colluding distributed servers and is susceptible to
network delays. Similarly, HASES [48] exploits the availability
of secure enclaves on cloud servers to delegate the construction
of one-time keys from low-end IoTs to the resourceful clouds.
However, it relies on the central root of trust which is against
the future orientation towards distributed systems.

The future direction of the cryptosystems is going
towards distributed settings, [64] proposed to harness the
quantum networks among distributed cloud servers, alongside
hardware acceleration (e.g., GPUs) to reduce computational
and communication overhead. Therefore, we anticipate that
future lightweight signatures will incorporate these emerging
technologies to achieve secure and efficient distributed
solutions.

V. FUTURE OF SIGNATURES IN POST-QUANTUM ERA

Post-quantum security is one of the most crucial factors
to ensure long-term security for NextG networked systems.
In this section, we will investigate the current and potential
future quantum-safe digital signatures through the lenses of
such systems.

A. Current NIST-PQC Signature Standardization Efforts

NIST has conducted two competitions concerning post-
quantum GP signatures. The first competition focused on
stateful hash-based signatures, and it concluded with the IETF
publishing RFCs related to the winning signatures. These
victorious signatures, known as XMSSMT [62] and LMS [65],
along with their multi-tree variants, provide robust security
guarantees while minimizing reliance on strong assumptions.
On another front, NIST has also organized a competition for GP
Key Encapsulation Mechanisms (KEM) and Digital Signature
schemes. This competition has progressed to its final round,
with three signature schemes selected: CRYSTALS-Dilithium



[60], FALCON [66], and SPHINCS+ [67], where Dilithium
stands out as the primary scheme to be implemented [13].

It is important to highlight that, apart from SPHINCS+,
the digital signatures considered as finalists, primarily relied
on the hardness of structured lattices. To encourage diversity
in the standardization of PQC algorithms, NIST initiated
an additional competition specifically focused on GP digital
signatures [11]. The call for submissions emphasized the need
for non-lattice algorithms suitable for various applications,
such as certificate transparency. The primary requirement for
submissions was to provide solutions with "quick verification
and concise signature" properties. Although accepting signature
proposals based on structured lattices, they must ensure security
against EUF-CMA and demonstrate substantial superiority
over Dilithium and FALCON. On the other hand, non-lattice
proposals must demonstrate significant performance benefits
compared to SPHINCS+. Notably, NIST has recently revealed
the initial-round schemes in this competition.

B. Future of NIST-PQC Efforts for Signature Standards

Lattice-based cryptography has been broadly used in
signature schemes, boasting the highest number of overall
winner candidates in PQC competitions. The lattice-based
schemes announced in the additional PQ-secure signature
competition are either based on unstructured lattices with
improved performance or structured lattices with shorter
signatures, faster operations, and side-channel-resistant
construction. For instance, HAETAE [68], which was also part
of the Korean PQC competition, is chosen for its improved
complexity and compact signature, fitting within a single
TCP/UDP datagram.

All initial code-based proposals in the PQC competitions
have been compromised, leaving the pursuit of a reliable
signature scheme based on error-correcting codes challenging.
Moreover, a substantial portion of code-based signatures
presented in the additional signature competition are established
through integration with other PQC techniques (e.g., MPC in
the Head paradigm)). Despite their security assurances, the
efficiency of code-based signatures still remains a concern.

The Unbalanced Oil and Vinegar signature [69], initially
rejected alongside other multivariate-based signatures in the
initial PQC competition, has become the foundation for
most of the chosen signatures in NIST’s additional signature
competition. Multivariate schemes can be effectively combined
with other PQC approaches, allow various parameter sets,
and offer comparable performance, particularly on low-cost
devices. The isogeny-based approach inherently lacks support
for certain features and cryptographic primitives, such as
signature protocols. Despite significant cryptanalysis and the
discovery of vulnerabilities in the SIDH (Supersingular Isogeny
Diffie-Hellman) problem, which affects a substantial portion of
isogeny-based constructions, SQIsign [70] is the only signature
scheme that remained unaffected, and was selected in NIST’s
additional signature competition.

Hash-based signatures provide security without relying on
any number-theoretic assumptions. Therefore, in the case of

attacks, one can just replace the underlying hash function.
Additionally, hash-based signatures can provide forward
security, enhancing their resilience against key compromises.

Although the only symmetric-key-based signature
constructed on the MPCitH (MPC in the Head) paradigm in the
PQC competition was broken, this approach has been widely
adopted in NIST’s additional signature competition. Many
selected schemes are based solely on this method or through
a combination with other PQC approaches like multivariate,
code, and isogeny. For instance, MIRA [22] is a combination
of MPCitH and MinRank coding problem. Primarily, by
developing a non-interactive ZKP using MPC techniques
in a black-box manner, it becomes possible to transform
into a robust symmetric key-based signature scheme. The
security of this scheme relies on the challenge of the chosen
symmetric primitive for key generation and the selected
MPC protocol. The prominent advantage of constructing
signatures from symmetric primitives like schemes based
on hash functions or MPCitH paradigm lies in the absence
of structured assumptions, efficient implementation, and the
ability to customize parameter sets to suit various applications.

C. Potential Future of PQC Signatures with Advanced Features

While GP signatures fulfill essential security criteria, they fall
short for some use cases, particularly, in the context of emerging
distributed and privacy-enhancing technologies. In this section,
we consider signatures with advanced properties in the PQ era.

Threshold Signatures: In thresholding NIST’s lattice-
based schemes, a challenge is with rejection sampling, which
necessitates keeping intermediate values undisclosed until the
sampling is finished. To address this, a combination of MPC
techniques of Linear Shamir’s secret sharing (LSSS)-based
MPC for linear operations and Garbled circuit (GC)-based
MPC for non-linear operations. While applying these methods,
there could arise a need for transitions between them. This
transition is facilitated by the utilization of daBits [71], which
are double-shared authenticated bits designed to operate within
two distinct secret sharing schemes. Moreover, the secrets are
shared linearly among the parties in threshold constructions.
Furthermore, heavy reliance on cryptographic hash functions
has a detrimental impact on the complexity of thresholding. The
analysis by [21] conducted a comprehensive study of signature
thresholding in the competition’s second round, revealing the
computational complexities of applying the MPC techniques.
Their findings highlight that with the utilization of optimized
garbled circuit implementations, constructing threshold PQ-
secure signatures is inefficient regarding signing time for
practical use. Despite current inefficient schemes, these ongoing
efforts show potential in creating effective approaches and
reusable components to facilitate the thresholding of future PQ-
secure signatures with comparable structures.

Multi-Signatures: Lattice-based MS s continue to face the
open problem of striking a tradeoff between efficiency and
security. Constructing efficient schemes based on non-standard
lattice problems or achieving provable security assurance with
smaller signature sizes and lower costs remains a challenge.



While there is a lattice-based MS based on Dilithium that
provides provable security in the QROM, the parameter set
for these schemes is still not compact enough, making them
impractical for real-world scenarios. MS s based on coding
theory are not only formed on top of code-based signatures
which have been rendered insecure but also their designs have
been subjected to cryptanalysis and have not met the security
requirements expected of MS schemes. Besides lattice-based
approach, only multivariate cryptography offers robust MS
schemes that feature relatively smaller signatures. However,
note that multivariate-based schemes are built on Hidden Field
Equation, which has been subjected to various cryptanalysis.

Group Signatures: Given that the majority of PQ-secure
GS s are constructed using non-interactive ZKPs, a prospective
goal, particularly in the context of lattice-based methods, is
to develop an efficient GS scheme with provable security in
standard or QROM models [72]. Also, when employing the
revocation mechanism in a lattice-based approach, complete
anonymity is not supported. Recently, independent signatures
and key sizes have been achieved with respect to group size.
Nevertheless, the ultimate goal of achieving lattice-based GS s
with constant sizes while providing full anonymity, traceability,
and dynamic features requires further investigation. In contrast
to other improved signatures, code-based GS s have achieved
full dynamism and logarithmic growth.

On the other hand, isogeny-based methods produce GS s
with logarithmic size growth w.r.t the group size. However,
these methods rely on lower security assurances and remain
impractical for real-world applications. There are a limited
number of hash-based GS s that rely on an information-
theoretically secure structure. However, these schemes face
difficulties in converting a one-time scheme to a multi-time
and longer signature generation times, primarily caused by the
height of their tree structure. While achieving a fully dynamic
GS is possible through various PQC approaches, it often
necessitates placing significant trust in different authorities or
assuming an honest key generation process. However, this level
of trust is not always feasible in some real-world applications.

Ring Signatures: The vast majority of PQ-secure RS s
have been constructed using non-interactive ZKPs. Apart from
security considerations and the substantial communication and
computation requirements, the primary direction is reducing the
key and signature size for the number of users in the ring [73].

The lattice-based RS offers computational/unconditional
anonymity, linkability, and privacy preservation, making it
the most efficient for achieving (poly)logarithmic signature
sizes. Moreover, lattice-based methods enable traceable RS
schemes with a balance between GS s with traceability and RS s
with anonymity. This versatility makes lattice-based methods
applicable to e-voting, e-cash, and cryptocurrencies, preventing
non-reusability and double-spending attacks.

Isogeny-based and hash-based RS s both achieve a
logarithmic signature scale and utilize the Merkle tree for
efficient key management. However, isogeny schemes suffer
from slow signature generation, while hash-based schemes

are faster with a simple design. However, despite offering
traceability to control anonymity guarantees and prevent
malicious signer abuse, hash-based schemes are limited to one-
time use or face key management issues. Despite supporting
traceability, code-based methods suffer from a slow signing
process, which remain impractical for real-world applications
with large rings. In contrast, multivariate RS s stand out
by providing smaller signatures while maintaining provable
security, a rare achievement within the realm of PQC.

One potential future direction involves combining RS s with
AS s, which provides support for integrity, communication
efficiency, and anonymity, making it valuable for privacy-
preserving applications. Another direction is to blend threshold
and RS s, resulting in perfect anonymity that is applicable
to decentralized applications. Also, in contrast to RS s,
ring signcryption offers unconditional anonymity and privacy
without the need for ring administrators, making it applicable
to electronic finance and decentralized platforms.

Blind Signatures: In contrast to classical schemes, the state
of PQ-secure BS is unsatisfactory. Specifically, lattice-based
approach still lacks a practical and secure BS with key and
signature sizes applicable to real-world scenarios. Some lattice-
based schemes attempt to achieve blindness by utilizing fully
homomorphic encryption, which leads to increased complexity.
While providing provable security in ROM based on standard
lattice problems, these schemes are limited to linear growth
in the size of the maximum number of signatures and are
only applicable to certain scenarios. On the other hand, code-
based approach offers only a limited number of BS schemes
and currently impractical for real-world applications. Also note
that the signature size of BS s remains a significant issue in
the code-based approach. Multivariate BS s are derived from
schemes that were unsuccessful in the NIST PQC competition.
Isogeny-based BS s encounter security issues in their design
and often necessitate large parameter sets. Moreover, in certain
cases, the resulting signatures lack transferability, effectively
making them designated verifier signatures.

VI. CONCLUSION

Digital signatures play a crucial role in ensuring trustworthy
systems, offering authentication, integrity, and non-repudiation
across a wide range of applications. Emerging NextG
networked systems are characterized by high distribution, the
inclusion of resource-limited components, and the demand for
advanced properties such as privacy, anonymity, and post-
quantum security. However, the current digital signatures have
only partially tackled this array of requirements concurrently,
revealing an existing gap in the state-of-the-art. This gap
pertains to effectively meeting the requisites of emerging
systems and synergizing the features of standard and advanced
signatures. This study aims to bridge gaps within NextG
networked applications by integrating them with emerging
digital signatures, thereby envisioning trust enhancement
through signatures with extended functionalities tailored for
NextG systems. This effort is underpinned by assessing
potentials and limitations across three essential aspects:



distribution, privacy preservation, and resource limitation.
Therefore, this research starts by first examining NIST’s
threshold cryptography endeavors, spanning secure MPC and
custom design constructions, and considering their emerging
applications. Next, we explore the significance of privacy-
preserving authentication systems within privacy-sensitive
and distributed NextG applications such as medical and
cryptocurrency contexts. We then identify the gap in resource
and time-limited systems and explore suitable signature
solutions to fill these gaps. Finally, the study provides
a forward-looking perspective that envisions integrating
ubiquitous NextG systems and advanced signatures within the
framework of the post-quantum era.
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