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Abstract—In this paper, we outline a fast and lightweight net-
work security fabric and identify the research gaps for developing
such a fabric that respects the needs of trustworthy NextG SATIN
for the post-quantum era. To achieve these objectives, we identify
in which research directions more innovations are needed, namely
algorithmic (NIST-PQC, distributed computing, time-disclosed
cryptography), architectural (decentralized SATIN, distributed
key management), and evaluation aspects.

I. INTRODUCTION

The emerging satellite networks will play a vital role in
next-generation (NextG) networked systems and applications
such as mobile networks (e.g., 6G [1]) and the Internet
of Things (IoT) [2]. They will create a multi-layered ubiq-
uitous connectivity substrate for facilitating the Internet of
Everything (IoE) vision, integrating with terrestrial and aerial
networks [3] for seamless applications. It is critical to ensure
the reliability and safety of these satellite-enabled systems
and services. Although generic network security protocols
exist, the unique characteristics of emerging satellite sys-
tems and their interplay with hybrid network architectures
pose significant performance/reliability challenges. Satellite
systems’ delay-aware and error-prone nature and the complex
software/network stack of space-aerial-terrestrial integrated
networks (SATIN) [4] require efficient and lightweight net-
work security protocols [5]. Moreover, the energy consumption
of any communication-computation system, let alone SATINs,
is important due to the global goal of net-zero operation while
meeting security requirements as needed and when needed.
These challenges are compounded when the security threats
of emerging quantum computers are considered [6]. It is well-
known that post-quantum cryptography (PQC) standards [7]
are costly for mobile networks [8]. Therefore, it is an open
research problem to devise network security protocols that
respect the performance and reliability needs of the new
SATIN. Moreover, there is a need for systematic performance
evaluation of such network security protocols when they are
coupled with SATIN.

In this paper, we elaborate on these research gaps towards
developing a fast and lightweight network security fabric that
respects the needs of trustworthy NextG SATIN for the post-
quantum era. To achieve these objectives, we delineate the

innovations on multiple fronts, including algorithmic (NIST-
PQC, distributed computing, time-disclosed cryptography),
architectural (decentralized SATIN, distributed key manage-
ment), and evaluation aspects of SATIN.

II. RESEARCH GAPS, REQUIREMENTS, AND OPEN
PROBLEMS

For a PQC-compliant cybersecurity fabric, the following
open research gaps and questions are crucial:

1) Lack of performance and impact profiling of emerg-
ing PQC technologies for NextG SATINs: A key ques-
tion is ”What is the performance profile of forthcoming
NIST-PQC standards in SATIN settings?”. Currently, the
impact of PQC standards only has been investigated in
basic protocols (e.g., [9], [10]). Due to their dynamic,
large-scale, and heterogeneous nature, it is a challenging
research problem to profile the impacts of PQC in
SATIN-enabled applications.

2) Lack of delay-awareness in PQC standards: NIST-
PQC schemes are not designed with real-time sys-
tems in mind, and are costly for delay-aware SATINs
(e.g., satellite-vehicular/drones) [11], [12]. How can we
achieve delay awareness for NIST-PQC while keeping
an eye on standard compliance? What are speed-storage-
compliance trade-offs for varying degrees of standard
deviation in exchange for efficiency/complexity?

3) Critical gap in unleashing architectural potential of
SATIN for PQ era: The federated cloud and parallel
computing enabled breakthroughs in fields like federated
learning. Along the same line, what are the awaiting
opportunities in synergizing unique features of SATINs
like decentralized terrestrial computing layer and hyper-
connectivity with PQC to make them practical? How can
we bridge the interdisciplinary gap between SATINs and
PQ-safe network security protocols?

4) Lack of lightweight and energy-aware PQC for
SATIN: NIST-PQC signatures [7] are significantly
costlier than their conventional-secure counterparts [13],
and are not practical for low-end IoE devices [14]).
Can we achieve lightweight signing for PQC signatures,
with a full and secure deployment potential on low-end
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Fig. 1. Research directions for a NextG SATIN security fabric.

(e.g., 8-bit) devices? How can we exploit the distributed
computing of the decentralized layer in SATIN to at-
tain energy-aware signing that otherwise might not be
possible?

5) Dilemma of near-optimal PQ-security and broad-
cast authentication for SATIN: Symmetric-key-based
authentication offers near-optimal efficiency and PQ-
security, yet it lacks public verifiability and scalabil-
ity sorely needed by SATINs. Can we achieve “the
best of both worlds” by raising near-optimal PQ-safe
broadcast authentication by enhancing time-factor-based
protocols (e.g., TESLA [15], [16])? Is it possible to
mitigate the limitations of such protocols by developing
decentralized key management strategies via SATIN
architectures?

III. RESEARCH DIRECTIONS

We propose a novel cybersecurity fabric through the fol-
lowing four research directions (Figure 1) toward addressing
the aforementioned open research problems in the SATIN
domain. The mapping of research gaps to research directions
are depicted in Figure 2.

A. RD-1: Offline-Online Strategies for PQ-Standard Compli-
ant and Delay-Aware Authentication

A fast and NIST-PQC compliant authentication framework
that respects the delay needs of SATINs is an important
research direction. Due to their sheer importance in NextG
networks, mitigating the delay of NIST-PQC schemes is
important. Generic offline-online (OO) techniques [17] for
NIST-PQC signatures [7] to minimize their signing cost is one
research topic. Efficient algebraic one-time signatures (OTS),
which is independent of interest, to support OOs and schemes
in RD-3 are also necessary. Custom OO techniques (e.g., [18])
for a NIST-PQC signature [19] with varying degrees of de-
parture from the standard in exchange for better efficiency.
Such OO framework can be extended by enabling message
recovery (MR) [20], [21] to reduce transmission overhead,
hybrid constructions [22] to offer cryptographic agility [23],
and hardware acceleration [24] to push the computational per-
formance to the edge. The outcome of this research direction

can lead to a new delay-aware OO framework that offers an
algorithmic and performance baseline for RD-2 and 3.

B. RD-2: Lightweight and Fast PQC with Terrestrial Decen-
tralization

A set of lightweight and delay-aware network security
mechanisms based on the assets from RD-1 can be developed.
One of the main limitations of OO approaches is the need
for linear storage and regeneration of expensive cryptographic
tokens (e.g., a commitment value per message) on the signer.
While OO can reduce the delay, its linear overhead is not
feasible for low-end devices comprising a vital portion of
SATIN-enabled IoE. Addressing this fundamental limitation
requires bringing novelty in both algorithmic and architectural
fronts: The transformation of OO-Dilithium in RD-1 such that
the storage/generation of commitments is shifted from the
signer to the verifier is another research topic. This goal can
be achieved via a new “commitment separation strategy” that
takes into account special features of lattice-based signatures
(e.g., rejecting sampling [19]).

Harnessing terrestrial decentralization and distributed ver-
ification via the envisaged SATIN fabric can lift the cap
on the number of signatures to be computed. Distributed
computational servers can jointly supply verifiers with nec-
essary commitments, considering both semi-honest [25] and
malicious settings (via trusted execution environments [26]).
This RD can facilitate lightweight PQC signatures that is
suitable for low-end IoE devices while offering a low end-
to-end delay.

C. RD-3: Near-Optimal PQ Broadcast Authentication with
Distributed Time-Factor

The solutions in RD-1 and RD-2 innovate on NIST-PQC
standards, and are based on public-key cryptography. How-
ever, symmetric-key-based schemes offer a near-optimally
efficient PQ-safe authentication but without scalability and
public verifiability. In this research direction, a promising
solution is to resolve this conflict by unlocking the potential of
time-factor-based solutions via decentralized SATINs. Timed
Efficient Stream Loss-tolerant Authentication (TESLA) [15],
which permits public verification of Message Authentication
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Codes (MAC) [27] via partially synchronized delayed-key
disclosure, is a potential solution. TESLA can be improved
via Universal MACs [28] to enable OO and MAC aggregation,
thereby reducing buffering storage/delay. However, a detailed
assessment of factors impacting TESLA for NextG networks
for modern SATIN architectures (e.g., packet loss, delay)
is crucial. Additionally, the packet loss and synchronization
issues are two main weaknesses of TESLA. A unique strategy
is to exploit the decentralized SATIN framework in RD-2
to enable a distributed disclosure of keying materials at the
terrestrial layer. This unique strategy is expected to shield
ground receivers from the sender’s network conditions, thereby
opening a path for unlocking the sheer potential of TESLA-
type protocols to attain near-optimal PQ security for SATINs.

D. RD-4: Performance Evaluation and Validation

A comprehensive performance evaluation of a cybersecurity
framework via theoretical analysis, full-fledged implementa-
tions, and large-scale network simulations (e.g., NS3 [29])
encapsulating various types of devices (e.g., from 8-bit devices
to GPU-enabled clusters), networking environments, and pro-
tocols is needed. Such evaluation will fill the critical gap in
profiling conventional-secure and PQ-secure NIST standards
in the SATIN context by capturing intricacies like complex
topologies, different network protocols, and parameters (e.g.,
packet loss, fragmentation, latency). A threat model and secu-
rity analysis to complement provable security arguments need
to be developed for any cryptographic schemes contained in
the cybersecurity fabric. The outcome of this research direction
can lead to a comprehensive cybersecurity evaluation fabric
for fast and lightweight PQC in SATINs that will serve as a
testbed for future research endeavors.

IV. CURRENT STATE OF RESEARCH

The proposed fabric aims to achieve lightweight, fast, and
standard-compliant post-quantum secure broadcast authenti-
cation for SATINs, leading to outcomes with a transition-
to-practice potential. Therefore, we focus on two classes of
techniques in the literature from the lenses of their practicality
and scalability in SATINs. That is, we first focus on NIST-PQC
digital signatures for scalable and standard-compliant PQ-
safe broadcast authentication for SATINs. We then focus on
symmetric-key-based broadcast authentication via time factor.
We will outline the limitations of related work in these broad
categories here.

A. Current and Emerging NIST-PQC Standards

NIST has selected PQC standards [7] in June 2022, and they
are expected to be crucial for NextG networks. The NIST-
PQC standards harbor lattice-based signatures CRYSTALS-
Dilithium [19], Falcon [30], CRYSTALS-Kyber (key-
establishment) and a hash-based signature SPHINCS+ [31].
Moreover, NIST created a new addendum to their PQC stan-
dardization efforts [32] with a call for additional signature
candidates (July 2023). However, the evaluation and analysis
of this new round will likely last several years [32].

The performance of NIST-PQC schemes has been in-
vestigated for basic communication protocols such as PQ-
TLS [6], [10], [33]–[36]. The lattice-based schemes show the
best performance in terms of balanced key sizes and sign-
ing/verification delay. The overall results show an increased
overhead compared to the conventional counterparts, but only
tolerable for basic use cases involving a small static number
of participants, and especially when it is feasible to fall-back
symmetric key (one-to-one) cryptography via key encapsu-
lation. It is, however, known that NIST-PQC standards are
not designed for highly dynamic, large-scale, heterogeneous,
delay-aware, and lightweight networked systems.

B. Delay-Aware and Lightweight Broadcast Authentication -
Challenges of PQC and SATIN

The cryptographic delay introduced by the conventional-
secure NIST standards (e.g., ECDSA [37]) can disrupt
the delay-aware applications (e.g., vehicular [38], aerial
drones [3], [24]). The conventional-secure signatures suffer
from performance hurdles for vehicular protocols (e.g., IEEE
WAVE [39]), wherein a large number of basic safety mes-
sages are broadcast per second. These challenges grow for
connected vehicles’ Security Credential Management System
(SCMS) [40] protocol with several short-term pseudonym
certificates.

Yet, NIST-PQC standards are significantly costlier than
conventional secure counterparts, and therefore their integra-
tion into real-time and/or lightweight networks will vastly
exacerbate the impacts of cryptographic overhead over such
applications. There is a currently limited number of studies
on this subject, and they confirm the significant performance
challenges of PQC solutions for dynamic mobile networks
(e.g., vehicular [11], [41], [42] and 6G [12], [43]). A similar



research gap also applies to lightweight regimes, as NIST-
PQC signatures are currently not practical for resource-limited
IoE components [14], [26]. These problems will become
more severe in SATINs, since some satellite applications
require broadcast authentication with high rates of bulk data
transmission (e.g., image, GPS signals, and ISR data), and
therefore require high cryptographic throughput [44]. Further-
more, PQ certificate chains are larger than their conventional
counterparts, with higher depths due to the large geographical
areas covered, increasing verification delays. Finally, SATIN
systems will be integrated into various IoE applications, and
demand to operate with lightweight IoT settings. Therefore,
there is a vital need for lightweight and fast PQ-secure
signatures that mitigate the cryptographic overhead of NIST-
PQC standards for SATIN applications.

Another important concept is hybrid PQC-conventional
techniques that combine both classical and post-quantum
schemes [45] so that as long as at least one of the algorithms
used remains secure, the hybrid will remain secure [22]. This
concept promotes cryptographic agility [23], which is another
important research topic.

C. PQ Broadcast Authentication with Time-Factor

The basic symmetric-key cryptography offers near-optimal
performance with PQ-safety, but unfortunately is not scal-
able for dynamic broadcast environments. However, Perrig
et al’s TESLA (Timed Efficient Stream Loss-tolerant Au-
thentication) [15] achieves a public verification of Message
Authentication Codes (MACs) [27], albeit by leveraging time-
factor and loose time synchronization. There is some recent
work on TESLA’s integration into various use cases (e.g.,
biometric [46], vehicular [47], others [16]). However, they do
not aim to mitigate the fundamental limitations of TESLA in
terms of large-scale key management, disclosure, and synchro-
nization hurdles, nor do they consider complex SATIN cases.
One research direction is to develop strategies by harnessing
SATIN’s unique features to unleash the sheer potential of
TESLA for near-optimal PQ-safe broadcast authentication.

D. Comprehensive Evaluation of PQC in SATIN

One of the most critical gaps in the state of the art lies in a
comprehensive evaluation of PQC in complex SATIN settings.
For example, there is a lack of protocol-level performance
analysis for SATIN such as satellite to drone to terrestrial
scenarios. These systems use a variety of protocols such
as DVB-X, delay-tolerant protocols, and Mavlink [48]. It
is not clear how the delay of PQC, packet fragmentation
due to extra packets, and packet loss impact the overall
efficiency in these heterogeneous systems. There is a lack of
holistic global performance analysis with simulations, e.g., for
various multi-tiered satellite systems with multiple terrestrial
connections and high dynamicity. This is more challenging
when a multitude of IoT components in the IoE paradigm
are integrated. Given millions of objects, how the protocol
level differences for conventional versus NIST-PQC versus the
proposed cybersecurity fabric will manifest themselves needs

to be investigated. Moreover, the trade-offs between distributed
computing/offloading and PQC optimization deserve more
attention.

V. CONCLUSION

Enabling efficient and secure broadcast functionalities by
innovating on emerging PQC standards [7] via new offline-
online transformations, distributed execution strategies, and
algorithmic improvements is crucial for a novel cybersecurity
SATIN fabric. The architectural capabilities of the terrestrial
segment to mitigate the PQ commitment (and/or private/public
keys) generation and distribution burden while enabling re-
silient key management for SATIN protocols are an impor-
tant research topic. Any such fabric should be accompanied
by a comprehensive performance evaluation framework with
simulations and tests (e.g., over NSF FABRIC [49]) for
novel network security assets that encapsulate several satellite-
enabled applications and software-defined network architec-
tures. Overall, these proposed research efforts are expected
to make a significant impact by enabling trustworthy NextG
satellite-terrestrial networks.
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