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Abstract—The U.S. Federal Public Key Infrastructures (FPKI)
relies on digital certificates and a network of Certificate Au-
thorities (CAs) to build trust between federal agencies and their
commercial partners. However, the current certificate genera-
tion process of FPKI faces two critical issues: The emerging
quantum threats that jeopardize the security of conventional-
secure digital signatures and the systemic vulnerabilities intro-
duced by centralized signing operations. While threshold Post-
Quantum (PQ) signatures offer a promising foundation for
compromise-resilient trust, their adoption within the FPKI re-
mains constrained by strict standard compliance requirements.
ML-DSA is a prominent construction for thresholding within
the NIST-PQ standards. However, existing threshold construc-
tions of ML-DSA diverge from the NIST standard, limiting
algorithmic compliance and hindering adoption in regulated
settings such as FPKI, which require thorough cryptanalysis
and revalidation. Hence, no fully standard-compliant threshold
PQ solution currently meets FPKI’s need for a distributed and
quantum-resistant trust infrastructure.

We introduce SHIELD, an efficient threshold NIST-PQ-
compliant signature framework that replaces its classical cen-
tralized counterpart in certificate generation within the FPKI.
SHIELD provides several key properties that overcome the limi-
tations of prior approaches. First, it achieves algorithmic FIPS-
204 compliance and seamless functional interchangeability with
standard ML-DSA, without altering the signing algorithm.
Second, it conforms to FPKI’s structural and operational
requirements, provides high security against adversarial envi-
ronments, and prevents fraudulent certificates by mitigating
single-key compromise risks. Finally, we provide the open-
source implementation of SHIELD. We empirically evaluated
the performance of SHIELD under diverse network latency
conditions to validate its practical conformance with FPKI
operational needs.

1. Introduction

The Federal Public Key Infrastructure (FPKI) [1] pro-
vides the U.S. Government with a common baseline for
administering digital certificates and credentials that enable
federated trust across government entities. Structurally, the
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Figure 1: Roadmap of threshold PQ-secure signatures to-
ward algorithmic NIST-compliance for FPKI.

FPKI forms a federated hierarchy comprising root (Com-
mon), intermediate, and issuing CAs that issue digital cre-
dentials (e.g., Personal Identity Verification (PIV) certifi-
cates [2]) to federal agencies and approved commercial
partners. Managed by the FPKI Policy Authority (FPKIPA)
and operated by the FPKI Management Authority (FP-
KIMA), the FPKI ensures that all implemented mechanisms,
including cryptographic components supporting federal au-
thentication, digital identity, and inter-agency data exchange,
comply with federal mandates (e.g., FISMA [3], the E-
Government Act [4]) and standards (e.g., NIST SP 800-63-
3 [5]) to keep operational continuity.

Under the Federal Common Policy Framework [6], [7],
CAs within the FPKI currently employ conventional digital
signatures, such as RSA and ECDSA [8], for certificate
issuance. However, reliance on these schemes exposes the
FPKI to emerging quantum threats. Recent advances (e.g.,
Google’s Willow processor [9], the Quantum Echoes algo-
rithm [10]) illustrate rapid progress toward efficient quantum
computing. Such systems eventually may employ Shor’s
algorithm to break conventional cryptosystems [11].

To mitigate quantum threats, Post-Quantum (PQ) digital
signatures have been developed [12], [13], [14], [15], [16],
including the NIST Post Quantum Cryptography (NIST-
PQC) standards ML-DSA [17], SLH-DSA [18], and FAL-



CON [19] (with FIPS-206 forthcoming). However, their
centralized deployment within the FPKI creates a sys-
temic single point of compromise [20], [21], as each CA’s
private signing key, if compromised, could enable fraud-
ulent certificate issuance and undermine trust across all
federated domains. This has been evidenced by past PKI
breaches [22], [23], [24] and the recent U.S. federal court
system breach [25], which show that even well-defended
infrastructures are vulnerable and threaten institutional trust.

Recognizing the centralization risk under quantum
threats, numerous threshold post-quantum signatures have
been proposed [26], [27], [28], [29], [30], [31], [32], [33],
[34]. NIST has also announced the call for multi-party
threshold schemes [35], which emphasizes that distribut-
ing trust across multiple parties is a critical requirement
alongside a secure post-quantum transition. However, these
threshold post-quantum signatures are not desirable for
FPKI integration, as their underlying post-quantum signa-
tures are not yet standardized. As the cornerstone of fed-
eral digital credentialing, the FPKI must adhere to federal
standards and governance policies that define certificate is-
suance, cryptographic algorithms, and lifecycle management
in accordance with established specifications [8], [17], [36],
[37], [38], [39], [40], [41]. Any deviation from the exact al-
gorithm would render the affected component noncompliant,
undermining its security assurance, and thus require formal
revalidation and costly cryptanalysis [42], [43].

Recent works have focused on NIST-standardized ML-
DSA (FIPS-204) [44] to construct threshold post-quantum
signatures [45], [46], [47] (see Figure 1 and Table 1). De-
spite their merits, they deviate from the ML-DSA’s signing
algorithm. For instance, some rely on the ML-DSA signing
template [48] with message-independent nonce generation,
while others simulate rejected transcripts to enable partial
revelation (requiring further formal analysis). Although such
deviations preserve verifiability under the ML-DSA verifica-
tion algorithm [17] (i.e., functional interchangeability), they
remain non-compliant with the standard specification, and
their adoption by the FPKI requires formal revalidation.

This leads us to a vital research question: Can we
design a compromise-resilient signature framework for the
FPKI that simultaneously satisfies the following properties:
(1) post-quantum security, (2) resilience to single-point
of compromise, (3) functional interchangeability, and (4)
algorithmic compliance with ML-DSA standard for FPKI
operational requirements?

1.1. Our Contributions

We answer the above research question affirmatively by
designing SHIELD (Secure NIST-compliant tHreshold post-
quantum sIgnaturE for federaL PKI Digital-trust), a NIST-
compliant (algorithmically) threshold framework based on
ML-DSA. SHIELD incorporates various secure multi-party
computation (MPC) protocols [49], [50], [51] that execute
each operation in its most suitable computing domain for op-
timal efficiency [52], [53]. In contrast to fully homomorphic
encryption (FHE)-based approaches that enable single-round

signing [54] but remain prohibitively expensive, our mixed-
MPC approach achieves a more practical balance between
computational and communication costs, making it a viable
solution for real-world deployment. SHIELD achieves the
following desirable properties:
• Threshold Compliance with FIPS-204. SHIELD, to
the best of our knowledge, is the first NIST-compliant
(FIPS-204) threshold framework, making it suitable for
compromise-resilient distributed certificate signing in FPKI.
The main ingredient that contrasts SHIELD from prior con-
structions lies in fully following the NIST standards algo-
rithms. In other words, prior constructions offer only partial
compliance (functional interchangeability). Moreover, their
efforts to achieve efficient construction by avoiding dis-
tributed computation of complex functions (e.g., sampling)
led to deviations from standard protocols (e.g., message-
independent nonce precomputation) under various assump-
tions (e.g., partial commitment revelation [47]). In contrast,
FIPS-204 compliance requires faithfully and securely per-
forming every operation mandated by the standard algo-
rithm, whose security is already established without reval-
idation requirement, even if some of those operations are
highly threshold-unfriendly.

To achieve this, SHIELD adopts a mixed MPC archi-
tecture: arithmetic-heavy routines (e.g., polynomial arith-
metic, including NTT-based multiplication) are executed us-
ing SPDZ [49] for high-throughput computation, while bit-
heavy operations (e.g., SHAKE256) leverage WRK17 [50].
This hybrid design achieves high efficiency without com-
promising NIST compliance, yielding a practical, fully
standards-aligned threshold signing framework for the FPKI.
• Performance Profiling and FPKI Deployment Feasibil-
ity. We evaluate the performance of SHIELD, which enforces
adherence to the NIST standard for distributed certificate
signing, across a range of configurations involving multiple
signing servers, diverse network conditions, and all NIST
security levels using both fine-grained and system-level
analysis. Our results show that SHIELD achieves constant-
round signing across all security levels, with end-to-end la-
tency under half a second among four servers, even in high-
latency networks, and with low communication overhead.
As we will discuss in detail in section 6, these performance
characteristics fall well within the operational tolerances of
FPKI workflows, demonstrating the practicality of SHIELD
for federally regulated infrastructures.
• Open-Source Implementation Artifacts. We imple-
mented SHIELD fully from scratch. Additionally, we imple-
mented all bit-intensive components of ML-DSA in Verilog
and synthesized them using Yosys [55] to obtain optimized
gate-level netlists, thereby enhancing circuit efficiency. The
Verilog codebase comprises ∼1400 lines, and the com-
plete methodology, including source and synthesis files,
testbenches, and a reference implementation, is available at:

https://github.com/open-threshold-pqc/SHIELD.git

• Compromise Resilience Against Arbitrary Malicious
Corruptions. SHIELD provides quantum-UC-secure [56]

https://github.com/open-threshold-pqc/SHIELD.git


TABLE 1: Comparison of prior threshold ML-DSA vs. SHIELD’s threshold ML-DSA for adoption in FPKI

Work
Algorithmic

FIPS-204
Compliance

Free of
Security

Revalidation

Federal
Interoperability

Base Work
Threshold

Tools

Concealing
Rejected
Signature

Open
Source

Code (§)

Supported
Parties

(²)

Borin et al. [45] ✗ ✗ ✗ Finally! [32] Single (RSS) ✗ ✓ 6

Dufka et al. [46] ✗ ✗ ✗ Template [48] Single (ASS) ✗ ✗ 2

Bienstock et al. [47] ✗ ✗ ✗
Template∗

[48] Single (SSS) ✗ ✗ ∞

SHIELD
(Threshold ML-DSA) ✓ ✓ ✓ FIPS-204 [17] Mixed (ASS + GC) ✓ ✓ ∞

Abbreviations: RSS = Replicated Secret Sharing; ASS = Additive Secret Sharing; SSS = Shamir Secret Sharing; GC = Garbled Circuit.
Single: All signing occurs within one sharing domain. Mixed (ASS + GC): combines Arithmetic (ASS) and Boolean (GC) MPC via efficient share conversion.
✓: Explicitly supported or demonstrated. ✗: unsupported or non-compliant. ∞: supports arbitrary parties; numeric values indicate reported maximum.
Template∗: Although the signing algorithm follows FIPS-204, the nonce is generated independently of the message, as in the template algorithm [48].

security against fully adversarial environments with an arbi-
trary number of servers controlled by the malicious adver-
sary. This is ensured by the tolerance to dishonest majorities
provided by SPDZ and WRK17. Unlike prior threshold
constructions [46], [47], all ML-DSA’s intermediate values
in SHIELD remain in secure secret shares authenticated
via information-theoretic message authentication codes (IT-
MACs) [49], [57], eliminating potential leakages and provid-
ing resistance against side-channel attacks [58], [59], [60].

2. Models

In this section, we introduce SHIELD, an algorithmically
FIPS-204-compliant threshold post-quantum digital signa-
ture framework.

2.1. System Model

As shown in Figure 2, SHIELD comprises n distributed
server nodes (three illustrated) operated under a CA (e.g.,
DoD Interoperability Root CA) within the FPKI. The
SHIELD supports two main operations:
1 KeyGenDis (Key Generation and Distribution): Given
security parameter λ and the number of servers n, this op-
eration generates a FIPS-204 key pair (sk, pk) and splits sk
into n shares {JskK1, . . . , JskKn}. In our system, we assume
that CA is trusted during one-time setup and performs this
initial key generation and secret sharing. The trusted CA
then securely distributes the shares to the corresponding
servers and subsequently deletes the original sk.
2 ThrSign (FIPS-204 Threshold Signing): Given the to-
be-signed message m (instantiated as TBSC [61] in FPKI),
and all servers’ private key shares {JskK1, . . . , JskKn}, this
operation, jointly executed by the servers, produces the
FIPS-204-compliant signature serving the core component
of the X.509 certificate in FPKI.

2.2. Threat Model

We consider a malicious, static, quantum-polynomial
time (QPT) adversary A capable of corrupting up to n− 1
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Figure 2: System overview of SHIELD. For simplicity, three
servers are shown, though it generalizes to any numbers.

signing servers, where malicious behavior includes injecting
faulty information, selectively aborting phases (e.g., during
ThrSign), forking internal states to probe for secrecy leak-
age, and colluding among corrupted servers. The QPT aspect
means that all computations of A run in time polynomial
in the security parameter λ on a full quantum computer,
capturing post-quantum threats that compromise classical
digital signatures.

The adversary’s goals are to break the confidentiality of
the signing key or the unforgeability of the resulting signa-
ture. They can attempt to achieve these goals by interfering
with the protocol’s interactive phases: (i) Attacks before
ThrSign:Amay compromise one or more servers, extracting
their respective shares of sk with the intent of reconstructing
the entire private key and undermining the confidentiality
guarantees of the key generation process. (ii) Attacks during
ThrSign: This interactive phase is the primary target for
A. When executing the ThrSign, corrupted servers can
deliberately send a malformed or computationally incorrect
message to the non-compromised servers. The objective is



to trigger faulty responses that leak information about their
respective private key shares. (iii) Attacks after ThrSign:
This threat directly addresses the goal of forging a signature.
After observing one or more legitimate executions of the
protocol and collecting all associated public information and
internal state from corrupted servers, A aims to forge a new,
unapproved signature.

3. Building Blocks

In this section, we present the cryptographic building
blocks underlying SHIELD, focusing on the core operations
of the ML-DSA signature and MPC protocols.
Notation. Let Fp denote a prime field. For a prime q ∈ Z,
define the quotient ring Zq := Z/qZ. The polynomial ring
Rq = Zq[X]/⟨XN + 1⟩ consists of polynomials of degree
less than N with coefficients in Zq. We write x

$← S
for uniform sampling from a finite set S. For a ∈ Rq,
the infinity norm is ∥a∥∞ = maxNi=1 |ai|, where ai are
the coefficients of a. For b ∈ Rk

q , we define ∥b∥∞ =
maxki=1 ∥bi∥∞. A specific share of x is denoted by JxKt,
where t ∈ {a, b} indicates arithmetic (Zp) or Boolean (Z2)
sharing, and general sharing of x is written as JxK. Shares
are generated as {JxKti}ni=1 ← Sharet(x) and reconstructed
as x ← Reconstructt({JxKti}ni=1). Scalars are denoted by
lowercase letters (e.g., a), vectors by bold lowercase (e.g.,
a), matrices by bold uppercase (e.g., A), and we use [n] to
denote the set {1, 2, . . . , n}.

3.1. Overview of ML-DSA (FIPS 204)

The Module-Lattice-Based Digital Signature Standard
(ML-DSA) [17] is a NIST-standardized, PQ-secure signa-
ture (FIPS-204 [17]) based on the hardness of MLWE and
SelfTargetMSIS problems (see Appendix A). Derived from
a Schnorr-like identification protocol via the Fiat-Shamir
transform, it employs rejection sampling to ensure signatures
are statistically independent of the secret key [62]. ML-DSA
also leverages structured lattices for efficiency, enabling fast
polynomial operations via the Number Theoretic Transform
(NTT) and compact key sizes. We outline the ML-DSA:
1 ML-DSA.KeyGen(ξ): Given a 32-byte seed ξ, it deter-
ministically derives a private-public key pair. The seed
is expanded using an Extendable Output Function (XOF)
(SHAKE256) to obtain (ρ, ρ′,K) for generating key com-
ponents. The public matrix A ∈ Rk×ℓ

q is derived by
ExpandA(ρ), and the secret vectors s1 ∈ Rℓ

q and s2 ∈ Rk
q ,

with bounded coefficients (η), are sampled by ExpandS(ρ′).
The vector t = As1 + s2 is computed and split into high-
bits t1 and low-bits t0 via Power2Round. The private and
public keys are sk = (K, s1, s2, t0) and pk = (ρ, t1), with
public tr = H(pk).
2 ML-DSA.Sign(sk,M ′, rnd): Given the secret key sk, mes-
sage M ′, and per-message randomness rnd, a seed ρ′′ ←
H(K∥rnd∥µ) is derived with µ ← H(tr ∥ M ′). A counter-
based rejection sampling loop starts by deriving a nonce

y ← ExpandMask(ρ′′). The commitment w = Ay is
computed, from which the high-order bits w1 are extracted.
A hash c̃ = H(µ∥w1Encode(w1)) yields the challenge
c = SampleInBall(c̃). The response vector is z = y + cs1,
and r0 = LowBits(w − cs2). The loop is accepted if
∥z∥∞ < γ1 − β and ∥r0∥∞ < γ2 − β. If accepted, hint
h = MakeHint(−ct0,w − cs2 + ct0) is computed and
signature σ = (c̃, z,h) is accepted if ∥ct0∥∞ < γ2 and
h’s Hamming weight is ≤ ω.
3 ML-DSA.Verify(pk,M ′, σ): Given the public key pk,
message M ′, and signature σ, the verifier derives the chal-
lenge c from the commitment hash c̃ and uses it with z and
the public key to compute an approximate commitment w′.
The hint h is used by UseHint to recover the high-order bits
w′1, which are hashed with µ ← H(tr ∥ M ′) to derive the
commitment hash c̃′. The signature is accepted if c̃′ = c̃ and
the response satisfies the bound ∥z∥∞ < γ1 − β.

For details on ML-DSA’s supporting components, see
Appendix B. FIPS-204 defines security levels 2, 3, and 5 as
ML-DSA-44, ML-DSA-65, and ML-DSA-87, respectively.

3.2. Mixed-Mode MPC

MPC [49], [50] allows multiple parties to compute
a function over private inputs without revealing anything
beyond the output. General-purpose MPC uses Boolean
or arithmetic circuits, but mixed-mode MPC enhances ef-
ficiency by selecting the optimal representation for each
operation (e.g., Boolean for hashing, arithmetic for addition)
with domain conversion via daBits [51]. We next describe
the two protocols underlying our mixed-mode MPC:
SPDZ. The SPDZ protocol [49] is a preprocessing MPC
protocol for arithmetic circuits providing active security with
abort against a dishonest majority. In the offline phase,
multiplication triples (Beaver triples) are generated, and
in the online phase, the circuit is evaluated over private
inputs. A secret x ∈ Fp is shared with its information-
theoretic MAC (IT-MAC) as JxKai = (xi, γi(x)), where
x =

∑n
i=1 xi mod p and αx =

∑n
i=1 γi(x) mod p, with

α as the global MAC key. SPDZ supports local linear
operations, Jc1x + c2yKa = c1JxKa + c2JyKa for constants
c1, c2 ∈ Fp, and share multiplication using Beaver triple:
JxyKa ← ShareMult(JxKa, JyKa) [49]. Additionally, SPDZ
supports an efficient batch MAC checking mechanism [63],
namely BATCH MAC CHECK(.), which verifies the in-
tegrity of the opened values (see section 4 for details). It
takes the Agreed Random Values (denoted as AGVs) and
the locally stored partially opened values during protocol
execution as inputs, and returns true if all partial openings
pass the integrity test, and false otherwise.
WRK17. The WRK17 protocol [50] is a constant-round
MPC for Boolean circuits, secure against up to n− 1 mali-
cious parties. It uses BDOZ-style authenticated sharing [57],
where a bit x is shared as JxKbi with x =

⊕n
i=1 xi. For

a function f represented as a Bristol-format circuit [64],
the protocol runs in two phases: an offline preprocessing
phase, WRK17.preprocess(f), where parties collaboratively



construct an authenticated garbled circuit, and an online
evaluation phase, WRK17.online(f, ·), in which the circuit
is securely evaluated over the shared inputs, producing
authenticated shared output bits.

Cross-domain conversions. Domain conversion uses daBits
(JrKa, JrKb) [51], pairs of shares representing the same ran-
dom bit in both domains. We denote the conversion of an
authenticated share from arithmetic to Boolean using pre-
computed values (JrxKa, JrxKb) as JxKb ← A2B(JxKa), and
similarly, the conversion from Boolean to arithmetic with
precomputed (JryKa, JryKb) is written as JyKa ← B2A(JyKb).

4. Our Proposed SHIELD

In this section, we present the core operations of
SHIELD: KeyGenDis and ThrSign, focusing on the latter,
which enables algorithmic FIPS-204 compliance of the re-
sulting signature. For ThrSign, we first give an overview,
highlighting the use of mixed-mode MPC protocols and the
strategic assignment of signing operations, as this assign-
ment is the primary factor shaping overall performance. We
then provide a detailed design analysis of it along with its
performance costs, highlighting a cost-effective thresholding
approach. Our design sets the threshold t equal to the total
number of servers n, ensuring that all servers participate in
signing, thereby maximizing trust and accountability.

4.1. Key Generation and Distribution

Since SHIELD is compliant with the FIPS-204 standard,
the CA first generates an FIPS-204 key pair (sk, pk) and
secret-share sk among the servers. In the KeyGenDis given
the security parameter λ and the number of servers n, each
serveri receives its share JskKi. The private key consists
of a 32-byte key K and vectors s1 ∈ Rℓ

q, s2 ∈ Rk
q ,

and t0 ∈ Rk
q . The key K is Boolean-shared bit-wise,

{JKKbi}ni=1 ← Shareb(K), while each polynomial vector is
arithmetic-shared coefficient-wise over N coefficients. Since
signing operations (e.g., matrix multiplications) leverage the
NTT for efficiency (to be detailed shortly), we first apply
the NTT to s1, s2, and t0 before generating their arithmetic
shares: {Jŝ1Kai }ni=1 ← Sharea(NTTt(s1)), {Jŝ2Kai }ni=1 ←
Sharea(NTTt(s2)), {Jt̂0Kai }ni=1 ← Sharea(NTTt(t0)). Fi-
nally, each share is securely distributed to its corresponding
server via the CA.
Distributed Key Generation: While SHIELD assumes the
key generation is done by a trusted CA, this process can
also be thresholded using a distributed key generation based
on mixed-mode MPC. Specifically, servers collaboratively
compute the public seed ρ and shares of the secret seed ρ′

and key K, and then derive the shares of secret s1 and s2
from ρ′ (by evaluating hash functions under WRK17). Then
servers can jointly compute the shares t = As1 + s2 (via
SPDZ), where A is derived from the public seed ρ, and then
reconstruct the corresponding public key t from its shares.

4.2. Threshold Signing

Given the complexity of SHIELD’s ThrSign, we begin
with its overview. Then we provide an in-depth analysis of
its design rationale, focusing on the threshold-friendliness of
operations and their impact on performance. Before delving
into ThrSign, we introduce the preprocessing required for
the mixed-mode MPC protocol.

Before executing ThrSign, each server performs mixed-
mode MPC preprocessing to generate the Correlated Ran-
dom Values (CRVs) needed for the online phase (sub-
section 3.2), including daBits, Beaver triples, and AGVs
for SPDZ batch MAC checking. In parallel, servers using
the WRK17 preprocessing mechanism construct sufficient
authenticated garbled circuits for all Boolean-heavy signing
functionalities (e.g., HighBits and SHAKE256).

4.2.1. ThrSign Overview. The ThrSign takes message m
and private key share JskKi from each serveri as the inputs
and generates the signature. It enables distributed signing of
signature by servers. Each server uses its JskKi with m to
produce a FIPS-204 signature share JσKi. They send the
shares to the CA that reconstructs the signature σ. The
threshold protocol is summarized in Algorithm 1 (details
omitted), with thresholded functionalities indicated by the
subscript t. All intermediate values remain in arithmetic or
Boolean shares, depending on their mapping to SPDZ or
WRK17. For the public values such as public matrix A, we
just use plaintext representation rather than shared form.

Module operations, matrix-vector scalar-share
multiplication (step 8), vector-share addition/subtraction
(steps 12, 13, 18), and polynomial-vector share
multiplication (steps 12, 13, 17, 18), are executed
using the SPDZ protocol . These are implemented at the
coefficient level: local SPDZ share addition and scalar-share
multiplication, and interactive SPDZ share multiplication.
In contrast, ML-DSA nonlinear functions, such as H,
ExpandMask, and HighBits, are best implemented with the
WRK17 protocol , operating on Boolean shares as input.
As shown in the algorithm, we adopt a mixed-mode MPC
approach that selects the most suitable protocol for each
component, maximizing performance while preserving
algorithmic FIPS-204 compliance without any deviation.
ML-DSA Template and FIPS-204 Compliance. As shown
in Algorithm 1, the nonce y must be derived from a seed
that depends on the message, which becomes available
only during the online phase. Prior threshold ML-DSA
works [45], [46], [47], [65] follow the original ML-DSA
template [48], instead sampling the nonce independently
of the message. This design enables nonce shares to be
generated offline and avoids the costly MPC operations of
H in step 5 and ExpandMask in step 7 that are seed-related.
While efficient and valid, this method violates algorithmic
FIPS-204 compliance and, hence, is unsuitable for FPKI
adoption.
Intermediate Values and Side-Channel Attacks. All in-
termediate values remain in IT-secure arithmetic or Boolean



Algorithm 1: SHIELD.ThrSign:

σ ← ThrSign(JskKi,M ′ = m)

1:
(
JKKb, Js1Ka, Js2Ka, Jt0Ka

)
← unpackJskKi

2: A← ExpandA(ρ) ▷ ρ is public
3: JµKb ← Ht (M

′ ∥ tr) ▷ tr is public
4: ctr← 0 ▷ loop counter
5: Jρ′Kb ← Ht (JKKb ∥ JµKb)
6: while (JzKa, JhKb) =⊥ do ▷ init (JzKa, JhKb)←⊥
7: JyKa ← ExpandMaskt (Jρ′Kb, i)
8: JwKa ← A JyKa

9: Jw1Kb ← HighBitst (JwKb, 2γ2)
10: Jc̃Kb ← Ht (JµKb ∥ Jw1Kb)
11: JcKa ← SampleInBallt (Jc̃Kb)
12: JzKa ← JyKa + JcKa Js1Ka

13: r0 ← LowBitst
(
JJwKa - JcKa Js2Ka Kb, 2γ2

)
14: if ∥JzKb∥∞ ≥ γ1 − β or ∥Jr0Kb∥∞ ≥ γ2 then
15: (JzKa, JhKb)←⊥
16: else
17: JhKb ← MakeHintt

(
J -JcKa Jt0Ka Kb,

18: JJwKa - JcKa Js2Ka + JcKa Jt0Ka Kb, 2γ2
)

19: if ∥Jct0Kb∥∞ ≥ γ2 or ∥Jh#1sKb∥ > ω then
20: (JzKa, JhKb)←⊥
21: end if
22: end if
23: ctr← ctr + ℓ
24: end while
25: Reconstruct (c̃, z,h) using Reconstructt(.) (see section 3)
26: σ ← (c̃, z,h)
27: return σ

shares, with mixed-mode MPC and secure share conversion
enabling evaluation without disclosure. This prevents expo-
sure of values such as w1 or rejected signatures (c̃, z,h),
mitigating recent side-channel attacks [58], [59], [60] that
exploit such disclosures to recover the private key.

4.2.2. ThrSign Design Rationale. In this section, we pro-
vide an in-depth analysis of the ThrSign operation, breaking
down each ML-DSA subroutine in the signing phase into
core functionalities and showing how they are individually
thresholded using SPDZ or WRK17. Figure 3 presents the
complete threshold FIPS-204 Sign algorithm (step 2 ) with
a breakdown of components: (i) thresholded components are
marked with subscript t (e.g., Ht, SampleInBallt); (ii) SPDZ-
thresholded components are shown in blue (e.g., modular
arithmetic); (iii) WRK17-thresholded components are shown
in red (e.g., HighBits); and (iv) share-conversion functions
(A2B, B2A) appear in cyan. Each component is expanded in
its box, with internal operations highlighted in a consistent
color scheme. We next examine each operation in detail.
Hash Function and Streams 1 . ML-DSA employs the
SHAKE256 XOF [66] (denoted SHAKE hereafter) as its
hash function. SHAKE follows the sponge construction:
(i) init sets the 1600-bit state to zero; (ii) absorb reads
input in RATE = 136-byte blocks, applying the Keccak-f
permutation after each block to update state; (iii) finalize

applies FIPS-202 padding; and (iv) squeeze iteratively ap-
plies Keccak-f, outputting RATE bytes per iteration until
the desired length is reached. The init and finalize steps run
locally since SHAKE is XOR-based [66], with Keccak-f
as the sole non-linear step implemented via WRK17 3 .
Moreover, ML-DSA’s stream functions for random byte
sequences are thresholded using threshold SHAKE 2 .

Cost: SHAKE is XOR-based [66], with most operations
computable locally under Boolean sharing; overhead arises
only from thresholded Keccak-f calls via WRK17, scaling
linearly with the number of calls. We note that these calls
need not be performed independently and can be combined
into a single functionality to reduce round complexity. For
example, line 6 requires kℓ calls, while line 11 requires 5-8
calls depending on the security level affecting w1’s rank.
Nonce with ExpandMask 4 . The nonce vector y is gener-
ated via threshold ExpandMask using seed Jρ′′Kb and nonce
ctr, producing ℓ polynomials. Each polynomial is obtained
by generating ⌈POLY SIZE

RATE ⌉ RATE-byte blocks with SHAKE
streams 2 , then applying bitUnpack∗ to extract coefficients
in [0, 2γ1) to be in the field. POLY SIZE is 576 for ML-
DSA-44 and 640 for ML-DSA-65/87.

Cost: Implemented via SHAKE streams, the overhead
comes from ⌈POLY SIZE

RATE ⌉ threshold Keccak-f calls. In [46],
[47], this step is done message-independently following the
template of [48], removing its cost from the online phase
and thereby losing full FIPS-204 compliance.
Module Operations 5 . In ML-DSA, the main module
operations are (i) vector addition, adding polynomials in Rq

component-wise, which reduces to coefficient-share addi-
tions, and (ii) matrix-vector or scalar-vector multiplication,
carried out under the usual module rules. Matrix-vector
multiplication appears in commitment generation (step 8)
with the public matrix A. Scalar-vector multiplication is
used in response (steps 14-15) and in hint vector (step 22)
computations, where the scalar c multiplies the vectors s1,
s2, and t0 as polynomial arithmetic shares. With the NTT
6 , 7 , these reduce to coefficient-wise share multiplications:

(◦) locally when one is constant (e.g., A), or (•) via
ShareMult when both are shares.

Cost: Each ShareMult uses one Beaver triple, requiring
ℓN triples in step 14 and kN in steps 15 and 22. We note
that the calls to ShareMult can be performed in a single
round to compute cs1, cs2, and ct0, without needing to wait
for the computation of MakeHint.
Decomposition to HighBits and LowBits 4 . The commit-
ment vector w is decomposed coefficient-wise into high and
low bits using Decompose implemented via WRK17. The
circuit for an individual decomposition takes a fixed 23-bit
coefficient (23-bit q) and outputs the 23 low bits, with the
number of high bits depending on the security level: (i) ML-
DSA-44 outputs six high bits (29 bits total); (ii) ML-DSA-
65/87 outputs four bits (27 bits total). Restricting outputs to
the required high-bit size rather than 23 bits reduces both
circuit depth and gate count.

Cost: For w ∈ Rk
q , the total computational overhead

is kN calls to Decompose, done via WRK17. However,



4 Threshold Core Routines in ML-DSA

!v"b → ExpandMaskt(!s"b, nonce):
1: for r from 0 to ω↑ 1 do
2: !state"b → 01600

3: SHAKEt.stream init(!state"b, !s"b, nonce)
4: !o"b → SHAKEt.squeezeblocks(!state"b,

⌈
POLY SIZE

RATE

⌉
)

5: !vr"b → BitUnpack→t (!o"b)
6: end for
7: return !v"b → {!vr"b}ω↑1

r=0 ε Pack polynomial

(!w1"b, !w0"b)→ HighBitst(!w"b), LowBitst(!w"b):

1:

(
!whigh

ij "b

!wlow
ij "b

)
→WRK17.online(Decompose, !wij"b) 0↓i<ω

0↓j<N

2: !w1"b → {!whigh
ij "b} 0↓i<ω

0↓j<N
, !w0"b → {!wlow

ij "b} 0↓i<ω
0↓j<N

3: return !w1"b and !w0"b

!p"b → SampleInBallt(!s"b):
1: !state"b → 01600

2: SHAKEt.absorb(!state"b, !s"b)
3: SHAKEt.finalize→(!state"b)
4: !o"b → SHAKEt.squeezeblocks(!state"b, 1)
5: {!pi"b}N

i=1 →WRK17.online(FisherYates, !o"b)
6: return {!((q ↓ 2) ↔ pi)"b}N

i=1

(!h1s"a, !h"b)→ MakeHintt(!w"b, !v"b): 0 ↗ i < k

1: !w1"b → HighBitst(!w"b), !w↔"b → Encode→(!w1i"b)
2: !v1"b → HighBitst(!v"b), !v↔"b → Encode→(!v1i"b)
3: (!h1s

i "b, !hi"b)→WRK17.online(MakeHint, !w↔"b, !v↔"b)
4: !h1s"a → !h1s"a + B2A→(!h1s"b)
5: return !h1s"a, {!hi"b}k

i=0

{0, 1} → ↔!v"b↔↗(↘ bound):
1: !x↔"b → Encode→(!w"b)
2: !r"b →WRK17.online(CheckNorm, !x↔"b, bound→)
3: return r → Reconstructb({!r"b

i}n
i=1)

{0, 1} → !h1s"b > ϑ:
1: !r"b →WRK17.online(HintOneCmp, !h1s"b)
2: return r → Reconstructb({!r"b

i}n
i=1)

Algorithm 2: SHIELD.ThrSign

Input: !sk" =
(
!K"b, !ŝ1"a, !ŝ2"a, !t̂0"a

)
, M →, rnd

Output: ML-DSA Signature ω = (c̃, z,h)

1: A→ ExpandA(ε) ϑ ε is public
2: µ→ H(BytesToBits(tr) ↑M →, 64) ϑ tr is public
3: !ε→→"b → Ht(!K"b ↑ rnd ↑µ, 64)
4: (!z"a, !h"b)→↓ and ctr→ 0
5: while (!z"a, !h"b) = ↓ do
6: !y"b → ExpandMaskt(!ε→→"b, ctr)
7: !y"a→ B2A↑(!y"b)
8: !w"a → NTT↓1

t (Â↔NTTt(!y"a))
9: !w"b→ A2B↑(!w"a)

10: !w1"b → HighBitst(!w"b)
11: !c̃"b → Ht(µ ↑w1Encode(!w1"b), ϖ/4)
12: !c"b → SampleInBallt(!c̃"b)
13: !c"a→ B2A↑(!c"b), !ĉ"a → NTTt(!c"a)
14: !cs1"a → NTT↓1

t (!c"a•!ŝ1"a)
15: !cs2"a → NTT↓1

t (!c"a•!ŝ2"a)
16: !z"a → !y"a+!cs1"a

17: !r0"b → LowBitst(A2B↑(!w"a↗!cs2"a))
18: !z"b→ A2B↑(!z"a)
19: if ↑!z"b↑↔↘ ϱ1 ↗ ς or ↑!r0"b↑↔↘ ϱ2 ↗ ς

then
20: (!z"a, !h"b) = ↓
21: else
22: !ct0"a → NTT↓1

t (!c"a•!t̂0"a)
23: (!h1s"a, !h"b)→ MakeHintt(
24: A2B↑(↗!ct0"a),
25: A2B↑(!w"a↗!cs2"a+!ct0"a))
26: !ct0"b→ A2B↑(!ct0"a)
27: if ↑!ct0"b↑↔↘ ϱ2 or (A2B↑!h1s"a) > φ

then
28: (!z"a, !h"b) = ↓
29: end if
30: end if
31: ctr→ ctr + ↼
32: end while
33: if BATCH MAC CHECK(.) then
34: c̃→ Reconstructb({!c̃"b

i}n
i=1)

35: h→ Reconstructb({!h"b
i}n

i=1)
36: z→ Reconstructa({!z"a

i }n
i=1)

37: return sigEncode(c̃, z, h)
38: else
39: ABORT(.)
40: end if

8 Polynomial Conversions

!v"a→ B2A↑(!v"b):

1: !vi j"a→ B2A(!vi j"b) 0↓i<(ωor k)
0↓ j<N

!v"b→ A2B↑(!v"a):

1: !vi j"b→ A2B(!vi j"a) 0↓i<(ωor k)
0↓ j<N

1 Threshold Core Routine for Hashing

!o"b→ Ht(!i"b,olen):

1: !state"b→ 01600

2: SHAKEt.absorb(!state"b,!i"b)
3: SHAKEt.finalize↑(!state"b)
4: return !o"b→ SHAKEt.squeeze(!state"b,olen)

Figure 7: Boolean and arithmetic subroutines: A2B, B2A, infinity-norm bound check, and HintOne comparison.

3 Threshold SHAKE256

SHAKEt.absorb(!state"b,!i"b):

1: while read next RATE bytes of !i"b do
2: !state"b→ !state"b↔ !i"b

3: !state"b→WRK17.online(Keccak-f,!state"b)
4: end while
5: !state"b→ !state"b↔ (remaining bytes of !i"b)

!o"b→ SHAKEt.squeeze(!state"b, olen):

1: for i = 1 to
⌈

olen
RATE

⌉
do

2: !state"b→WRK17.online(Keccak-f, !state"b)
3: Append RATE bytes from !state"b to !o↗"b

4: end for
5: return !o"b→ |!o↗"b|first olen bytes

2 Threshold SHAKE256 Stream

SHAKEt.stream_init(!state"b,!s"b,nonce):

1: SHAKEt.absorb(!state"b,!s"b)
2: SHAKEt.absorb(!state"b,nonce)
3: SHAKEt.finalize↑(!state"b)

!o"b→ SHAKEt.squeeze_blocks(!state"b,n):

1: !oi"b→ SHAKEt.squeeze(!state"b, RATE) 1↓i↓n

2: return !o"b→{!oi"b}n
i=1

6 NTTt

!p̃"a→ NTT(!p"a): m = 2s, h = m
2

1: For s = 1 to 8, update each but-
terfly (!p̃ j"a,!p̃ j+h"a) → (!p j"a +
!s, j!p j+h"a, !p j"a ↘ !s, j!p j+h"a) via
constant twiddles !s, j for all pairs.

7 NTTt
↘1

!p"a→ NTT↘1(!p̃"a): m = 2s, h = m
2

1: For s = 8 to 1, update each but-
terfly (!p̃ j"a,!p̃ j+h"a) → (!p̃ j"a +

!p̃ j+h"a, (!p̃ j"a ↘ !p̃ j+h"a)!↘1
s, j ) using

!↘1
s, j . Scale !pi"a→ !p̃i"a · (256)↘1.

5 Module Operations ≃ and •
!ṽ"a→ p≃ !q̃"a: 0↓i<N

1: !ṽi"a→ pi!q̃i"a

!ṽ"a→ !p̃"a•!q̃"a: 0↓i<N

1: !ṽi"a→ ShareMult(!p̃i"a,!q̃i"a)
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!ṽ"a→ !p̃"a•!q̃"a: 0↓i<N
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Figure 3: Design rationale of the SHIELD threshold signing implementation of algorithmically FIPS-204-compliant ML-
DSA. Functions and parameters marked with ∗ are highlighted for further discussion in the text.

given the independence of coefficients, this functionality
is executed as a single comprehensive operation (all kN
coefficients decomposed together) using WRK17 to reduce
round complexity. Moreover, it should be combined with the
subsequent Keccak calls at line 11 and with SampleInBall
(described next), since all of these are performed using
WRK17 and require no conversion.

Challenge Polynomial and FisherYates 4 . The thresh-
old SampleInBall pseudorandomly generates a polynomial
share with at most τ nonzero coefficients (±1) using the
FisherYates shuffling algorithm. The FisherYates is im-
plemented via WRK17 and consumes one block of ran-
dom bytes for swapping index selection. These bytes are
Boolean-shared and derived from SHAKE streams seeded
with the commitment hash Jc̃Kb. The commitment hash
(step 11) is produced by packing the commitment’s co-
efficients with w1Encode, appending µ, and hashing with
H, which is already thresholded via threshold SHAKE 3 .
We note that w1Encode packs by concatenating coefficient

bytes, which applies equally to Boolean shared bytes. As
in [17], one block of random bytes suffices with negligible
failure probability, though an extra block of random indices
may be added for safety.

An optimization in our FisherYates circuit avoids naively
encoding each coefficient of the challenge polynomial with
23 bits. For q = 8380417, the coefficients {−1, 0, 1} map to
(q− 1), q, and (q+1), differing only in the lower two bits;
thus, each coefficient is encoded using two bits. After circuit
evaluation, the full 23-bit values required for the arithmetic
domain are reconstructed by having one signer append
the upper 21 bits of q. In contrast, others append zeros,
thereby preserving Boolean-share correctness. Experiments
show that this optimization reduces the total gate count from
approximately 890K to 355K for ML-DSA-44.

Cost: Constructing the polynomial challenge requires
one threshold SHAKE stream call to obtain a random byte
block (one threshold Keccak-f invocation) and one threshold
FisherYates call implemented via WRK17. We note that this



operation is combined with the preceding HighBits and Ht

computations into a single functionality.
Hint Vector and Hamming Weight 4 . The hint vector
is computed by threshold MakeHint, which takes two poly-
nomial vector shares and, coefficient-wise, outputs whether
adding the first to the second changes the latter’s high
bits. This can be done using WRK17 by packing all
N Boolean-shared coefficients of both polynomials with
Encode∗ (adapted from w1Encode) and processing them
in a single call. The first input, Jct0Ka, has N 23-bits
coefficients (5888 bits total); the second, w1, has N 6-
bit coefficients (ML-DSA-44) or 4-bit (ML-DSA-65/87),
yielding input sizes of 1536 and 1024 bits, respectively.

For all security levels, the circuit outputs 264 bits per
polynomial in the hint vector ∈ Rk

q : the first logN = 8
bits store a Boolean share of its Hamming weight, and
the remaining 256 bits construct the polynomial share. The
complete hint vector share is assembled in Boolean-shared
format from all k polynomial shares. To compute the Ham-
ming weight, parties convert the 8-bit shares from all k
polynomials to arithmetic via A2B, sum locally to obtain a
share of the weight, and convert back to Boolean shares with
B2A. These are then passed to HintOneCmp implemented
using WRK17 4 , which outputs zero if the weight is ≤ ω
and one otherwise.

Cost: Computing the hint vector requires k MakeHint
calls via WRK17. Checking the Hamming weight requires
kA2B+B2A calls plus one HintOneCmp call. The addition
circuit component of the A2B conversion is combined with
MakeHint and HintOneCmp into a single functionality eval-
uated by WRK17. Furthermore, this can be integrated with
the vector norm checking (described next) into one compre-
hensive circuit to further reduce communication rounds.
Vector Norm Checking 4 . Norm checking reduces to
verifying each polynomial and computing the logical AND
of the results. In threshold form, Boolean-shared coefficients
are packed into 5888 bits using Encode∗ and passed to
CheckNorm evaluated via WRK17. The circuit outputs 1
for a bound violation and 0 otherwise, with the bound
hardwired for simpler synthesis. In ML-DSA, norms are
checked against γ2, γ2−β, and gamma1− beta, requiring
9 circuits (3 per security level). After CheckNorm, parties
reconstruct the result; if a violation is found, they output
one, terminate further checks, and restart the loop.

Cost: Norm checks over z, h, and ct0 require ℓ
CheckNorm calls with bound γ1−β, k calls with bound γ2,
and k calls with bound γ2−β, respectively. We highlight that
the vector norm checks for z, h, and ct0 can be combined
into a single functionality and integrated into a larger
circuit together with MakeHint, along with all required A2B
addition circuits to achieve optimal round complexity.
Polynomial Conversions 8 . Vectors and scalars in the
module are shared at the polynomial level and further at the
coefficient level. Conversions between polynomials (A2B∗

or B2A∗) are performed per coefficient.
Cost: Conversion overhead equals the number of A2B

or B2A calls over all scalar or vector’s coefficients. Each

conversion uses a daBit, contributing to the total required
daBits. We note that multiple coefficients are converted in
batch rather than individually (fixed round). Furthermore,
the addition circuit of A2B can be combined with the
WRK17-mapped ML-DSA components into a single func-
tionality (e.g., combining lines 9 and 10).

4.2.3. Avoiding MAC-Key Leakage Vulnerability in In-
tegrity Checking During Signing. Kyster et al. [67] iden-
tify a flaw in the SPDZ MAC-check protocol: in concurrent
or multi-threaded executions, an adversary can extract the
global MAC key α in one thread and reuse it to forge valid
openings in another. While benign under single-threaded UC
analysis, this attack compromises output integrity and, in
some cases, input privacy. We eliminate this risk by applying
the batch MAC-checking technique of [68] to all partial
openings. After signing (Figure 3, step 32), each party Pi

computes ϵi =
∑m

j=1 rjJγ(sj)Ki−
(∑m

j=1 rjsj

)
JαKi where

m is the number of partial openings, rj are AGVs, sj
the opened values, Jγ(sj)Ki the MAC shares, and JαKi
the global MAC-key share. Each server broadcasts ϵi and
verifies

∑n
i=1 ϵi = 0, where n is the number of servers. If

the check passes, all partial openings are valid. This single
aggregated check replaces per-thread checks and closes the
leakage vector reported in [67].

5. Implementation Details

We implemented SHIELD in C++. Its mixed-mode MPC
protocol combines (i) a from-scratch implementation of
SPDZ, (ii) WRK17, which we realized using the EMP-
Toolkit [69], and (iii) from-scratch implementations of share
conversion operations between the two protocols via daBits
(A2B, B2A). The CA handles preprocessing and distributes
key shares and CRVs under audit. For the underlying ML-
DSA, we adopted the original reference implementation1.
The key generation and signature verification use the un-
modified algorithms, ensuring compatibility with signatures
that SHIELD’s ThrSign produces. For threshold signing,
we preserved the original code structure and replaced each
ML-DSA module (e.g., CheckNorm) with its corresponding
threshold-capable variant. To further verify the implemen-
tation, we used unit tests and NIST CMVP KAT files run
under the reference implementation: all signatures generated
by SHIELD were identical to the standard ones.
WRK17 Circuit Generation and Optimizations. To gen-
erate Bristol circuits for WRK17, we described each target
functionality in Verilog (Combinational Logic) and com-
piled it to a gate-level netlist using Yosys [55], an open-
source logic synthesis framework. This flow is generic and
scalable, and Yosys optimizations significantly reduce circuit
size and improve performance. For example, our synthesized
32-bit adder uses 294 gates and 358 wires, about 27% fewer
gates than state-of-the-art implementations (EMP-Toolkit,
OpenFHE, SCALE-MAMBA), which require 375 gates and

1. https://github.com/pq-crystals/dilithium

https://github.com/pq-crystals/dilithium


439 wires, while also leveraging more efficient XOR gates
and fewer costly AND gates. We then converted the resulting
netlist to Bristol format using a converter.

Building on this synthesis flow, we implemented all
ML-DSA components thresholded using WRK17, resulting
in approximately 1400 lines of Verilog code in total. We
implemented each component as an independent Verilog
module with configurable parameters, enabling modular test-
ing. Among these components, the SampleInBall module
proved to be the most complex to design, primarily due to
its reliance on the FisherYates algorithm. In this implemen-
tation, all possible index values (256 possibilities for an 8-
bit index) of the array for bit swapping must be considered
in the circuit, since the circuit cannot terminate early. This
requirement significantly increases the circuit’s complexity
and size, making it more challenging to synthesize. Ap-
pendix C summarizes the number of gates, input wires, and
output wires for functionalities implemented using WRK17
based on our main analysis in section 4.

Following the same methodology, the reference ML-
DSA implementation encodes polynomial coefficients as 32-
bit integers, even though the modulus q = 8380417 fits
within 23 bits. The extra bits introduce gates and wires
in the Boolean circuits. In our Verilog implementation, we
restricted coefficients to 23 bits, reducing circuit size and
improving performance (e.g., total gate reduction from 890K
to 355K in SampleInBall for ML-DSA-44). Moreover, as
we analyzed earlier (see section 4), we used shorter bit-
lengths in certain functions (e.g., HighBits, SampleInBall)
to further shrink the circuits.
Batch Conversion and Multiplication. ML-DSA operates
over modules where scalars are polynomials. In our mixed
MPC framework, coefficients often require domain con-
version, and polynomial multiplications (e.g., cs1) invoke
SMult each time if both coefficients are SPDZ shares.
Naively, this incurs one round per coefficient, dominating
runtime in high-latency settings. To address this, we imple-
mented batch conversion and batch multiplication, collaps-
ing many operations into a single round. For example, the
A2B calls required before HighBits can be performed in a
single round rather than once per coefficient of w, reducing
the cost from kN rounds to just one. As stated earlier in
section 4, the remaining addition circuits are integrated with
the ML-DSA operations as part of a comprehensive WRK17
functionality. Likewise, batch multiplication merges N co-
efficient multiplications of two polynomials into a single
round, performing cs1 in one round instead of kN .

6. Experimental Evaluation

We evaluate SHIELD in two stages. First, we conduct
a step-by-step analysis of the signing process, following
the logical sequence of operations in a typical Fiat-Shamir-
based digital signature. Second, we evaluate the overall sys-
tem performance by measuring collaborative signature gen-
eration across multiple servers and under varying network
conditions. Our analysis quantifies the round complexity,
communication overhead, and computational cost.

6.1. Configuration

Hardware Setup. We benchmarked SHIELD with up to
five servers, a configuration that is both sufficient and cost-
effective for threshold operations [70]. All experiments were
conducted on Ubuntu 24.04 systems, each equipped with an
Intel Core i9-11900K CPU, 64 GB RAM, and a 1 TB SSD.
Network Setting. All experiments were performed within a
local network using software-based emulation to reproduce
different latency conditions: Low (≈ 1 ms), Med (≈ 3 ms),
and High (≈ 10 ms). We set network bandwidth at 10 Gbps.
Parameter Settings. SHIELD adopts the FIPS 204 parame-
ter sets corresponding to all three NIST security levels for
its threshold signing protocol, as summarized in Table 2.

TABLE 2: ML-DSA (FIPS-204) Parameter Configurations

Algorithm (k, ℓ) d τ γ1 γ2 η β ω

ML-DSA-44
(NIST-2)

(4, 4) 13 39 217 q−1
88

2 78 80

ML-DSA-65
(NIST-3)

(6, 5) 13 49 219 q−1
32

4 196 55

ML-DSA-87
(NIST-5)

(8, 7) 13 60 219 q−1
32

2 120 75

Modulus: q = 8380417 = 223 − 213 + 1. Challenge Entropy: log2

(256
τ

)
+ τ

yields 192, 225, and 257 bits for NIST levels 2, 3, and 5, respectively. Rejection Loops:
Expected iterations are 4.25, 5.1, and 3.81 for NIST levels 2, 3, and 5, respectively.
Each polynomial consists of N = 256 coefficients, regardless of the security level.

6.2. SHIELD Fine-Grained Evaluation

In this section, we provide a step-by-step analysis of the
SHIELD signing process, following the logical sequence of
operations in a standard Fiat-Shamir-based digital signature.
We further examine the generic MPC-based threshold com-
ponents integrated into the protocol. For each operation, we
characterize its round complexity, communication overhead,
and computational cost in terms of CPU and memory us-
age. Recall that ML-DSA operates over a 23-bit modulus
(|q| = 23) with a fixed dimension N = 256, while the
parameters k and ℓ vary across security levels (see Table 2).
We present the step-by-step analytical communication costs
in Table 3 and the computational costs in Table 4 and
Table 5. We note that a broadcast communication scheme
is employed instead of a king-based model, reducing the
number of communication rounds rather than keeping the
communication overhead constant.

6.2.1. Fundamental MPC Operations. All WRK17-
thresholded functionalities execute in a constant four-round
online phase among n servers: three rounds for input pro-
cessing and one for output. In Round 1, each server au-
thenticates its input wire masks to all others using BDOZ
MACs. In Round 2, each server broadcasts its masked input
bit, and in Round 3, sends the corresponding κ-bit wire
label to the evaluator, who performs the circuit evaluation
locally, incurring a total communication of 2κ + n bits. In



WRK17, κ is set to 128-bits. During output processing, each
party authenticates its output wire masks to the designated
party via BDOZ MAC exchange. The resulting output wire
values form Boolean shares, which can be directly used or
converted to arithmetic shares via B2A. Computationally,
XOR and INV gates are native Boolean operations, while
AND gates, based on symmetric hashing, dominate the
online evaluation time. In Appendix C we summarize the
circuit complexity (type and number of gates) of WRK17-
thresholded functionalities.

The MPC operation A2B consists of two steps: a partial
opening of |q| bits (one round), followed by a 23-bit addition
circuit in WRK17 (see Appendix C for Mod23Add), which
requires four rounds. In contrast, B2A and SMult complete
in a single round, performing one partial opening of |q| bits
and two partial openings (total 2|q| bits), respectively. The
conversion and multiplication are independent of the number
of shares; that is, during batch conversion or multiplication,
the round complexity remains same, while the communica-
tion cost scales linearly with the batch size.

TABLE 3: Analytical evaluation of online communication
overhead across protocol operations.

Operation Rounds Comm. (bits)∗

Derive ρ′′ 4 1600IWRK + 512κ
Sample y 4 516IWRK + 6528ℓκ

Challenge c 4 2kN |q| IWRK + 2Nκ
cs1, cs2, ct0 1 2N(2k + ℓ)|q|(n− 1)

CheckNorm

and MakeHint
∗∗ 4 2(ℓ+ 3k)N |q| IWRK + (2 + kN)κ

∗ Conversion-related communication costs are excluded from this table and discussed
separately in the text. IWRK represents the number of bits communicated per
input bit in functionalities implemented using the WRK17 protocol, defined as
IWRK = 2κ + n − 1, where κ = 128 bits is the size of the labels and
BDOZ MACs employed in WRK17. ∗∗CheckNorm and MakeHint include checking
∥z∥∞, ∥r0∥∞, ∥ct0∥∞, deriving h, and comparing #1 against ω.

6.2.2. Core Threshold ML-DSA Operations. The core
ML-DSA operations comprise sampling y using a private
seed, performing module operations, computing the chal-
lenge, and executing norm checking and hint generation.
Module Operations. Once a polynomial is in NTT form,
module operations in the threshold setting fall into two
types: (i) SPDZ fast local scalar multiplications, and (ii)
SPDZ share multiplications which require Beaver triples.
After generating the challenge polynomial c, computing cs1,
cs2, and ct0 requires (2k + ℓ)N triples, with each server
broadcasting 2|q| bits per triple during multiplication.
Polynomial Conversion. The required conversions are as
follows. The B2A conversions occur (i) for y when comput-
ing the commitment, requiring ℓN |q| bits of communication;
(ii) for c when computing cs1, cs2, and ct0, requiring N |q|
bits; and (iii) for w0 at line 17, requiring kN |q| bits. Note
that the B2A conversions for c and w0 can be completed in
a single round. The A2B conversions are needed to process
the commitment for HighBits ( ℓN |q| bits) and to convert z,

r0, ct0 for CheckNorm, and the first input of MakeHint ,
amounting to total N(ℓ + 3k)|q| bits of communication.
All A2B conversions for CheckNorm and MakeHint can
be executed in batch. In the following, we show how these
conversions can be further integrated with the core ML-DSA
circuit to further reduce round complexity.

WRK17 Thresholded ML-DSA Operations. As men-
tioned before, all WRK17-based functionalities are com-
pleted in four rounds, with circuit evaluation executed lo-
cally by one server. The random seed ρ′′ and vector y
are computed independently; since ρ′′ remains fixed across
iterations, it requires no recomputation. Deriving ρ′′ in-
volves a call to the Keccak-f-1600 permutation, producing
a 64-byte seed subsequently used to generate y, where the
circuit outputs 6ℓ × 1088 bits (see section 4). Computing
the challenge polynomial c entails generating and hashing
the commitment, followed by the Fisher–Yates algorithm
(Steps 8 and 11–12), all of which can be consolidated
into a single WRK17 functionality with kN |q| input bits.
Similarly, verifying the norms of |z|∞, |r0|∞, and |ct0|∞,
along with constructing the hint vector h by counting ones
and comparing against the threshold ω, can be integrated
into one WRK17 functionality with (ℓ+3k)N |q| input bits.

We make two key observations. First, computing the
challenge requires applying HighBits, which invokes A2B;
likewise, all CheckNorm and MakeHint operations require
A2B before evaluation, which in turn involves addition cir-
cuits. Since these additions occur within the garbled circuit,
we integrate them into the core ML-DSA circuit to further
reduce round complexity, resulting in a doubled communica-
tion cost (2kN |q|). Second, in successful iterations, all norm
checks are fully evaluated. Hence, merging these operations
balances computation and communication: early rejection
reduces computation but increases rounds, while merging
reduces round complexity but with higher computation.

In addition to the thresholded core ML-DSA oper-
ations and MPC-specific components, the final phases,
BATCH MAC CHECK and all reconstructions performed
via Reconstruct (Figure 3, steps 33-37), require two addi-
tional rounds in total [49], [50]. During signature reconstruc-
tion, the servers exchange signature shares equal in size to
an ML-DSA signature, while the MAC batch check involves
an exchange of |q| bits.

In Table 4, we present the local evaluation time of the
core ML-DSA components, including those implemented
using WRK17, across NIST security levels 2-5. In our
framework, only one server acts as the evaluator; hence, we
report the CPU cycles and memory usage for this party. The
derivation of the private seed ρ′′ is independent of ML-DSA.
Among all operations, deriving the expand mask is the most
costly due to the multiple (6ℓ, see section 4 for constant
6) calls to the SHAKE.squeeze function, which internally
invokes the Keccak-f permutation. Notably, deriving the
challenge also incurs significant cost, as it requires coef-
ficient decomposition along with hash calls to HighBits and
SampleInBall. The decomposition for NIST-3 and NIST-5
is more lightweight than for NIST-2, while other operations



at these levels are more expensive. Consequently, the drop
from 255 to 250 million cycles is notable, but this reduction
is offset at NIST-5 by the increased number of hash calls and
the higher cost of the FisherYates algorithm. In addition, in
Table 5 we report the evaluator’s memory usage during com-
putation. For circuit-based operations, this includes storing
the circuit representation in Bristol format (i.e., gates and
their input/output wires), the evaluation labels for all wires,
the input labels sent by other signers to the evaluator, and the
masked input bits. For non-circuit operations such as cs1,
cs2, and ct0, memory usage stems from storing intermediate
values required for partial openings.

TABLE 4: Signer’s online CPU cycles (Million cycles)
measured over one successful ML-DSA signing iteration.

Algorithm
Operation

ML-DSA-44 ML-DSA-65 ML-DSA-87

Derive ρ′′ 13 13 13
Sample y 328 425 584

Challenge c 255 210 270
cs1, cs2, ct0 0.70 1.21 1.37
CheckNorm

and MakeHint
110 162 216

A single Keccak-f permutation call takes 12.39 MCycles. In the above computations,
we exclude the costs associated with conversions, including the addition circuits
integrated into the ML-DSA components, to report the pure ML-DSA computation.

TABLE 5: Signer’s online memory consumption (MB) mea-
sured over one successful ML-DSA signing iteration.

Algorithm
Operation

ML-DSA-44 ML-DSA-65 ML-DSA-87

Derive ρ′′ 5.8 + 0.048n 5.8 + 0.048n 5.8 + 0.048n
Sample y 159.1+0.41n 198.9 + 0.5n 278.4 + 0.7n

Challenge c 98.2 + 0.72n 88.6 + 1.08n 101.1 + 1.4n
cs1, cs2, ct0 0.023 0.033 0.044
CheckNorm

and MakeHint
54.7 + 0.14n 78.4 + 0.2n 105.7+0.27n

6.3. SHIELD System-Level Online Cost

We evaluate the online performance of SHIELD, where
the servers collaboratively generate and reconstruct a joint
signature. The online signing latencies for a single success-
ful ML-DSA signing loop (see Table 2 for average loop
counts) are measured across varying numbers of servers,
security levels, and network conditions, as presented in
Table 6. We distill the following key takeaways:

Algorithmic NIST Compliance. SHIELD provides NIST-
compliant threshold ML-DSA secure against malicious ad-
versaries by following FIPS-204 [17]. In contrast, prior
works [45], [46], [47] trade algorithmic compliance for
faster signing (e.g., by using templates [48] or introducing

threshold-friendly modifications), making them unsuitable
for regulated FPKI.

Performance Within FPKI Operational Tolerance. The
performance of SHIELD is consistent with the operational
model of FPKI, where certificates are issued only during on-
boarding, re-keying, policy updates, or occasional renewals,
rather than the high-frequency, ad-hoc setting of PKIs such
as V2X [71]. These processes, governed by the FPKIPA,
typically span days or weeks [72]; for example, the De-
partment of State PKI requires at least two weeks notice for
issuing a certificate and mandates artifact distribution within
24 hours [73]. These timelines highlight that certificate gen-
eration is a deliberate, long-lead process in which security
takes precedence. Consequently, overall signing times of
256 ms or 418 ms under higher-latency networks for the
128-bit security level are feasible and consistent with the
aforementioned operational model.

End-to-End Signing and Throughput. The reported values
in Table 6 correspond to a single ML-DSA signing iteration.
In practice, multiple repetitions are required to obtain a
valid signature, constituting the end-to-end signing time,
with average repetition counts of approximately 4.25, 5.1,
and 3.85 for NIST-2, NIST-3, and NIST-5, respectively.
Our evaluation hardware provides 16 cores, which can be
leveraged to execute multiple signing attempts in parallel
and return the first successful result, thereby improving
throughput. For the 128-bit security level under low latency,
we can run ≈ 4 parallel signing sessions, yielding an ex-
pected throughput of about 20 signatures per second; under
high latency, this reduces to approximately 6 signatures per
second. For higher security levels such as NIST-5 under
low latency, we can run 4 parallel sessions, resulting in
an expected throughput of about 12 signatures per second.
Overall, throughput scales with available parallelism and
repetition counts, while higher latency and stronger security
primarily increase per-iteration time.

TABLE 6: Online signing latency (ms) of evaluator server
during one successful ML-DSA signing iteration.

# ServersAlgorithm Latency
Setting 2 3 4 5

SHIELD
(NIST-2)

Low 198 200 203 205
Med 253 254 256 258
High 414 416 418 418

SHIELD
(NIST-3)

Low 246 247 250 252
Med 294 295 296 298
High 455 457 458 451

SHIELD
(NIST-5)

Low 321 323 324 326
Med 369 371 373 376
High 530 531 533 536

In Table 7, we report the total number of rounds, com-
munication overhead (as a function of n), and correlated
random values. As shown in Table 3, all WRK17-based
operations together require 17 rounds. Additional rounds
include one for share multiplication to compute cs1, cs2,



TABLE 7: Online communication per server during signing
for one successful signing iteration.

CRVs (count)
Algorithm Rounds Comm.

(MB) daBit Beaver
Triple

Agreed
Value

SHIELD
(NIST-2) 23 7.7 + 0.045n 7425 3072 11264

SHIELD
(NIST-3)

23 10.9+0.064n 10496 4352 16128

SHIELD
(NIST-5)

23 14.7+0.087n 14080 5888 21760

and ct0; one for B2A during commitment computation; and
one for converting the challenge c and w0 for arithmetic
operations. Furthermore, CheckNorm and MakeHint each
require a partial opening during their A2B phase. Finally,
one round is required for BATCH MAC CHECK and an-
other for opening the signature shares, resulting in a total
of 23 rounds. The analysis of correlated random values is
provided in section 4.

6.3.1. Setup Costs: Key Generation and Preprocessing.
Key generation in SHIELD follows the standard ML-DSA
procedure and is independent of the number of servers.
The CA constructs the key pair and distributes shares as
discussed in section 4. The private key components s1, s2,
and t0 are maintained in the NTT domain, and together
with the key K, their arithmetic and Boolean shares are
derived locally and distributed to all servers in a single
round. Thresholded ML-DSA functions using WRK17 (see
section 4) additionally require preprocessing to construct
authenticated garbled circuits [50], which constitutes the
primary costly phase of the framework. This step is not
constant-round and scales with circuit size and the number
of AND gates (see Table 9). However, unlike WebPKI
or IoT PKIs, where issuers change frequently and operate
continuously, FPKI involves infrequent issuance among a
static set of servers, allowing preprocessing to be performed
well in advance. We present our experimental analysis of
this phase in the Appendix D.

6.4. Comparison with the State of the Art

We argue that our work is the first to achieve algo-
rithmic NIST compliance in signing, thereby fulfilling the
requirements of highly regulated environments such as the
FPKI. Recent works [45], [46], [47] have achieved only par-
tial compliance (functional interchangeability). A summary
comparison is given in Table 8.

Our evaluation shows that partially compliant schemes
achieve lower computational latency, ranging from 3-
211 ms: [45] achieves 3-28 ms, [46] requires 155-211 ms
in the 2-party setting, and [47] achieves 67-153 ms. In
contrast, SHIELD requires 198-326 ms, reflecting the cost
of evaluation in an algorithmic, NIST-compliant manner.

Algorithmic FIPS-204 compliance also increases com-
munication. Our evaluation shows that SHIELD incurs 7.79-
15.13 MB, compared to 0.09-0.57 MB for partially compli-
ant schemes. This overhead stems from conversions be-
tween arithmetic and Boolean representations and the use
of authentication tags to resist malicious adversaries during
evaluation of the algorithm. In contrast, prior works operate
entirely within optimized algebraic domains tailored to mod-
ified constructions. Memory usage follows a similar trend:
[45] requires tens of KB to a few MB (e.g., ∼2.2 MB for
ML-DSA-65 in five-servers setting), [46] uses 55-96 MB for
correlated randomness, and [47] incurs additional overhead
for daBits [51], while SHIELD requires 160-280 MB due to
authenticated circuit evaluation.

This gap extends to amortized costs as well. Specifically,
[46], [47] have lightweight preprocessing of correlated ran-
domness (e.g., Beaver triples and daBits), while [45] reduces
the online phase by one round through preprocessing. All of
these approaches avoid the costly secure evaluation of hash
functions by following the template-based constructions.
Hence, the amortized cost is higher than that of prior works
(see Table 10 in Appendix D). This overhead is due to fol-
lowing the FIPS-204 algorithm; however, it remains within
the operational tolerances of FPKI certificate issuance.

Finally, we note that approaches leveraging FHE for
threshold signing [54], [74] maintain strict adherence to the
underlying signing algorithm, yet incur substantial compu-
tational overhead and produce very large ciphertexts (e.g.,
∼100 KB), rendering them impractical for FPKI.

TABLE 8: Online latency and communication complexity
under the low-latency profile during one successful ML-
DSA signing iteration.

Work Rnds

#Servers

Computation (ms) Communication (MB)

2 3 4 5 2 3 4 5

ML-DSA-44

[45] 3 3.5 4 5 7 0.01 0.02 0.04 0.08
[46] 14 155 – – – 0.09 – – –
[47] 16 – 67 – 78 – 0.15 – 0.32

SHIELD 23 198 200 203 205 7.79 7.83 7.88 7.92

ML-DSA-65

[45] 3 4 6 12 28 0.22 0.06 0.19 0.57
[46] 14 194 – – – 0.12 – – –
[47] 16 – 88 – 103 – 0.21 – 0.43

SHIELD 23 246 247 250 252 11.028 11.092 11.15 11.22

ML-DSA-87

[45] 3 4.5 6 10 21 0.03 0.06 0.14 0.34
[46] 14 211 – – – 0.16 – – –
[47] 16 – 119 – 153 – 0.29 – 0.53

SHIELD 23 321 323 324 326 14.87 14.96 15.04 15.13

Rnds denotes the number of online communication rounds; − indicates unsupported
settings (due to security assumptions or design constraints).

7. Security Analysis

We define the security of SHIELD using the quantum
Universal Composability (quantum-UC) framework [56].
This ensures that an adversary A learns nothing beyond



the outputs of ideal functionality F . The quantum-UC is
a variant of the UC notion [75] and suitable for modeling
quantum cryptography. The only difference between them
is that it quantifies over quantum adversary, simulator, and
environment instead of classical ones.

We define an ideal functionality F for SHIELD. Re-
ceived the inputs (ThrSign, sk,m), F outputs the signature
σ. For the sake of simplicity we also omit other UC-related
details in our functionality descriptions, like the use of sid.

We define the IDEAL and REAL worlds as follow-
ing: At the beginning of the experiment for both worlds,
the environment Z establishes the list of the corrupted
serveri∈S , S ⊆ [n]. Z provides the inputs to the CA. Z sees
the CA’s outputs as soon as it receives the outputs from F .
Z gets the protocol transcript from the view of A or ideal
simulator S at any time.
The Ideal World. In the IDEAL, the honest CA interacts
only with F , and S interacts with F on behalf of the
corrupted servers. Upon inputs ThrSign, sk and m from Z ,
the CA forwards to F . F queries S for btcg ∈ {ok,⊥}. If
btcg = ok, F outputs the FIPS-204 signature to the CA;
otherwise, it outputs ⊥. We define IDEALF,S,Z(λ) as the
random bit representing the guess of Z on whether S view
is from the ideal world execution or not.
The Real World. In the REAL, honest servers follow
the real SHIELD protocol. Corrupted servers’ actions are
dictated by A, which can cause aborts by deviating or
withholding. Upon the inputs ThrSign, sk and m from Z ,
the CA executes the Π.KeyGenDis and all servers execute
Π.ThrSign. If the execution completes successfully, the CA
outputs the signature σ to Z; otherwise, it output ⊥. We
define REALΠ,A,Z(λ) as the random bit representing the
guess of Z on whether A view is from the real world
execution or not.

Definition 7.1 (Computational quantum-UC security of
SHIELD ). The SHIELD scheme Π is computationally
quantum-UC realizes the ideal functionality, F if, for any
QPT real-world adversary A, there exists a QPT ideal-world
simulator S such that for every QPT environment Z , there
exists a negligible function negl with the security parameter
λ such that:

|Pr[REALΠ,A,Z(λ) = 1]−Pr[IDEALF,S,Z(λ) = 1]| ≤ negl(λ).

To facilitate modular security analysis, we introduce a
set of ideal sub-functionalities that our real protocol invokes.
We denote by FAMPC an actively secure arithmetic MPC
functionality supporting addition and multiplication over Fp.
It can be instantiated by SPDZ, typically in a preprocessing
hybrid model for generating authenticated triples and SPDZ-
style MACs. Similarly, FBMPC denotes an actively secure
Boolean MPC functionality that supports bits operations.
It can be instantiated by WRK17, typically in a function
independent and dependent preprocessing hybrid model for
generating the garbled tables and BDOZ-style MACs. Fi-
nally, FConv represents an actively secure conversion func-
tionality between arithmetic and Boolean shares. It can be
instantiated by daBits, typically in a preprocessing hybrid

model for generating random values in the arithmetic and
Boolean domains.

Theorem 1 (Security of SHIELD). The SHIELD Π
quantum-UC realizes F against static QPT adversary A
corrupting up to n−1 servers.

Proof. First, we show that ΠFAMPC,FBMPC,FConv quantum-UC
realizes F . The hybrid protocol ΠFAMPC,FBMPC,FConv is defined
such that the components of SHIELD implemented by SPDZ
are replaced with FAMPC, those implemented by WRK17
are replaced with FBMPC, and the share conversions imple-
mented by daBits are replaced with FConv. We construct a
simulator S to work on top of the F , such that Z cannot
distinguish whether it is playing with the REAL or IDEAL.
Our simulator S runs A as a black box and realizes honest
servers. S runs the ΠFAMPC,FBMPC,FConv with the random key
pair and message. Since the hybrid boxes reveal nothing
but what ideal boxes allow, Z’s view is indistinguishable.
Second, the SPDZ UC-realizes FAMPC [49], the WRK 17
UC-realizes FBMPC [50], and daBits UC-realizes FConv [51].
Since these sub-protocols provide information-theoretic se-
curity through the use of IT-MACs, their UC realizations
also extend to the quantum setting. Therefore, by the uni-
versal composition theorem, we conclude that SHIELD Π
quantum-UC realizes F .

8. Related Work

Threshold signatures address the problem of single point
of compromise (private key compromise) by distributing
private keys among signers. Significant progress has been
made in adapting traditional schemes for threshold signa-
tures, including Schnorr [76], [77], [78] (enhancing through-
put, adaptive security, and statelessness), ECDSA [79],
[80] (efficient multiplicative-to-arithmetic conversions), and
EdDSA [81], [82] (improving accountability, privacy, and
proactive key refresh). With the growing need for post-
quantum security, threshold signatures based on isoge-
nies [83], hash functions [26], and multivariate assumptions,
such as threshold variants of MAYO and UOV by Celi et
al. [34], have emerged.

Building on this, threshold lattice-based signatures have
enabled significant recent progress. At the core of efficient
schemes such as the NIST-standardized ML-DSA lies the
Fiat-Shamir with Abort transform. Unlike classical Schnorr
signatures, its use in lattice-based settings requires responses
to remain short to preserve security. This is achieved using:
(i) Rejection Sampling [48], sampling from short vector
distributions; (ii) Noise Flooding [33], adding fresh noise
to conceal sensitive data; and (iii) Trapdoor Sampling [84],
for compact signatures using Gaussian convolution.

Recent advances include Damgard et al. (two-round
n-out-of-n protocol) [85] and Alkadri et al. [86], which
reduces restarts without enlarging the parameters. In 2024,
Chairattana-Apirom et al. [27] introduced a two-round
threshold signature supporting arbitrary thresholds, improv-
ing communication efficiency at the cost of large secret key



shares. Tang et al. [29] presented the first t-out-of-n scheme
with proactive key refresh, leveraging a variant of SPDZ and
distributed rejection sampling. Speaking of scalability, Del
Pino et al. [87] proposed TRACCOON, a three-round pro-
tocol supporting up to 1024 signers with pairwise one-time
additive masks for key-leakage prevention. Katsumata [88]
achieved adaptive security in five rounds under MLWE and
MSIS assumptions. Eliminating the need for non-standard
assumptions, Boschini et al. [28] proposed a two-round
scheme, while Zhu et al. [89] introduced the AOM-MISIS
assumption to enable tighter proofs for two-round lattice-
based threshold signatures. Subsequent optimizations with
adding lightweight Identifiable Abort (IA) by Del Pino et
al. [30], [31], [32] yielded TRACCOON-IA and a framework
removing NIZKs, leading to the most efficient lattice-based
threshold signature with IA.

Among the NIST-standardized post-quantum signatures,
ML-DSA [17] stands out as the most suitable candidate
for threshold deployment within PKI environments. SLH-
DSA [18] incurs large signature sizes (up to 17 KB) and
slow signing performance due to its heavy reliance on
hash-based operations, while FALCON [19] (with FIPS-206
forthcoming) depends on floating-point arithmetic, compli-
cating secure threshold implementations. The recent inte-
gration of ML-DSA within the X.509 certificate ecosys-
tem [90] further reinforces its practicality for certificate
infrastructures. Recent works on threshold ML-DSA [45],
[46], [47] achieve only partial algorithmic compliance, lim-
ited to functional interchangeability, as their signing deviates
from FIPS-204. Consequently, these schemes cannot be
deployed in regulated FPKI domain.

9. Conclusion

In this work, we proposed SHIELD, an algorithmically
NIST-compliant threshold post-quantum signature based on
standardized ML-DSA, to enhance the compromise re-
silience of FPKI. Unlike prior approaches that sacrifice
compliance, SHIELD conforms entirely to FIPS-204, pro-
ducing signatures functionally identical to ML-DSA without
modifying the signing algorithm. The framework achieves
post-quantum security, resilience to single-point compro-
mise, functional interchangeability, and FIPS-204 compli-
ance. Comprehensive evaluation across all NIST security
levels and diverse network conditions demonstrates the prac-
tical efficiency of SHIELD for FPKI. By uniting standard
compliance, malicious security, and practical deployability,
SHIELD provides a concrete and verifiable path for transi-
tioning the FPKI to a quantum-resistant trust infrastructure
with distributed, compromise-resilient signing. Our open-
source implementation enables adoption and verification by
the community and regulated environments.
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[86] N. A. Alkadri, N. Döttling, and S. Pu, “Practical lattice-based
distributed signatures for a small number of signers,” in Interna-
tional Conference on Applied Cryptography and Network Security.
Springer, 2024, pp. 376–402.

[87] R. Del Pino, S. Katsumata, M. Maller, F. Mouhartem, T. Prest, and
M.-J. Saarinen, “Threshold raccoon: practical threshold signatures
from standard lattice assumptions,” in Annual International Confer-
ence on the Theory and Applications of Cryptographic Techniques.
Springer, 2024, pp. 219–248.

[88] S. Katsumata, M. Reichle, and K. Takemure, “Adaptively secure 5
round threshold signatures from mlwe/msis and dl with rewinding,”
in Annual International Cryptology Conference. Springer, 2024, pp.
459–491.

[89] C. Zhu and S. Tessaro, “The algebraic one-more misis problem
and applications to threshold signatures,” Cryptology ePrint Archive,
2025.

[90] J. Massimo, P. Kampanakis, S. Turner, and B. E. Westerbaan,
“Internet X.509 Public Key Infrastructure – Algorithm Identifiers for
the Module-Lattice-Based Digital Signature Algorithm (ML-DSA),”
RFC 9881, Internet Engineering Task Force (IETF), Standards
Track, October 2025, status: Standards Track. [Online]. Available:
https://www.rfc-editor.org/info/rfc9881

Appendix A.
Intractability Assumptions

Definition A.1 (Module LWE (MLWE)). Let pp = (N, k, ℓ, q, η),
where N, k, ℓ, q, η are positive integers. We say that MLWE holds
w.r.t. pp if for every PPT algorithm A the advantage AdvMLWE

A (pp)
is negligible in λ, where

AdvMLWE
A (pp) :=

∣∣∣∣∣∣∣∣∣∣
Pr

 A←$ Rk×ℓ
q , s←$ Sk+ℓ

η ;
t := [Ik | A] · s ∈ Rk

q ;
b← A(pp,A, t) : b = 1


−Pr

[
A←$ Rk×ℓ

q , t←$ Rk
q ;

b← A(pp,A, t) : b = 1

]
∣∣∣∣∣∣∣∣∣∣

Definition A.2 (Module SIS (MSIS)). Let pp =
(N, k, ℓ, q, β), where N, k, ℓ, q are positive integers and β
is a positive real. We say that MSIS holds w.r.t. pp if for

every algorithm A the advantage AdvMSIS
A (pp) is negligible

in λ, where

AdvMSIS
A (pp) := Pr

[
0<∥x∥≤β ∧ [Ik|A]·x≡0 (mod q):

A←$R
k×ℓ
q , x←A(pp,A)

]

Definition A.3 (SelfTargetMSIS). Let k, ℓ, q be integers and
Bstmsis > 0 be a real number. Let C be a subset of Rq , and
let G : Rk

q × {0, 1}2κ → C be a cryptographic hash function
modeled as a random oracle. The advantage AdvSelfTargetMSIS

A (κ) of
an adversary A against SelfTargetMSISq,k,ℓ,Bstmsis

is defined as:

AdvSelfTargetMSIS
A (κ) = Pr


A←$ Rk×ℓ

q , (msg, z)← AG(A),
(msg, z) ∈ {0, 1}2κ ×Rk+ℓ

q ,

where z =

[
z′

c

]
, ∥z∥2 ≤ Bstmsis,

G([I | A] · z,msg) = c


The SelfTargetMSISq,k,ℓ,β assumption states that any efficient
adversary A has a negligible advantage AdvSelfTargetMSIS

A (κ).

Appendix B.
Core Components of ML-DSA

In section 3, we outlined the end-to-end ML-DSA work-
flow, from key generation to verification, and highlighted
its core subroutines, including HighBits and SampleInBall.
We present these components in Figure 4.

Appendix C.
Garbled Circuit Gadgets

Table 9 summarizes all functionalities and highlights
their complexity when thresholded using the WRK17 pro-
tocol, consistent with the analysis in section 4. The table is
organized into two layers. The first layer lists generic prim-
itives, such as the Keccak-f permutation used in SHAKE
operations (e.g., absorb, squeeze, squeezeblocks), and the
23 bit unsigned adder used in A2B share conversion. The
second layer presents ML-DSA-specific gadgets. For each
function, we provide a gate-level breakdown along with the
number and bit length of inputs and outputs. Some gadgets,
including MakeHint and Decompose, use the same circuit
for NIST security levels 3 and 5, while others, such as
FisherYates and CheckNorm, maintain consistent input and
output formats across levels. As discussed in section 4, these
functionalities are combined in the implementation to reduce
round complexity, which is crucial in high-latency networks.

Appendix D.
Trusted Key Generation and MPC Setup

This section summarizes the setup-phase runtime over-
head, encompassing ML-DSA key generation, private key
sharing and distribution, correlated randomness provision-
ing, and WRK17 circuit preprocessing. We report the amor-
tized cost, including both online time and preprocessing time
for SPDZ and WRK17 in Table 10.
ML-DSA Key Generation. A trusted dealer generates ML-
DSA key pairs (sk, pk) independently of the number of
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(r1, r0)← Decomposeq(r, α)

r := r mod +q
r0 := r mod ±α
if r − r0 = q − 1 then

r1 := 0; r0 := r0 − 1
else

r1 := (r − r0)/α
end if
return (r1, r0)

r1 ← HighBitsq(r, α)

(r1, r0) := Decomposeq(r, α)
return r1

r0 ← LowBitsq(r, α)

(r1, r0) := Decomposeq(r, α)
return r0

(r1, r0)← Power2Roundq(r, d)

r := r mod +q
r0 := r mod ±2d

return
(
r−r0
2d

, r0
)

r1 ← UseHintq(h, r, α)
m := q−1

α
(r1, r0) := Decomposeq(r, α)
if h = 1 and r0 > 0 then

return (r1 + 1) mod +m
else if h = 1 and r0 ≤ 0 then

return (r1 − 1) mod +m
end if
return r1

c← SampleInBall(ρ)
1: Initialize c = c0c1 . . . c255 = 00 . . . 0
2: for i := 256− τ to 255 do
3: j ← {0, 1, . . . , i}
4: s← {0, 1}
5: ci := cj
6: cj := (−1)s
7: end for
8: return c

b← MakeHintq(z, r, α)
r1 := HighBitsq(r, α)
v1 := HighBitsq(r + z, α)
return Jr1 ̸= v1K

Figure 4: FIPS-204 core supporting components

servers. The measured generation times are 70 µs, 117 µs,
and 180 µs for ML-DSA-44, ML-DSA-65, and ML-DSA-
87, respectively.
Private Key Sharing and Distribution. After generation,
the dealer secret shares the private key components s1, s2,
and t0 at the coefficient level following the NTT transform,
as discussed in section 4, while the secret key K is shared
byte-wise. The distribution time for these shares ranges from
5.9-19.3 ms for ML-DSA-44, 8.3-25.1 ms for ML-DSA-65,
and 11.2-32.2 ms for ML-DSA-87 when scaling from 2 to
5 parties.
Correlated Randomness Provisioning. Finally, the trusted
dealer generates CRVs, including daBits, Beaver triples, and
AGVs, and distributes them securely to the servers. The
number of CRVs required depends on the chosen ML-DSA
parameter set, as detailed in Table 7. This step requires be-
tween 1-14 s, during which approximately 13K-50K CRVs
are generated for ML-DSA security levels 2 through 5.
WRK17 Thresholded Functionalities. In the WRK17 pre-
processing model, the setup proceeds in two stages. The
function-independent phase generates random AND triples
authenticated with IT-MACs, independent of the target com-
putation. In the subsequent function-dependent phase, these
triples are consumed to construct a single authenticated
garbled table specific to the target circuit. This separation
shifts the cryptographic workload to the offline stage, leav-
ing only lightweight evaluation during the online phase.
The measured preprocessing costs (for low latency net-
work) for functionalities mapped to WRK17 are reported
in Table 11 per our analysis in section 4. In this table,
Keccak-f and Mod23Add are independent of ML-DSA pa-
rameters, whereas other operations are either parameter-
specific (e.g., FisherYates) or shared across security levels
(e.g., Decompose for ML-DSA-65/87). We reiterate, as dis-
cussed in section 4, that these functionalities are combined
in the implementation to reduce round complexity. This

combination reduces input wires and eliminates output wires
for intermediate values. Moreover, the number of nonlinear
gates is roughly the sum of those from each component.
Thus, the resulting reduction in wires yields improved over-
all preprocessing time for SHIELD in the implementation.

TABLE 10: Amortized cost (min) for one successful ML-
DSA signing iteration.

# ServersAlgorithm Latency
Setting 2 3 4 5

SHIELD
(NIST-2)

Low 2.806 4.482 6.690 8.607
Med 7.982 12.751 19.037 24.491
High 23.726 37.904 56.590 72.806

SHIELD
(NIST-3)

Low 3.727 5.950 8.891 11.365
Med 10.602 16.928 25.299 32.339
High 31.513 50.319 75.205 96.135

SHIELD
(NIST-5)

Low 4.969 7.914 11.827 15.107
Med 14.134 22.516 33.653 42.988
High 42.011 66.929 100.039 127.793



TABLE 9: Detailed Gate-Level Overview of Gadget Functionalities in Garbled Circuits

Function Used in
Algorithm

Gate Summary Input (bits)
(First / Second)

Output (bits)
(First / Second)XOR (⊕) AND (∧) INV (¬)

Keccak-f SHAKE Family 115200 38400 38486 1600 1600
Mod23Add A2Y 68 122 96 23 / 23 23

Decompose

ML-DSA-44 207 424 357 23 6 / 23
ML-DSA-65

75 127 105 23 4 / 23
ML-DSA-87

FisherYates

ML-DSA-44 0 223337 131774
1088 512ML-DSA-65 0 279127 163939

ML-DSA-87 0 337571 198426

MakeHint

ML-DSA-44 4253 24197 17616 5888 / 1536 264
ML-DSA-65

4753 25160 16266 5888 / 1024 264
ML-DSA-87

HintOneCmp

ML-DSA-44 0 10 14
11 1ML-DSA-65 0 7 7

ML-DSA-87 0 8 10

CheckNorm

ML-DSA-44 (γ2) 5738 35079 22890

5888 1

ML-DSA-44 (γ2 − β) 5596 34845 24115
ML-DSA-44 (γ1 − β) 5738 35079 22890

ML-DSA-65 (γ2) 1240 25772 16647
ML-DSA-65 (γ2 − β) 5895 35561 23364
ML-DSA-65 (γ1 − β) 7105 36771 24024

ML-DSA-87 (γ2) 1240 25772 16647
ML-DSA-87 (γ2 − β) 5950 34269 23383
ML-DSA-87 (γ1 − β) 6382 34492 22418

Circuit Input and Output: Some circuits may have two inputs/outputs. If so, they are given as First/Second. If only one, it appears as a single value.
CheckNorm: This gadget evaluates whether an input (polynomial coefficient) satisfies one of three predefined norm bounds: γ2, γ2 − β, and γ1 − β. These bounds are
hard-coded into the circuit logic rather than provided dynamically as inputs, resulting in nine distinct circuit instances across the supported security levels.

TABLE 11: Per signer preprocessing runtime (ms) for
WRK17-thresholded functionalities.

Mode Operation
# servers

2 3 4 5

–
Keccak-f 126.0 203.0 289.0 369.0
Mod23Add 1.51 2.39 3.67 4.69

2

Decompose 1.85 3.12 4.62 6.21
CheckNorm(γ1−β) 90.0 145.0 210.0 285.0
CheckNorm(γ2−β) 85.0 155.0 205.0 288.0
CheckNorm(γ2) 60.0 100.0 153.0 215.0
FisherYates 580.0 930.0 1340.0 1870.0
MakeHint 230.0 400.0 620.0 850.0

3

CheckNorm(γ1−β) 128.0 195.0 273.0 343.0
CheckNorm(γ2−β) 133.0 240.0 315.0 413.0
CheckNorm(γ2) 98.0 165.0 228.0 293.0
FisherYates 700.0 1180.0 1680.0 2170.0

5

CheckNorm(γ1−β) 150.0 258.0 365.0 473.0
CheckNorm(γ2−β) 180.0 288.0 395.0 503.0
CheckNorm(γ2) 135.0 233.0 330.0 428.0
FisherYates 690.0 1100.0 1510.0 1910.0

35
Decompose 1.54 2.48 4.01 5.16
MakeHint 380.0 660.0 960.0 1250.0

HintOneCmp: The preprocessing time is same across security levels (total: 1.41 ms).

Appendix E.
Meta-Review

The following meta-review was prepared by the program
committee for the 2026 IEEE Symposium on Security and
Privacy (S&P) as part of the review process as detailed in
the call for papers.

E.1. Summary

This paper presents SHIELD, a threshold signing frame-
work for ML-DSA that follows the FIPS-204 signing algo-
rithm without modification while producing standard ML-
DSA signatures. The system targets distributed CA signing
in the U.S. Federal PKI and includes an open-source im-
plementation with performance measurements under varied
network latency.

E.2. Scientific Contributions

• Creates a New Tool to Enable Future Science
• Addresses a Long-Known Issue
• Provides a Valuable Step Forward in an Established

Field



E.3. Reasons for Acceptance

1) The paper provides a valuable step forward in an estab-
lished field by demonstrating that a practically usable
threshold ML-DSA can be engineered while preserving
standard verification and strict algorithmic adherence to
FIPS-204 signing steps.

2) The paper creates a new tool to enable future science
by releasing an open-source implementation that others
can audit, reproduce, and extend for regulated PKI
deployments.

3) The paper addresses a long-known issue by reducing
single-key compromise risk for CA signing operations
without requiring changes to the verification ecosystem,
and it provides empirical evidence that the approach is
feasible for PKI-style workloads.
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