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Abstract—Barrett modular reduction and multiplication are
essential primitives for efficient modular computation in cryp-
tographic schemes, including post-quantum standards such as
module lattice-based (ML) key encapsulation mechanism (KEM)
and ML-digital signature algorithm (DSA). To protect against
faults that compromise correctness and security, we introduce
the first efficient fault-detection mechanisms tailored to these
operations. For modular reduction, we leverage word-based rep-
resentations with compact word-sum checks that exploit algebraic
input-output relations to ensure computational integrity. For
modular multiplication, we adopt a tunable hybrid strategy:
early stages apply word-sum checks, while later stages use
partial recomputation with encoded inputs, providing robust
protection against injected faults. Formal analysis, fault-injection
simulations, and hardware/software implementations show that
our methods detect a wide range of faults with minimal per-
formance and area overhead. Evaluation results demonstrate
overheads of 3.43% and 7.15% for 512-bit and 1024-bit inputs
in modular reduction, and 26.47% and 27.22% for 2048-bit
inputs in modular multiplication in the number of clock cycles
in software. Moreover, in hardware, we observed reasonable
overheads: less than 27.5% in area and 2.1% in delay for modular
reduction, and less than 23.5% in area and 16.2% in delay for
modular multiplication. These results confirm the practicality of
our methods for secure yet efficient integration.

Index Terms—Advanced RISC machines (ARMs) processor,
Barrett modular multiplication (BMM), Barrett modular reduc-
tion, cryptography, fault detection, FPGA.

I. INTRODUCTION

N TODAY’s digital landscape, cryptography, particularly

public-key cryptography (PKC), is essential for secur-
ing data through confidentiality, integrity, and authentication.
Traditional PKC systems are based on well-established com-
putational hardness assumptions, such as integer factorization
(e.g., Rivest—-Shamir—Adleman (RSA) [1]), the discrete loga-
rithm problem (e.g., ElGamal [2] and Schnorr), and problems
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defined over elliptic curves (e.g., elliptic curve digital sig-
nature algorithm (ECDSA) [3], EdDSA [4], and Schnorr
[5]). Moreover, the advent of quantum computing threat-
ens these schemes, as quantum algorithms (e.g., Shor’s [6])
can solve these problems efficiently. In response, extensive
research, primarily through the NIST-led post-quantum cryp-
tography standardization process [7], has led to the selection
of module lattice-based (ML) digital signature algorithm
(DSA) [8], Falcon [9], and SLH-DSA [10] as standard
quantum-resistant digital signatures and ML-key encapsulation
mechanism (KEM) [11] as the standard KEM. The stan-
dardization is still ongoing to select additional PQ-secure
primitives [12].

Classical PKC schemes (e.g., RSA, ECDSA, and Schnorr)
depend extensively on modular arithmetic over large integers
to achieve strong security guarantees. Core operations, notably
modular multiplication followed by reduction, are computa-
tionally intensive over the large numbers and present sig-
nificant implementation challenges. Similarly, PQC schemes
like ML-KEM and ML-DSA utilize polynomial multiplication
through the number-theoretic transform (NTT) [13], neces-
sitating efficient modular arithmetic. Therefore, developing
optimized techniques for modular multiplication and reduction
is crucial to the performance of both conventional and PQ
cryptographic systems.

Barrett modular reduction (BMR) [14] and Montgomery
reduction [15] are widely adopted techniques for efficient
modular reduction, replacing expensive division operations
with lower-cost shifts and multiplications. BMR requires only a
single precomputed constant and operates directly on standard
integer representations, eliminating the need for conversions
into and out of a special domain, unlike Montgomery reduc-
tion. In contrast, Montgomery involves at least three steps, two
domain conversions and the reduction itself, which introduces
overhead that is only justified when performing many modular
reductions (e.g., in exponentiation loops). Hence, Barrett is
often preferred in hardware-constrained or latency-sensitive
scenarios like ASIC/FPGA designs with limited area, cryp-
tographic applications involving few modular operations (e.g.,
hashing or ECC verification), and quantum or edge computing,
where conversion costs are significant [16].

Modular multiplication can involve either full multiplication
followed by reduction or Barrett modular multiplication (BMM)
[17], which integrates quotient approximation directly. Due
to the transformation overhead of the Montgomery reduction,
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Barrett-based approaches BMR and BMM are generally preferred
for resource-sensitive settings.

Although BMR and BMM offer significant computational
efficiency, they remain vulnerable to fault attacks, a class
of side-channel attacks that target the integrity of cryp-
tographic computations [18]. In such attacks, adversaries
deliberately inject faults into cryptographic computations to
exploit algorithmic vulnerabilities and potentially extract sen-
sitive information. Even when no direct data leakage occurs,
induced faults can compromise system integrity by producing
incorrect results or triggering malfunctions. To mitigate these
risks, fault-detection [19], [20], [21], [22], [23] has become
an essential defense mechanism, capable of identifying both
naturally occurring errors (e.g., single-event upsets) and mali-
ciously induced faults, thereby enhancing system robustness
and, in some cases, enabling error recovery. Fault detection is
also critically important in distributed cryptographic computa-
tions (e.g., threshold cryptography [24]) where computations
are performed across multiple parties that may not fully trust
one another (malicious security models).

A. Related Work

BMM and BMR are foundational techniques with broad appli-
cability across both classical and post-quantum cryptographic
systems. Recent efforts have focused on enhancing their
efficiency for core arithmetic operations. Abdulrahman et al.
[25] introduced a signed BMR for ML-KEM and a reduced
prime modulus for ML-DSA, facilitating efficient use of
the Fermat Number Transform. Their optimizations yielded
5%—6% speedups in NTT operations, up to 37.6% faster
signing in ML-DSA, and a 15.9%-17.8% improvement in
matrix-vector multiplication for ML-KEM. Complementing
this, Becker et al. [26] established new performance bench-
marks on the Armv8-A architecture by exploiting BMR and
leveraging NEON vector instructions and advanced butterfly
operations for further acceleration. In addition, Chiu and Parhi
[27] proposed a flexible BMR architecture handling input word
lengths exceeding conventional limits, enabling efficient com-
putation of residual polynomials in homomorphic encryption
while achieving up to 31% improvements in DSP area-delay
efficiency.

Fault attacks [18], which manipulate inputs or execu-
tion to compromise cryptographic operations, pose serious
threats even through minor disruptions. In response, various
fault-detection mechanisms have been developed for both
classical and post-quantum cryptographic systems. Studies
have addressed fault resilience in ECC and RSA [21], [22],
[28], [29], [30], [31], [32], as well as AES implementations
[33], [34]. In the PQC domain, countermeasures for lattice-
based signatures have been evaluated for their effectiveness
and overhead [35]. Notably, Sarker et al. [36] and Howe et al.
[37] proposed detection methods targeting NTT computations
and error samplers, respectively.

To the best of our knowledge, no prior work has proposed
an efficient fault-detection mechanism explicitly designed for
BMR and BMM. Considering their pervasive role in both classical
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and post-quantum cryptographic constructions, and the well-
established threat posed by fault-induced vulnerabilities, it is
remarkable that these foundational operations have not yet
been the focus of dedicated fault-detection research. This
oversight underscores a critical gap in the literature, one
that calls for the integration of robust, lightweight detection
techniques tailored specifically to BMR and BMM computations.

B. Contribution

In this work, we propose two constructions, BMR and BMNM,
both integrated with efficient fault-detection mechanisms. The
primary contributions of this study are outlined as follows.

1) Efficient Fault Detection for BMR: We propose two
countermeasures to detect fault injections. The first is
a simple counter, while the second is a function we call
Sum(.). This function efficiently sums the words of a
parameter and subsequently, through the utilization of
a relation between the inputs and outputs, verifies two
equations to detect injected faults.

2) Efficient Fault Detection for BMM: For this algorithm,
in addition to the Sum(.) countermeasure from BMR,
we have employed recomputation techniques to further
enhance the security of the design against a wider range
of fault models. The recomputation module not only
improves the detection rate for previously considered
fault injections, but also adds coverage for scenarios
where the prior countermeasure alone might fail. More-
over, to address the high overhead associated with full
recomputation, we propose efficient encoding and partial
recomputation techniques.

3) Comprehensive Simulation of Fault Attacks: We evaluate
our proposed detection method for both BMR and BMM
under a wide range of simulated fault attack scenarios,
including random and Burst types and bit-flipping and
stuck-at faults models. Our theoretical and simulation
results indicate that the proposed fault-detection methods
for BMR and BMM algorithms provide high error coverage,
especially when the number of injections increases.

4) Hardware and Software Benchmarking: Our software-
based implementation, conducted on a 64-bit Raspberry
Pi 4 platform, exhibits an overhead ranging from 7%
to 10% for input sizes of 1024 and 2048 bits, and
between 3% and 4% for input sizes of 512 and 4096
bits in the context of BMR in terms of number of
clock cycles. Furthermore, empirical evaluations indicate
that the proposed methodologies introduce an average
overhead of approximately 27% in terms of number
of clock cycles for BMM compared with the base-
line implementation. For hardware-based evaluation, we
target AMD/Xilinx FPGAs, specifically the Artix Ultra-
Scale+ xcaul5p-ffvb676-1LV-iand the Zyng'-7000
xc7z030fbg676-2. In general, similar results were
observed across both platforms. For the BMR algorithm,
we measured an average overhead of 25.9% and 10.6%
in the number of LUTs and FFs, and 2.02% in total
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Algorithm 1 BMR

Algorithm 3 Proposed BMR

Input: X, n =log, N
Output: r, such that » = X mod N
—— Precomputation
2d
I: p= VWJ’ d=[n/w], and b = 2"

Main Body

G || por] o]
r1 + X mod b¥*! and 75 « (¢N) mod b¥+!
r<T1—7T9
ifr<O0
P4 bdtl
While » > N
r<r—N
return r

D A A

Algorithm 2 Barrett Modular Multiplication
Input: X, Y, n=1log, N
Output: Z = XY mod N

——— Precomputation
1: p=1[2""*/N|, d = [n/w], and b = 2"
Main Body
2: ZW =0
3: fori=d—1 to 0 do
4: Z0) Z<i+1)>b + XY;
. (i
5 ¢ || &7 | 75
6: Z0) 700 — g N
7. if 20 >N
8: 70 70 _ N
9: return Z(©

execution time. For the BMM algorithm, the overhead was
19.5% and 23.3% in the number of LUTs and FFs, and
16.1% in total execution time.

II. PRELIMINARIES

Notation: Let X and Y denote input integers, and let N
represent the modulus. The parameter w corresponds to the
processor word size. The bit-length of a value x is denoted
by |x|, which is equivalent to log, x, the base-2 logarithm of
x. The notation |-] denotes the floor function, which returns
the greatest integer less than or equal to its input, while [-]
denotes the ceiling function, which returns the smallest integer
greater than or equal to its input.

A. Barrett Modular Reduction

Given an input integer X and a modulus N, BMR [16],
[38] computes the remainder » = X mod N efficiently, avoid-
ing explicit division operations. The algorithm operates with
respect to a base b, typically chosen as b = 2". A detailed
description of the BMR is provided in Algorithm 1.

B. Barrett Modular Multiplication

Given a modulus Nand two input values Xand Y, BMM[17],
[39]efficiently computes the product Z = XY mod Nwithout
explicitly computing the full product XYprior to modular
reduction. An n-bit integer Ycan be represented in radix-2 as

Input: X, N, n =logy N
Output: 7 and flag (0 and 1 for flag mean erroneous and
valid output, respectively).

Precomputation

I p= {%J, d=[n/w], and b = 2%

2: (SN, SN) = Sum(N)
Main Body
3: (S§,8%) =Sum(X)
4 G || grr] gt ]
5: 71+ X mod b¥*! and 75 < (¢N) mod b4t1
6: 111 —19
7 ifr <0
8: 714 bdt!

9: While r > N

10: r<r—N

11: Subcount ¢ Subeount + 1

12: if Subcount > 2

13: flag = 0 (faulty output)

14: break

15: ¢g=q+ SLIbcount

16: (S1,53) = Sum(q)

17: (S§7,55") = Sum(X —r)
—— Equation Checks

18: By = (S§" — SN SY) mod (2 — 1)

19: By = (53" — S&¥S8%) mod (2v — 2)

20: if (B, ==0) and (E; == 0)

21: flag < 1 (valid output)

22: return r,q, flag

Y= Z,"l:_ol Y[i]- 2/, or alternatively in radix-2"as ¥ = Zflz_ol Y;-
2 where d = [n/w], and ¥; = Y[iw +w — 1 : iw]denotes the
group of bits in Ycorresponding to word i. The BMMalgorithm
is outlined in Algorithm 2.

III. PROPOSED FAULT-DETECTION ARCHITECTURES

In this section, we propose our countermeasures for these
BMR and BMM algorithms.

A. Barrett Modular Reduction

For the BMR algorithm, we propose two countermeasures as
follows.

1) Countermeasure I—Counter in the Subtraction: The
first is a counter to be implemented in line 8 of Algorithm
1. An interesting property of BMR is that, in the absence of
faults, the while loop in line 7 is executed at most twice (i.e.,
0, 1, or 2 times). However, if faults are injected into ry, r,, or
r before step 7, the values may change in a way that requires
significantly more subtractions in line 8. More specifically, the
values r; and r, are both of size b**! = 2", which is larger
than N, whose length is n bits. On the other hand, due to
precise precomputation, ¢ in BMR is designed to be very close
to the actual quotient of X/N. As a result, in the absence of
faults, the value r| —r; is very close in size to the modulus N.

However, if faults are injected into the higher bits of r;
or rp, the previously computed g becomes inaccurate, and
the resulting r can be significantly larger than N. The exact
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Fig. 1. Architecture of the proposed BMR module.

magnitude depends on the parameter sizes and the specific
fault location. In the worst case scenario, the value of » could
be up to n + w bits, while N is only n bits, which would
require up to 2" subtractions to exit the while loop in step 9
of Algorithm 3. As a result, a simple counter that tracks the
number of subtractions in line 8 can efficiently detect such
injected faults inside the algorithm.

2) Countermeasure 2—Sum of Words: The second coun-
termeasure we propose is a function that adds the word
components of the values involved in the algorithm and uses
two checks to verify whether an error has occurred. To elabo-
rate, any number can be represented as X = Z:‘:ol x2", where
w is the word size, x; is the ith word of X, and »n is the number
of words comprising X. From this, we know that Z;’:_Ol X =
X mod (2 —1) and Z::ol x;2' = X mod (2" —2). We propose a
function named Sum(X) = (5§, S%) that takes X as input and
efficiently outputs two values: S {( =(xo+x;+---+x,-1) mod
(2" = 1) and S¥ = (x0 + 2x1 + -+ + 2" ' x,-1) mod (2" - 2).

Moreover, since in Barrett reduction the output satisfies the
relation X = ¢ X N + r, the following equations hold:

SY =878+ S mod (2" - 1)
S¥=59-5) 455 mod (2" -2).

Since N is known in advance, both S 11\/ and S Q] can be
precomputed. Furthermore, to improve efficiency, we exploit
the relation X—r = ¢ x N and compute Sum(X — r), rather
than computing Sum(X) and Sum(r) separately. These two
proposed equation checks add an additional layer of protection
against fault-injection attacks. Most attempts to alter internal
values within the algorithm will disrupt the expected function-
ality, causing these equations to no longer hold. As a result,
we verify both equations, and only if they are satisfied do we
conclude that no fault has occurred.

The reason we chose the moduli 2 — 1 and 2" — 2 is that
computations with these values can be performed efficiently.
First, the expression (xo+ x; +. ..+ x,—1) requires no multipli-
cations, and the multiplications in (xo + 2x; 4+ --- 4+ 2""'x,_1)
can be implemented using simple shifts, meaning the entire
expression can be computed through additions alone. Second,
using 2" —1 and 2" -2 ensures that both S and S% are smaller
than the word size, which can be stored in one register. This
also enhances the efficiency of operations such as S7- 5% and
§4.8Y, because the resulting multiplications can be performed
in one single word by word multiplication step.
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Furthermore, the reason we employ two checks instead
of one is to strike a balance between system overhead and
detection rate. Although a single check is sufficient to detect
most naturally occurring faults, the second check can identify
certain fault-injection cases that the first check alone cannot.
One such scenario arises when an attacker injects the same
fault into different chunks of a register. With only one check,
the adversary could add the fault to one chunk and subtract
it from another, leaving the overall summation unchanged.
However, with the second check, to pass the equation checks,
the adversary must inject matching faults specifically into
either the odd- or even-indexed chunks of one parameter. This
significantly increases the attack’s complexity, especially in
the burst fault model, where consecutive bits are affected.
Overall, the dual-check approach increases the robustness of
the system with only a moderate increase in system overhead
compared with a single check. The proposed BMR algorithm is
detailed in Algorithm 3 and Fig. 1.

B. Barrett Modular Multiplication

Similar to BMR algorithm, we propose two yet different
countermeasures to enhance the security of the BMM algorithm
against fault injections.

1) Countermeasure 1—Sum of Words: This countermeasure
is similar to the second countermeasure in BMR algorithm. In
here, we apply the same idea on line 4 of Algorithm 2 to
check if the two following equations hold:

S% =87 £ §¥X.¥,mod (2" - 1)

SZ =87 +8X. ¥, mod (2" - 2).

By linking the results of the current iteration to those of
the previous iteration, these equations can detect many faults
injected into intermediate registers during the execution of
the algorithm. However, if faults are injected into the inputs
before the algorithm begins, this countermeasure cannot detect
them, as the faulty input is treated as a legitimate input by
the algorithm. This limitation is common to all fault-detection
mechanisms where the input to the module itself may be
compromised. To address such cases, we propose an additional
countermeasure.

2) Countermeasure  2—Partial ~— Recomputation — With
Encoded Inputs: As mentioned earlier, if faults are injected
into the inputs before the algorithm starts, the algorithm treats
the faulty input as legitimate, and therefore, the equations
used in the first countermeasure still hold. To detect such
faults, we employ recomputation-based methods.

In recomputation-based methods, the output is computed
multiple times (typically twice), and it is accepted only if the
results match; otherwise, a fault is assumed to have occurred.
To bypass this countermeasure, an injector would need to
inject faults at the exact same location in the same inputs
across both computation branches, which is already a difficult
task. To further increase the difficulty of a successful injection,
the inputs are encoded so that even identical faults in the
two branches produce different effects on the outputs, making
them easily detectable. Finally, the output generated from the
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Fig. 2. Architecture of the proposed BMM module.

encoded inputs is decoded and compared with the output from
the first computation stage.

In the case of the BMM algorithm, input encoding can be effi-
ciently implemented by simply altering the order of operand
execution. Specifically, in the main computation, the algorithm
is executed on inputs X and Y to compute Z; = X X ¥ mod N,
whereas in the recomputation stage, the operation is performed
as Z; = Y x Xmod N. Although operand reordering may
appear trivial at first glance, it provides a robust mechanism for
fault detection, particularly for faults injected into registers or
inputs during the for loop. According to Algorithm 2, BMM fixes
one operand and iteratively multiplies it with shifted portions
of the other operand. For example, with X x Y, the algorithm
fixes X and computes X x Y; in each iteration. By switching
the operands to compute Y x X, the algorithm instead fixes Y
and computes Y x X; at each step. Consequently, the values
held in the intermediate registers differ significantly between
the two executions, making fault injections that affect both
computations in the same way highly unlikely.

To further enhance protection, we can mask the inputs by
adding multiples of the modulus to them. Specifically, the new
inputs are encoded as X, = X+ kN and Y, = Y + kyN, where
ki1 and k, are random values. This addition randomizes and
masks both the original inputs and the intermediate values
throughout the execution. Accordingly, while the main com-
putation is performed on (X, Y), the recomputation is carried
out on (Y3, X»), both masked and with swapped operands. This
encoding strategy requires no decoding, since

XY = (Y + koN) (X + k;N) mod N.

Recomputation-based designs offer a high fault-detection
rate; however, they introduce significant overhead to the
system, as they essentially duplicate the entire computation
process. For instance, if the two computation branches are
executed sequentially, the delay overhead can exceed 100%,
especially when accounting for additional steps such as input
encoding and output decoding. Alternatively, implementing
the two branches in parallel leads to a substantial increase in
area consumption, which may not be acceptable in resource-
constrained environments.

To mitigate this, partial recomputation is employed, offering
a balance between efficiency and fault coverage by introduc-
ing only modest overhead while maintaining high detection

capability against both natural and malicious fault-injection
scenarios. In this approach, during the main computation
phase, a partial result, an intermediate value naturally produced
during the computation of the final output, is stored alongside
the final result. As this value is already part of the normal
execution flow, storing it incurs no additional computational
cost. During the recomputation phase, rather than recomputing
the entire output, the computation is carried out only up to
the generation of the partial result. This recomputed value is
then compared with the original partial result from the main
computation. Any mismatch between the two indicates the
occurrence of a fault.

Partial recomputation can provide high fault coverage with
low overhead when combined with efficient algorithmic coun-
termeasures (e.g., Countermeasure 1). In the case of the BMM
algorithm, as described earlier, one operand is fixed entirely,
and the other one is processed word by word in each iteration,
starting from the most significant word. The intermediate
result is updated accordingly until the algorithm reaches the
least significant word. In this approach, during the main
computation, we store the intermediate result 79 at iteration
d =l in a register, and proceed normally to compute the final
result Z©.

As discussed previously, to ensure that injected faults have
different effects in the main and recomputation stages, input
encoding must be applied. However, the input encoding meth-
ods discussed previously, including operand switching and
summation with a multiple of the modulus, cannot be applied
in partial recomputation. First, changing the order of operand
execution, although it produces the same final output, it yields
completely different intermediate results, making partial result
comparison invalid. Second, using additive encoding such as
Y, = Y + kN also fails in this context. This is because the
influence of adding a multiple of the modulus is progressively
canceled during each iteration, and by the last iteration, it is
entirely removed. However, during partial recomputation up
to iteration /, these encoding effects still persist, resulting in a
mismatch between the stored and recomputed partial results.

For the partial recomputation design, we propose encoding
the inputs as X, = X + kN and Y, = Y < k. Note that
since the entire operand X is used in each iteration of the BMM
algorithm, adding a multiple of the modulus to X does not
affect either the final result or any intermediate values of 70

Authorized licensed use limited to: University of South Florida. Downloaded on March 08,2026 at 23:32:35 UTC from IEEE Xplore. Restrictions apply.



3470

including the partial result. To prove that, first, we add the
indices M and R to the computed values when the inputs are
(X,Y) and (X + kN,Y), respectively. Then we show that, in
Algorithm 2, these two sets of inputs will result in a similar
value for Z® in step 6.

By the floor function property | x] = m if and only if x—1 <
m < x. We can express

2n+cz 2n+a
o[-

N N where 0 <oy < 1.

Multiplying both sides by (1/2%7#), we obtain

uo 2" oy
20~ N 0p

6]

Similarly, for the term {(Zl(g /2”+ﬂ)J, we can write

zy) zy)
Tl T

Multiplying (1) and (2), expanding, and simplifying, we

obtain
Zy | (0 \_Z Zy 2t
2P (zwfﬁ) - N 7 2nte _‘Tz( N ) *

We name o3 = 0»((2"#/N)) — (0102/2%7F). Since N <
2" — 1, B is a negative number (in our settings it is —20),
and « is a positive number (104 in our settings), we have

0 < 03 < 1. Therefore,
70
o (znfa) —ogJ . 3)

_|| & () |- Zy _
am = n+p a—B N

Thus, in step 6 we obtain Z,(‘f,) — Zﬁ?—qMN . Now we proceed
with the recomputation where the inputs are (X + kN, Y). This
results in Zz(el) = ZI(;'H)b + (X +kN)Y; = Zj(\l; + kNY; in step 4.

Therefore, we have
| (2 +kNY; gy
qr = —2"+ﬁ -0 N - 2a—p .

By naming o4 = o (NY;/2" ) + 02((2"F/N)) -
(0102/2%P) with similar logic we realize 0 < o4 < 1.
After expanding, simplifying, and given the fact that kY; is
an integer, we obtain

Z(i) Z(i)
qr = kY; + \‘WM—OH (2"% 04 |-

Hence, gr = gqm + kY;. Substituting it in step 6 leads to
7\« 70 —qpN = Z0) kN Y, (g +kY;)N. After simplifying,
Zg) — ng — guN, which is equal to what we obtained in
the main computation stage. As a result, inputs (X,Y) and
(X + kN, Y) yields same intermediate results for Z® in step 6
of Algorithm 2.

However, as previously discussed, encoding Y by adding
a multiple of the modulus does not work, as the partial
result only depends on a subset of Y’s bits, which would be
affected disproportionately. Instead, we encode Y by applying
a left shift. This transformation modifies Y for outsiders while
preserving its most significant words. Since only the / most

with0<om<1. (2

0102
2a- "
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Algorithm 4 Proposed BMM
Input: X,Y € [0,N), 2" 1 < N <2»
Output: » and flag (flag = 1 means valid output).

———— Precomputation

I: p=|2""%/N]|,d=[n/w], and b= 2%
Main Body

2: flag=20
3 24 =0
4: (ST,5%) = Sum(X)
5: fori=d—1to 0 do
6:  ZW « z0+HDp 4 XY,
7 Ifi<l _
8: (8%°,8%") :Sungi)
9: Ey = (SZ — 7" —57Y;) mod (2 — 1)
10: Ey = (SZ' — SZ"" — 52Y;) mod (2 — 2)
11: q(i) — QZ,L% Sa—p

122 Z0 7z _ (O N
13: if (F1 ==0and EFy == 0)

14: (S7,88) = (87", 8%")
15: if i ==1
16: Zpart1 < ZW

17: it 20 > N
18: 27O o 7z0) _ N

Encoding
19: X2 =X+ kle
20 Yo=Y < ko
@ Recomputation
21: Zpyrp =0

22: fori=d—1to! do

230 20— Z0 b+ Xo Y
i z0
24: g PRy QQ“BJ
25: Z[()Z)TtQ A Zj(izz)rtQ - q(l)N
Comparison

26: if ZpartQ == Zpartl
27: flag < 1 (valid output)
28: return Z(| flag

significant words are responsible for computing the partial
result, they remain unchanged, ensuring their comparability
across the main and recomputation stages. Similar to the full
recomputation design, this scheme does not require a decoding
stage. If no faults are injected, the partial results from both
computation paths will match.

Algorithm 4 and Fig. 2 show the details of the proposed
BMM algorithm. In both Algorithms 3 and 4, flag determines
if the output is reliable (flag = 1) or needs to be discarded
(flag # 1).

IV. ERROR COVERAGE AND SIMULATION RESULTS

In this section, we first explain the theoretical detection ratio
of our design against an intelligent fault injection. Then, we
argue that the complexity of such targeted injections is high
and nearly impractical. Instead, we simulate various practical
fault models and fault types to evaluate the real-world fault-
detection ratio of our design.
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A. Detection Ratio Against Intelligent Injection

We divide this section into two parts, discussing the success
rate of an intelligent injector against BMR and BMM indepen-
dently.

1) Intelligent Injection at BMR: The idea of this injection
is to exploit a weakness in Sum(X — r) by causing the same
effect on both X and r simultaneously. In this attack, the
injector attempts to modify both X and r in such a way that
their effects cancel out within the Sum(-) function, causing the
two equation checks to fail to detect the fault. One possible
method is for the adversary to add or subtract the same
amount to corresponding words of both X and r. Adding or
subtracting an identical value without knowing the values is
hard to achieve. To do this, first, the injector must be capable
of injecting faults at the exact same bits of the two variables.
Then, he must make sure that the injection into both registers
of X and r will result in the same effect.

To elaborate further, assume the injector has the capability
to inject faults into any bits of any variable they choose (a
challenging task). Now, suppose they inject n faults at the same
word positions of X and r without knowing their actual values.
In this case, the injector has no control over the precise effect
their injection will have on the final value of the corrupted
variables. For example, flipping the least significant bit (LSB)
of a word may result in an increase or decrease of the value by
1, depending on the original state of the LSB. This uncertainty
applies to both X and r. Therefore, for the effects of the faults
to cancel out in both variables, the actual corresponding bit
values at those n positions in X and r must be identical before
the injection.

As a result, the more faults the adversary injects, the lower
the probability of success, making the attack increasingly
impractical. Moreover, it is well known that injecting a single-
bit fault is nearly impossible, as nearby bits are typically
affected during the fault-injection process. This is known as
burst injection and will be explained in detail later.

In general, assume X = Xx,,..., x| xg, Where x; refers to the
ith bit of X. Then, assume we randomly select n bits and
store their indices in a set named Fault,. Similarly, we select
n bits and store their indices in a set named Fault,. Now, if the
injection model is bit-flipping, the effect of the injection on the
new values of X and r is given by Xpuiy = X+ ZieFauhx(—l)xz‘Zi
and reauy =7+ ZieFauh'(—l)"'Z".

Therefore, in order for the faults to go undetected, we must
have SUM(Xaiey — Frauty) = SUM(X — r), or equivalently

Z (-1)%2 = Z (-1)7 2%,

i€Fault, i€Fault,

In this case, the best strategy for the injector is to select
faulty bits from the same set for both Fault, and Fault,. But,
even if the adversary is able to inject faults at exactly the same
positions in both X and r, the actual values of X and r remain
unknown to them. Hence, based on the original values and
the injection model, such injections may or may not result
in the same change in the values of these two parameters.
If the injections result in identical changes, they cannot be
detected by our design. We show that the probability of such
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TABLE I

INTELLIGENT INJECTION AT THE SAME PLACE OF BOTH (X, r) PARAME-
TERS IN BMR ALGORITHM

Fault Injection at (X, r)

Model Number Detection rate
n Ratio (%) Formulation
1 50
2 75

e 3 87.5 1

Bit flipping 5 96.87 1— ()
7 99.21
10 99.9
1 75
2 81.25
3 89.06
Stuck at 0 or 1 5 96.97 1-(3r+ ()™

7 99.22
10 99.9

undetectable cases decreases as the number of injected faults
increases.

First, assume the injector aims to inject n faults into both
X and r at the same bit positions, based on the bit-flipping
model. If the actual values of the selected n bits in X and r
are identical, flipping them will produce the same effect. As a
result, in the computation of (X — r), these faults will cancel
each other out and remain undetected, even though the output
becomes erroneous. The probability that the selected n bits of
X and r are equal is ((1/2))"; therefore, the detection ratio is
1=(/2)"

On the other hand, for stuck-at-0 or stuck-at-1 models, there
is a difference. In these models, there exists a scenario where
the injection does not introduce an error in the output. For
instance, if the selected » bits are all 1 and the fault model is
stuck-at-1, the injection will have no effect on the output. The
probability of such a case is (1/2)*". Excluding this case, the
remaining behavior is similar to the bit-flipping model. Thus,
the detection ratio of the proposed method in this model is
1= ((1/2))" + ((1/2))™".

Table I shows the detection ratio of the proposed algorithm
against this injection strategy. Based on the formulation, the
detection ratio increases significantly as the number of injected
faults increases.

2) Intelligent Injection at BMM: Apart from the previously
mentioned injection strategy, an intelligent injector can also
exploit the partial recomputation module in the proposed BMM
algorithm. As discussed, the recomputation module primar-
ily aims to detect faults in the inputs. However, since we
employ partial recomputation, not all portions of the inputs
are involved in the verification process.

More specifically, in Algorithm 1, the operand X is fixed
and used entirely in each iteration. As a result, any fault
injected into any part of X is detectable. On the other hand,
operand Y is shifted word by word in each iteration. In partial
recomputation, we halt at iteration /, meaning only the /
most significant words of Y are used in the recomputation
process. Therefore, if an injector manages to inject faults
into the lower (least significant) words of Y during the main
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computation phase before the algorithm starts, those faults will
go undetected.

The detection capability of our design against this injection
is directly influenced by the value of I. However, increasing /
leads to higher delay and computational overhead. To address
this tradeoff, the encoding mechanism can be modified to
Y; + m; to link each lower word of Y; to the [ most significant
words that are used during the recomputation stage, through a
parameter such as m;. For instance, these m;s can be generated
by adding several of the uninvolved lower words of the
Y;s. However, this change would interfere with the decoding
process. To address this, since the input in each iteration
becomes Y; + m;, we subtract Xm; from Z® in step 4 of
Algorithm 2.

In addition, the most resource-intensive operations in the
BMM algorithm are its large multiplications. Based on Algo-
rithm 2, there are three main multiplications: the computation
of XY; in step 4, [(Z?/2"*F)| i as part of computing ¢ in
step 5, and ¢”’N in step 6. Therefore, excluding other steps,
our method introduces one additional multiplication on top
of these three. However, this additional multiplication is only
added in the recomputation module, which runs for [ iterations.

Now, in our architecture, in the previous encoding design,
Algorithm 4 ran for d = (n/w) iterations, each containing three
large multiplications as the resource-dominating steps. As a
result, the algorithm performs 3d large multiplications, in addi-
tion to other overheads such as summation units, comparisons,
etc., which we denote as U. Conversely, the newly discussed
encoding design requires four multiplications for the first /
iterations and 3 for the remaining ones, plus the unchanged
overhead U. Thus, the total overhead will be 41+ 3(d—-)+U =
3d + | + U. Excluding other insignificant components, the
imposed overhead is approximately (I/3d+U) = (Iw/3n+Uw).
For a chosen setting of (n = 512,w = 64,1 = 2), we observed
an overhead of around 8.7%, which became less noticeable as
n increased.

B. Simulation Methodologies, Details, and Definitions

As mentioned, the previously discussed malicious injections
are often difficult to implement in practice. For instance,
injecting a specific number of faults precisely at targeted
register locations requires sophisticated tools and is generally
considered impractical. Instead, for real-world fault-injection
scenarios, several well-known types and models have been
proposed and are commonly considered.

1) Fault-Injection Types and Models: In general, we con-
sider two types of fault injections: Random and Burst. In the
Random type, based on the number of bits injections, the
faulty bits are selected randomly but uniformly among all bits
of the target. In contrast, in the Burst type, after selecting
the first faulty bit randomly and uniformly among all bits of
the target, the subsequent consecutive bits will become faulty.
After determining the faulty bits, fault models decide how
these selected bits are impacted.

Accordingly, we consider three fault-injection models: Bit
Flipping, stuck-at-1, and stuck-at-0. In the Bit Flipping model,
the selected bits are flipped. In the stuck-at-1 and stuck-at-0
models, the faulty bits are forcibly set to 1 or 0, respectively,
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TABLE 11
SIMULATION SETTINGS AND THEIR DESCRIPTIONS

Parameters Description Settings
X Algorithm input 2048 bit
Y Algorithm input 2048 bit
N Modulus 2048 bit
l Recomputation index 5
(k1, k2) Encoding indices (2,4)
n Size of modulus in bits 2048
w Word size of the processor 64
my Number of faulty iterations [1,3]
ni Number of faulty bits [1, 25]

regardless of their original values. These behaviors can be
implemented using bitwise operations: XOR with 1 for bit
Flipping, OR with 1 for stuck-at-1, and AND with O for stuck-
at-0.

2) Fault-Injection Placements and Targets: In addition,
we consider two independent fault-injection placements for
the BMM algorithm and one for the BMR algorithm. These
placements determine where and how the faults are injected.
For BMR algorithm, we assume that faults are injected during
the execution of the algorithm. However, for BMM algorithm,
since we employ recomputation, we also consider a case where
faults are injected into the inputs before the algorithm begins.
In this case, the injector’s goal is to manipulate the inputs
in such a way that the faults produce the same effect in both
computation branches, thereby bypassing the countermeasures.

For each placement, we define different targets. These
targets may be either the intermediate values stored in registers
or the algorithm’s inputs. Furthermore, we consider whether
the faults are injected solely into the main computation or into
both the main and recomputation stages.

3) Simulation Settings: The simulation settings along with
notations are provided in Table II. For each fault-injection
case, we simulated the scenario for 10000 runs and reported
the average detection rate. In each simulation, new random
values for X, Y, and N are selected. Then, based on the chosen
injection types and models, placement, targets, and number of
injections, new faulty bits are selected randomly in each run.

Moreover, in the BMM algorithm, the parameters @ and S
control the range and size of the intermediate results. In all
our simulations and implementations, both in our design and
in the baseline implementation, we used the general settings
(a,B) = (104, -20). This choice ensures the correctness of the
encoding algorithm, since smaller values of @ and § may cause
variations in (3).

C. Simulation Results and Error Coverage Rate

For the BMR algorithm, we have simulated the following
cases: random and Burst types, each including bit flipping,
stuck-at-0, and stuck-at-1 models. We considered X, g, ry, 2,
and r as the targets of the injection, and varied the number of
injected faults in the range [1,20]. Our algorithm successfully
detected all of these natural faults with 100% coverage.

For the BMM algorithm, the detection rates for random and
Burst type are provided in Tables III and IV, respectively.
These injection scenarios are performed based on the settings
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TABLE III
DETECTION RATIO OF THE PROPOSED BMM ALGORITHM AGAINST RANDOM INJECTION TYPE

Fault Injection Placements and Numbers

Model # Fault targets on registers # Fault targets on registers on Inputs
miom 720 9 (29,2 @D¢”) m X Y (XX (VY

1 1 100 96.09 100 97.63 1 100 15.9 100 28.52

1 3 100 96.29 100 97.19 3 100 39.52 100 64.11

1 5 100 95.6 100 97.04 5 100 57.33 100 81.93

2 6 100 94.88 100 99.01 6 100 64.01 100 86.64

Bit flipping 2 7 100 95 100 99.04 7 100 69.44 100 90.78
2 8 100 94.49 100 98.97 8 100 73.97 100 92.98

3 10 100 94.84 100 100 10 100  81.57 100 96.45

3 15 100 94.69 100 100 15 100 91.89 100 99.40

3 25 100 93.06 100 100 25 100  98.68 100 100

1 1 100 98.3 100 98.83 1 100 58.75 100 61.71

1 3 100 97.37 100 97.86 3 100 33.89 100 47.70

1 5 100 97.16 100 97.94 5 100 36.48 100 58.28

2 6 100 99.12 100 99.86 6 100 40.12 100 63.16

Stuck at 1 2 7 100 99.18 100 99.75 7 100 43.48 100 67.89
2 8 100 99.27 100 99.75 8 100 47.98 100 72.36

3 10 100 99.98 100 99.99 10 100  54.76 100 79.91

3 15 100 99.96 100 100 15 100  70.70 100 91.34

3 25 100 99.98 100 100 25 100  86.53 100 98.21

1 1 100 98.19 100 98.15 1 100 58.47 100 61.94

1 3 100 96.14 100 97 3 100 34.06 100 48.17

1 5 100 95.3 100 96.76 5 100 36.79 100 57.73

2 6 100 90.39 100 96.51 6 100  40.74 100 62.3

Stuck at 0 2 7 100 90.35 100 96.16 7 100 43.67 100 68.35
2 8 100 90.09 100 96.3 8 100  48.83 100 73.47

3 10 100 85.48 100 98.4 10 100 54.75 100 79.48

3 15 100 84.4 100 98.9 15 100  70.01 100 90.83

3 25 100 84.28 100 99.43 25 100  86.80 100 98.32

discussed in Section IV-B1. Fault coverage for Burst type
when the injection is on Y is mentioned in Section IV-A2,
thus it is not included here.

V. IMPLEMENTATION RESULTS

We implement fault-detection methods for BMR and BMM
across two distinct platforms. The first is a software-based
implementation executed on a Raspberry Pi 4, equipped
with a 64-bit Quad-core Cortex-A72 processor and 8§ GB of
LPDDR4 RAM. Numerous side-channel attacks have been
demonstrated against advanced RISC machines (ARMs) pro-
cessors across various platforms, including smartphones and
development boards. Raspberry Pi devices, in particular, have
been widely used due to their accessibility and representa-
tive ARM core architectures. Successful attacks have been
reported on the Raspberry Pi 2 [40] and 2B [41], targeting
Cortex-A7 and Cortex-A53 cores, respectively. More recent
work has extended these attacks to the Raspberry Pi 3 and
5 [42], as well as the Raspberry Pi 4 [43], demonstrat-
ing the practicality of side-channel analysis even on more
advanced platforms. The second is a hardware-based imple-
mentation realized on AMD/Xilinx FPGAs, specifically the
Artix UltraScale+ xcaul5p-f£fvb676-1LV-iand the Zyng-
7000 xc7z030£fbg676-2platforms.

A. Software Implementation Approach

The software implementation was developed in the C pro-
gramming language to exploit its efficiency and fine-grained

control over system resources. For operations involving large
integers, we employed the GNU multiple-precision arithmetic
library (GMP),> which is well-suited for high-performance
arithmetic commonly required in cryptographic computations.

1) GMP Number Representation: In the GMP library, a
multiprecision integer X is internally represented as an array
of limbs, where each limb corresponds to a fixed-size chunk
of bits. This representation can be expressed by the following
radix decomposition:

k-1
X=Y LB
i=0

Here, L; denotes the ith limb, B is the numerical base
(referred to as the limb base), and k is the total number of
limbs required to represent X. The limb base B is architecture-
dependent: it is typically 2°? on 32-bit systems and 2%
on 64-bit systems. On our 64-bit target platform, we adopt
B = 2%, with each limb L; represented as a 64-bit unsigned
integer.

2) Efficient Remainder Computation: As outlined in Sec-
tion III, our countermeasure implementation relies on the
function Sum(.), which computes remainders with respect to
two special moduli: (2¥ — 1) and (2" — 2). On our 64-bit
target architecture, these correspond to (26* — 1) and (2% -2),
respectively. The internal limb-based representation of integers
in the GMP library is particularly well-suited for such moduli,

Zhttps://gmplib.org/
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TABLE IV

DETECTION RATIO OF THE PROPOSED BMM ALGORITHM AGAINST BURST
INJECTION TYPE

Injection Placement

Model On registers (inside the loop)
mi w20 ¢ (29,20")  (qD,4")

2 100 96.19 100 97.22

5 100 96.5 100 97.41

e 8 100 96.16 100 97.38
Bit flipping

3 12 100 96.59 100 99.4

3 17 100 96.67 100 99.52

3 25 100 96.28 100 99.61

1 2 100 97.87 100 97.92

1 5 100 97.46 100 98.18

Stuck at 1 1 8 100 9691 100 97.58

3 12 100 99.94 100 99.99

3 17 100 99.94 100 100

3 25 100 99.95 100 100

1 2 100 96.48 100 97.73

1 5 100 96.26 100 97.37

Stuck at 0 8 100 95.82 100 96.95

3 12 100 87.81 100 97.15

3 17 100 87.36 100 97.66

3 25 100 86.42 100 97.89

as it enables efficient remainder computation without resorting
to expensive division-based modular operations

k-1
X mod (2% - 1) = ZLi mod (2% - 1)

i=0

k-1
Xmod (2% -2) = Y " (L; < i) mod (2% - 2).

i=0

Since the accumulation of limb values can exceed 64 bits,
we employed the compiler-specific 128-bit unsigned integer
type  uint128 t(available in GCC?), which represents a
128-bit value as a pair of 64-bit components. This strategy
allows for low-cost modulo operations tailored to our specific
architectural constraints, supporting the overall efficiency of
the proposed fault-detection scheme.

3) Evaluation Results of BMR: In the performance evalua-
tion of our proposed BMR scheme, we selected input values X
with bit-lengths {512, 1024,2048, 4096}, and modulus N with
bit-length {256,512, 1024,2048,4096}. In all test configura-
tions, we ensured that the operand size exceeds that of the
modulus to accurately reflect real-world cryptographic scenar-
ios, where intermediate values commonly exceed the modulus
during modular arithmetic operations. The performance results
for both the baseline implementation and our proposed BMR
scheme are presented in Table V. Our results indicate that the
proposed fault-detection method for BMR is highly efficient,
incurring an average overhead of only 8% for 512—-1024-bit
moduli and 4% for 256 and 2048-bit moduli. Furthermore,
although our evaluations are conducted on a 64-bit ARM
Cortex-A72 processor, the algorithm supports flexibility in
word size selection, allowing configuration as either 32 or 64
bits, which are shown in Table V.

3https://gcc.gnu.org/
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TABLE V

COMPARISON OF TOTAL COMPUTATION CYCLES BETWEEN BASELINE AND
PROPOSED BMR IMPLEMENTATIONS

Setting Implementation on Raspberry Pi 4
(IX|,n,w") Baseline  Proposed  Overhead (%)
(512,256, 32) 3147 3299 4.82
(512,256, 64) 3083 3189 3.43
(1024, 512, 32) 3858 4134 7.15
(1024, 512, 64) 3784 4163 10.01
(2048, 1024, 32) 6977 7582 8.67
(2048, 1024, 64) 6859 7393 7.78
(4096, 2048, 32) 15006 15677 4.47
(4096, 2048, 64) 15089 15617 3.49

U All results are averaged over one million iterations to ensure robustness.

TABLE VI

COMPARISON OF TOTAL COMPUTATION CYCLES BETWEEN BASELINE AND
PROPOSED BMM IMPLEMENTATIONS

Setting Implementation on Raspberry Pi 4
((J]X] and |Y]),n) Baseline Proposed Overhead (%)
(256, 256) 11559 14619 2647
(512,512) 16358 21041 28.62
(1024, 1024) 29785 37814 26.95
(2048, 2048) 71442 90895 27.22
(4096, 4096) 195640 249401 27.47

!'In all experimental configurations, we used fixed parameters: k; = 4, = 2,
w = 64, o = 104, and 5 = —20.
2 All results are averaged over one million iterations to ensure robustness.

4) Barret Modular Multiplication: For the performance
evaluation of our proposed BMM scheme, we selected input
values X and Y with bit-lengths {256,512,1024,2048},
and modulus N with bit-lengths {256,512, 1024, 2048, 4096}.
These parameter choices reflect cryptographic scenarios,
where operands are drawn from a finite field defined by the
modulus and must undergo multiplication followed by modular
reduction. We note that the inputs are not first multiplied in
full and then reduced. The performance results for both the
baseline implementation and our proposed BMM scheme are
presented in Table VI. Our results indicate that the proposed
fault-detection method for BMM introduces a nearly constant
overhead across various configurations, with an average over-
head of 27%.

B. Hardware Implementation Methodologies

For hardware implementation, we mounted the
design on two FPGA families: AMD/Xilinx Artix
UltraScale+ xcaul5p-ffvb676-1LV-iand the Zyng-7000
xc7z030£fbg676-2platforms as our benchmarking platforms.
However, the choice of FPGA is not limited to these two
platforms. We obtained similar percentage results on other
families as well, though they are omitted here for brevity.

In addition, in the BMR algorithm, the input size is set to
2048 bits, with a modulus size of 1024 bits. For the BMM
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TABLE VII
OUR HARDWARE IMPLEMENTATION RESULTS FOR BOTH BMR AND BMM ALGORITHMS ON TWO FPGA PLATFORMS

Algorithm Barrett Modular Reduction (Period of 20 ns) Barrett Modular Multiplication (Period of 25 ns)
Family Artix UltraScale Zyng-7000 Artix UltraScale Zyng-7000
Platform + xcaul5Sp-ffvb676-1LV-i xc7z030fbg676-2 + xcaulSp-ffvb676-1LV-i xc7z030fbg676-2
Scheme Baseline Ours (%) Baseline Ours (%) Baseline Ours (%) Baseline Ours (%)
LUT 15105 18801 24.46 14072 17922 27.35 11708 13720  17.18 11794 14382 2194
Area FF 10519 11646  10.71 10521 11634  10.57 8540 10522 23.2 8534 10533  23.42
DSP 4 4 — 4 4 — 4 4 — 4 4 —
Clock Cycles 2219 2264 2.02 2219 2264 2.02 6340 7365 16.16 6340 7365 16.16
Max Freq (MHz) 56 55.7 -0.53 54.8 53.7 -2.04 43.6 43.1 -1.16 40.4 40.1 -0.74
Total Time (us) 44.38 45.28 2.02 44.38 45.28 2.02 158.5 184.12  16.16 158.5 184.12  16.16
ADP ! () 269.62 337.28 25.09 256.53 333.7 30.08 268.11 318.02 18.61 291.66 35796  22.73
(s) (k) 187.76 208.92 11.26 191.79 216.62 1294 195.56 243.9 24.71 211.04 262.16  24.22
Power (W) 0.052 0.067 28.8 0.098 0.11 12.24 0.041 0.043 4.87 0.057 0.066 15.78
Energy 2 (uJ) 2.3 3.03 31.73 4.34 4.98 14.74 6.49 791 21.87 9.03 12.15 34.55

L (%) and (%) refer to (LUT)xTotal Delay and (FF)xTotal Delay, respectively.

2 Energy = Power xTotal Time

algorithm, both the two inputs and modulus sizes are 1024 bits.
A word size of 32 bits is used, and to minimize the number of
utilized DSP blocks. Thus, each large multiplication is divided
into 32-bit slices and performed using the Schoolbook method.
To avoid exceeding the allowable number of I/O pins, a 64-bit
input bus is employed to feed inputs to the algorithms.

Furthermore, Verilog was used as the hardware descrip-
tion language, and the AMD/Xilinx Vivado toolchain was
utilized to assess the performance of the designs. To ensure
a fair comparison between our design and the baseline, all
shared parameters and sizes were kept identical. The reported
overheads for both designs were obtained using the default
synthesis and implementation settings in Vivado. In addition,
the clock delay period was set to 20 ns for the BMR algorithm
and 25 ns for the BMM algorithm.

Moreover, in the BMM algorithm, to optimize area utiliza-
tion, the recomputation module is implemented sequentially.
However, it can also be implemented in parallel with the main
computation module, which would reduce delay at the cost of
increased area. Table VII presents the hardware overhead of
our proposed design compared with the baseline on the two
aforementioned FPGA platforms.

According to this table, for the BMR algorithm, we observe
an average overhead of 25.9% in the number of LUTs, 10.6%
in the number of FFs, and 2.02% in total execution time across
the two evaluated platforms. In the case of the BMM algorithm,
the sequential implementation of the recomputation module
contributed to higher overhead in execution time. On average,
we observed an overhead of 19.5% in the number of LUTs,
23.3% in the number of FFs, and 16.1% in total execution
time.

It is important to note that our designs do not utilize opti-
mization techniques such as pipelining to boost the operating
frequency. For instance, without pipelining, the works in [27],
[44], and [45] reported frequencies of 46, 53, and 56 MHz,
respectively, for the parameter setting (|X| = 2'3,|N| = 360),
and 39, 46, and 50 MHz for (|X| = 2',|N| = 1440) in the BMR

algorithm. However, by introducing four stages of pipelining,
these works improved the frequency to 135, 176, and 180 MHz
for (IX| = 2'3,|N| = 360), and to 128, 152, and 168 MHz for
(X] = 213, |N| = 1440).

Based on Table VII, on a similar platform, we achieved
frequencies of 56 and 55.7 MHz for the protected and unpro-
tected BMR schemes, respectively, under the parameter setting
(X] = 2", |N| = 1024). Tt is important to note that the purpose
of our implementations was not to optimize the architectures,
but rather to demonstrate a proof of concept for the imposed
overhead of our design under fair and consistent conditions for
both protected and unprotected designs. However, our coun-
termeasures are applicable to other implementations of these
algorithms, regardless of implementation techniques such as
pipelining, and we expect to observe similar percentage over-
heads.

VI. CONCLUSION

The reliability of cryptographic implementations is essen-
tial, as even single-bit faults could cause severe outcomes (e.g.,
a single-bit change in the inputs of hash functions could cause
their output to completely change). Whether caused by natural
phenomena such as aging, radiation, or voltage fluctuations, or
by deliberate fault-injection attacks through lasers or voltage
glitching, these faults, can undermine correctness or lead to
the exposure of sensitive information like secret keys.

Addressing this challenge, our work introduces efficient
fault-detection mechanisms for the BMR and BMM algorithms,
which are essential components in both classical and post-
quantum cryptographic systems. We provide comprehensive
theoretical analysis supported by extensive real-world simu-
lations and practical implementations in both software and
hardware. The results demonstrate that our techniques can
reliably detect a wide range of fault-injection scenarios while
maintaining low overhead in terms of area and execution
time. These contributions offer a novel, practical, and scalable
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solution to improving the fault tolerance of cryptographic
systems, particularly in environments with limited resources.
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