1.

(10 Points) In 89.6 Eavesdropping and Server Database Reading we asserted that it is
extremely difficult, without public key cryptography, to have an authentication
scheme which protects against both eavesdropping and server database disclosure.
Consider the following authentication protocol (which is based on Novell version 3
security). Alice knows a password. Bob, a server that will authenticate Alice, stores a
hash of Alice's password. Alice types her password (say fiddlesticks) to her
workstation. The following exchange takes place:
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Is this an example of an authentication scheme that isn't based on public key
cryptography and yet guards against both eavesdropping and server database
disclosure?

(10 Points) Extend the scenario in 89.7.4.1 Multiple KDC Domains to a chain of three
KDCs. In other words, assume that Alice wants to talk to Boris through a chain of
three KDCs (Alice's KDC, a KDC that has shared keys with both Alice's KDC and
Boris's KDC, and finally, Boris's KDC). Give the sequence of events necessary to
establish communication.

(10 Points) In §71.3.7 Shared Secret we discuss various possibilities for forming a
session key. Remember that R is the challenge sent by Bob to Alice, and A is Alice's
secret, which Bob also knows. Which of the following are secure for a session key?
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(10 Points) Suppose we are using a three-message mutual authentication protocol,
and Alice initiates contact with Bob. Suppose we wish Bob to be a stateless server,
and therefore it is inconvenient to require him to remember the challenge he sent
to Alice. Let's modify the exchange so that Alice sends the challenge back to Bob,
along with the encrypted challenge. So the protocol is:
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Is this protocol secure?

(10 Points) Let's modify the protocol from the previous problem so that Bob sends
both a challenge, and a challenge encrypted with a key that only he knows, to Alice:
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Is this protocol secure?

(10 Points) Design a two-message authentication protocol, assuming that Alice and
Bob know each other's public keys, which accomplishes both mutual authentication
and establishment of a session key.

(10 Points) The Expanded Needham-Schroeder Protocol (page 278) can be
shortened to a 6-message protocol without loss of security by merely removing the
7th message. Why is this true? (Hint: the purpose of the 7th message is to prove to
Bob that he is talking to Alice, but he already knows that. Why?)

(10 Points) 8717.4 Mediated Authentication (with KDC) describes several protocols. For
each of those protocols, describe which nonces have to be unpredictable (i.e.,
sequence numbers would not be good).

(10 Points) There is a product which consists of a fancy telephone that, when talking
to a compatible fancy telephone, does a Diffie-Hellman key exchange in order to
establish a secret key, and the remainder of the conversation is encrypted. Suppose
you are a wiretapper. How can you listen to a conversation between two such
telephones?



